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Abstract—If trusted processes'sectets or privileged sys-
tem objects such as le handles are leaked to an untrusted
processthe result could be the lossof seciecyand integrity of
the data producedby the program. The advent of privilege-
separated programs has led to an additional risk: sensitive
data or system objects may be leaked when the trusted
processof the privilege-separatedapplication forks an un-
trusted child processWe have identi ed several channelsby
which information may ow to the child process:memory,
the environment, memory mappings, lesystem information,
and le descriptors. We propose xes for eachof theseleaks.
Most are handled by a static source code analysis of the
targetprivilege-separatedapplication's sourcecode,but some
require modi cations to the kernel or compiler.

As a proof of concept, we applied our technique to
privilege-separated OpenSSH running on the Linux 2.6
kernel. Using our tools, we were able to verify easily that
it doesnot leak seceets from its trusted componentsto its
untrusted components;all sensitve data is erasedor down-
graded appropriately before being inherited by untrusted
components.This suggeststhat our method is a useful way
of reasoningabout privilege-separatedprograms.

|. INTRODUCTION
A. Motivation

Trustedprocessesn a systemfrequentlycontainsecret
information,suchascryptographidkeys or passverds,that
could be usedto compromisethe secreg andintegrity of
the process'data.ln addition,sincetheseprocessesareof-
ten grantedextensie privileges,they possescapabilities
like le handlesandsharednemoryhandleghatcouldbe
usedfor privilege escalationKeepingsensitve dataand
objectsfrom leakingto anadwersaryis essentiafor trusted
processeso maintain the secreg of the applications
output. Smith has also discussedthe needto presere
secreg to maintain output dataintegrity in his work on
“outboundauthentication'T16].

Noticing thatmary compromise®f trustedapplications
camefrom the portionsthathandleuserinteraction,Provos
et al. introduced privilege sepaation [11]. Privilege-
separateddesignsseparatethe portion of an application
that needshigh privilege into small processegshat offer
a narraw interfaceto larger, unprivileged processesThis
approachminimizesthe codethat mustbe privileged and
guardst with anarrav interface reducingtherisk of priv-
ilege escalationjf the untrustedportion is compromised,
the trustedportion still maintainsits relative isolation.
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Fig. 1. The questionwe considerin this paper is whetherary secrets
or privilegedsystemobjectsareleakedacrosghefork()  interfacefrom

thetrustedparentprocesdo the untrustecchild processsecrefeaksmay

also compromisethe parents integrity. We ignore secretspassedacross
explicit channelssuchasIPC or othercommunication.

Thereis a potential problemwith privilege separation:
sincethe untrustedprocessesre forked from the trusted
ones,secretanay be leaked via the memory ervironment
variables, and other system objects that are copied on
fork() . Unlike ordinary systemoutputfunctionswhich
explicitly acceptall affected data in their aguments,
fork()  automaticallycopiesall dataand mary system
objects. Therefore,we needa systematicway to ensure
that secretsare not leaked from the privileged component
to the untrustedone becauseof fork() ‘s implicit shar

ing.
B. Our approac

We rst identify the types of leaks that are possible
(Sectionll) by examining the Linux kernel sourcecode
that implementsthe fork() systemcall. The set of
copieddatais summarizedn Figure 2. We analyzeeach
of thesefor its risks and proposesolutionsfor eachthreat
we identi ed. Somesolutionsinvolve explicitly discarding
privileged objectsin the child processsincetheseobjects
can be enumerateckasily However, identifying potential
dataleaksrequiresa more sophisticatedpproactbecause
data is easily and frequently copied and used in the
application.To nd dataleaks,we proposea new static
analysis, combining control- ow (program slicing) and
data ow (type inference)analyses.

Someprivilege-separategrogramsmay call exec()
from within the child process.The exec() systemcall
clears the process' memory spaceand loads in a new
binary The clearing of the memory spacedecreaseshe
numberof potential leaks. However, using exec() can
male datasharingbetweenparentandchild processnore



Data/Object copied on fork() Erased on exec() ? Notes

Codememory sighandlerspendingsignals Yes

Datamemory Yes

Stackmemory Yes

File descriptors No* *File descriptorswith CLOSEONEXEC ag
are closedon exec()

Filesysteminformation No Includes lesystem root, lesystem names-
pace,umask,working directory

Processnemorymapping Yes Includesmmap() regions

Sharedmemorysegments Yes

Environment No Environment may be changed with
execve()

Fig. 2. Copy semanticsof fork() and exec() . We analyzedthe Linux 2.6 kernel sourcecodefor fork() andexec() to seewhatdata
or systemobjectsare copiedfrom the parentto the child processby fork()  andwhich are erasedor closedby a subsequenéxec() .

dif cult by requiringmorecomplex marshalingThis com-
plexity canmake it harderto verify the correctnes®f the
(ideally very small) trustedprocessThus, whetheror not
exec() is used,we want someassurancehat sensitve
dataand privileged systemobjectsare not leaked during
creationof the unprivilegedchild processWe discussthe
detailsof achiezing suchassurancdor both casesin the
next section.

In this paperwe con ne oursehesto preventingleakage
during processcreation.We do not addressside-channel
attacksor other obsenation mechanismghat may reveal
secretinformation; we do not consider control depen-
denceson sensitve data,just datadependenced.eakage
to otherprocessesr I/O channelsria systemcalls suchas
write() is the subjectof ongoingwork. Furthermore,
we assumethat the unprivileged, untrustedchild process
has had its security context (typically UIDs and GIDs)
appropriatelydowngraded.

As a proof of conceptfor our approachgspeciallythe
staticanalysiswe have appliedour techniqueto OpenSSH
and were able to shav, with little manualeffort, that it
doesnot leak sensitve datato its untrustedportion. Our
adwancesn supportingprivilege separatiorareparticularly
signi cant in light of currentefforts [3], [8] to simplify
andautomateprivilege separationwhich will likely speed
adoptionof the technique.

C. Contributions

In summary we malke the following contritutions:
Weidentify new risksto privilege-separategrograms
resulting from implicit copying of dataand system
objectsfrom the privileged, trustedparentprocesgo
an unpriileged, untrustedhelper child processby
the fork()  systemcall (SectionIl). During this
copying, sensitve dataand privileged systemobjects
may leak to the child process.
We proposea new methodof systematicallyreason-
ing aboutsuchleaks(Sectionsll andlll)—the rst,
to our knowledge—andpropose x esfor each.
We shav that mary suchleaksmay be detectedus-
ing our proposedorogramanalysis,which combines

control- ow anddata ow analysegSectionlll).

We provide evidence that our method is easy to
use by analyzing the most prominent privilege-
separatedpplication,OpenSSHSectionlV). Using
our method, we shaved that OpenSSHis free of
sensitve dataleaks.

Il. IDENTIFYING POSSIBLE LEAKS

We examinedthe Linux 2.6 kernel's implementatiorof
thefork() andexec() systemcallstodeterminavhich
dataandsystemobjectsarecopiedfrom the parentprocess
to the child, and which are erasedif exec() is called
afterwards. The resultsare summarizedn Figure2. Each
line of the tablerepresents potentialleakagechannel.n
this section,we analyzethem to decidewhich represent
real vulnerabilities.In our discussionwe assumehat the
untrustedchild processhas its user and group IDs or
other relevant security contet set correctly to re ect its
untrustedstatus.

If a ne-grained access control system, such as
SELinux [12], is present,some of thesechannelsmay
be mediatedby the systems$ security policy. SELinux is
a referencemonitor for Linux that allows ne-grained
control over the use of system objects like les, le
descriptorsand pipes. The systempolicy speci eswhich
processemay usewhich typesof systemobjectsin which
ways. Using SELinux can help prevent some kinds of
leaks by interposingan accesscontrol checkon the use
of the leaked systemobject. We male a note of several
ways that using SELinux can help prevent leaks.

A. Enumeation of possibleleaks

We list all the relevant dataand systemobjectsimplic-
itly copiedby fork() , andanalyzethe risks associated
with eachas well as x es for eachpotential leak. Note
that somelIPC mechanismssuch as SystemV Message
Queues perform an authorizationcheck for eachopera-
tion, so the lack of privilege in the child processsenes
to prevent privilege escalation.Theseare not considered
here.



Code memory, signal handler table, and pending
signals. We do not needto trust the code of the
child process—whetheralledfrom a signalor not—
sinceit runs with low privilege. The code memory
andsignalhandlersetof the parentare not generally
consideredsecretand may usually be derived from
the sourcecode; nonethelesswe can checkthat no
sensitve datais usedin settingup the signalhandler
table. We assumeherethat no secretsare embedded
in the codeof the parentprocess.

Fix: Useour staticanalysig(Sectionlll) to make sure
thatthe signalmaskandthe setof signalhandlersare
not derived from sensitve data.

Data memory and stack. Secretscould be leakedin
data or stack memory copiedto the child process.
Also, there is an additional vulnerability whereby
previously-usedstackmemorycouldleaksecretsDe-
tails arediscussedelow in Sectionll-B. If exec()

is used,thenthe memoryspaceis erasedandno data
or stackmemoryleak is possible.

Fix: If fork()  is usedwithout exec() , useour
static analysis(Sectionlll) to detectsensitve data
and stackmemory leaks. The previously-usedstack
memory risks can be alleviated with kernel and
compiler modi cations (Sectionll-B).

File descriptors. The parentprocesanay have open
le handlesthat should not be accessedy an un-
trustedchild processhecausapeningthemrequires
higher privilege thanthat grantedto the child.

Fix: Immediately after fork() , closeall le de-
scriptorsin the child processxceptthoseneededor
explicit communicatiorwith the parentIf exec() is
calledin the child, the CLOSEONEXEC ag maybe
seton all unneededliescriptorsby the parentprocess
instead.Thesechange®liminate le descriptoileaks,
but require programmermodi cation to the source
code.SELinux may be usefulin preventingthis leak
without sourcecode changes.The default SELinux
policy doesnotallow a child procesdo usetheparent
process' le descriptors,so by default no leak is
possible.Any le descriptorsrequiredfor commu-
nicationmay be explicitly allowed in the policy.
Filesystem information. The main pieces of in-
formation in this data structure are the process'
lesystemroot directory lesystem namespacéVFS
mounts),the umask,and the currentworking direc-
tory. This informationis not erasedon exec() , but
is not generallyconsideredo be secret:in fact, it is
visible to otherprocessewia the /proc  lesystem.
Fix: Noneneeded.

Processmemory mapping. The memory mapping
itself is not a potential secretleak—indeed.,it is
visible on /proc —but the mapping may contain
memory-mappedes which require privilege to ac-
cessMemory-mappedes areunmappedf exec()

is called.

Fix: If fork() is used without exec() , all
memory-mappedles should be unmapped,except
those neededfor explicit communicationwith the
parent.A list of such mappingsis available in the
/proc  lesystem under/proc/<pid>/maps
Shared memory. Privileged sharedmemoryregions
could be akused by the untrustedchild processif
the parentprocesshas attachedto the region using
shmat() beforecallingfork() , sincethedescrip-
toris copiedonfork() . Sharednemorydescriptors
are detachedon exec() , so thereis no risk of
accidentalleakagein that case.

Fix: If fork() is usedwithout exec() , a parent
processmay create shared memory regions using
shmget() but shoulddeferattachingto themusing
shmat() until after the fork() call. Our static
analysis(Section|ll) checksthat shmat() is not
calledbeforefork() . If attachingo sharedmemory
segmentsbeforefork()  is absolutelyrequiredby
the application,the parentprocessshoulddetachall
sharedmemory sggmentsimmediately before call-
ing fork() . A list of all shared memory map-
pings is available in the /proc  lesystem under
/proc/<pid>/maps

Environment. This information is not erasedon
exec() . Thus,if sensitve datais storedin ervi-
ronmentvariables,it should be erasedimmediately
following thecall to fork()  evenisif it is followed
by exec()

Fix: Use our static analysis(Sectionlll) to detect
leaks of sensitve datainto the ernvironment. Alter-
nately the execve() systemcall allows explicit
speci cation of the child's ervironment variables,
avoiding accidentalleakage.

Given that several x esrequiredatascrubbingor san-
itization immediatelybefore or after fork() , one may
imagine a user library that implementedthesetogether
in a secure _fork()  function. Sucha function might
detachall sharedmemoryregions,call fork() , then,in
the child process,unmapall memory-mappedles and
closeall open le handles.

B. Previously-usedstack memoryleaks

The stack is inherited acrossfork() . This means
that thereis a potentialinformation leakageon the stack
from leftover stack variables.Considerthe example in
Figure3. If secretdatais on the stackin a local variable,
and subsequenstack frames before fork()  are all at
higher memory addressesthe secretdata may be left
in unusedstack memory in the new child process.To
avoid this problem,the operatingsystemshould zero- Il
stackmemoryin the child below the currentstackpointer
immediately after ary fork() . Note that this change
might break code which relies upon the unsafepractice
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Fig. 3. Previously-usedstack memory can leak seceets. If a secret
is in a stacklocationwhich is never overwrittenbeforefork() , aleak
canresult.Here,old _local _secret 'scontentsmayremainin unused
stack memory when fork()  is called. The operatingsystemshould
zero- Il all memorybelowv the stackpointerin the newly createdchild
process.
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Fig. 4. Alignment restrictions canleak secrets.If asecretis in astack
location which is not overwritten due to alignmentconstraints,a leak
canoccurevenif the stackis zero- lled belov the stackpointer Here,
old _local _secret 's contentsmay be on the stackfrom a previous
stack frame when fork()  is called becausdocal _var 2 mustbe
alignedto an 8-byte boundary

of using the addressof a local variable from a function
thathasalreadyreturned Sincesuchcodeis alreadylikely
to fail, asit is not memory-safewe considerthis to be an
acceptabldradeof.

Even if the zero-lling recommendationabove is
adoptedi,it is still possiblefor datato leak on the stack
dueto machine-and compilerspeci ¢ alignmentoptions.
Considerthe example in Figure 4. An 8-byte aligned
variable(local _var _2) may appearin the sourcecode
to overwrite a secret,sincethe size of the currentstack
frame is large enoughto overwrite the previous frame
containingthe secret.However, the alignmentrestriction
leadsto a leak since the bytes containingthe secretare
skipped.To avoid this problem, compilers should make
surethat all extra bytesneededfor alignmentor padding
arezero- lled.

I1l. STATIC SOURCE CODE ANALYSIS

In Sectionll, we proposedh staticsourcecodeanalysis
to detectcertainkinds of dataleaks.Here, we describe
thatanalysis.In particular the propertywe wantto check
is that all datathatis live at the time fork()  is called,
including datamemory stackvariables ervironmentvari-
ables,and attachedshared-memoryegions, is either not
sensitve or is immediatelydowngradedafter fork()

A. Overviav of the analysis

Checkingthe desiredpropertyrequires ve steps:

1) Theprogrammeannotatessmallsetof variablesn
theprogramascontainingsensitve data(Sectionlll-
Q).

2) Our algorithm automatically computesthe set of
live databy using a program slice (Sectionlll-D)
that capturesthe code executed before fork()
including the active stackframeswhenfork() is
called. All stack variablesin active stack frames,
as well as those passedto setenv()  (are thus
arein the ervironment),are marked aslive. Global
variablesare always consideredive.

3) Thealgorithmtheninfersthe setof derived sensitve
data in the program slice from the programmer
annotationsusing the proceduredescribedin Sec-
tions llI-C andlI-E.

4) The algorithmintersectsthe live and sensite sets.
Data that is both live and sensitve representsa
potentialleak, andthe algorithmreportsthe leak as
a warningmessage.

5) If thereareary warningmessageshe programmer
checksthat the data in questionis scrubbedim-
mediately after fork()  in the unprileged child
process.In addition, if the shmat() systemcall,
which attachego a sharedmemoryregion, is called
beforefork() , the systemreportsthis as a pos-
sible leak, and the programmershould rewrite the
offendingcodeto deferattachingto the region until
afterfork() is called.

B. Tools used

In order to perform our analysis, we emplg the
Oink/Elsa front end [9], [10] analysisframeavork. This
framevork provides a C/C++ parserand facilitates per
forming analyseson the resulting abstractsyntax tree
(AST). It alsoincludesintegrationwith multiple baclend
analyses.We extended this baclend interface to work
with the fully polymorphic(context-sensitie) CQualtype
inferencesystembaclend[7]. CQualperformssoundtype
inference on built-in and usersupplied qualiers in C
programs,and is well-suitedto a data ow analysis[2],
[13], [17], describedn moredetailin Sectionlll-C. Using
the Oink/Elsa framewvork, we were able to implement
our programslicing on the AST, then make automatic



annotationgo the treebasedon the slice, beforeinvoking
the CQualbaclend.

C. Data ow analysisusingtype inference

A typeinferenceanalysismay be usedto tracethe ow
of various kinds of marked datain a program, and to
enforcerestrictionson datawith certainannotationsgalled
typequali ers. CQualis a systemthatallow programmers
to addtype quali ers with associatedulesto C programs,
andhasbeenusedfor similar applicationsincluding nd-
ing format-stringbugs[13] andisolating sensitve datain
an applications memoryspace[2]; the readeris referred
to thesefor a morethoroughexpositionof the application
of type inferenceto securitythanis provided here.In our
case,we want to be ableto infer all potentially sensitve
datafrom a small set of sensitve datathat hasbeenso
marked by a programmerthen ag as a potential leak
ary potentially sensitve datathat is live when fork()
is called.

Saythe programusesa secretkey, which it storesin a
variable,key . The programmight then copy the key or
generatea subley from it for usein a crypto algorithm:

Key key, key copy, subkey;
key copy = key;
make_subkey(key, &subkey);

Now, we do notwantto haveto nd all the dataderived
from the secretkey by hand;we would like to indicatethat
the variablekey is sensitve and have an analyzerinfer
all other sensitve data from it. CQual lets us mark the
secretkey asbeingsensitve usinga specialtype quali er,
$sensitive

$sensitive Key key;

Typequali ers alsocomewith rules:a pointerto aconst
objectmay only be assignedo anotherpointerto const ,
for example. Likewise, we may also specify rules about
how the $sensitive quali er propagtes,thatis, how
it is inferredto apply to othervariables.Here,we specify
that all variables either derived from a sensitve one,
or from which a sensitve one is derived, are marked
sensitve. The inferencesystemthen infers the quali ers
on othervariables:

$sensitive
$sensitive

Key key;

Key key _copy, subkey;
key copy = key;
make_subkey(key, &subkey);

It is easy to see that key _copy should be
$sensitive , since it is directly assignedfrom key .
However, CQual is capable of looking inside the
make_subkey function and determiningthat subkey

is derived from key aswell, thus correctly inferring the
$sensitive quali er on subkey .

Finally, we may specifyrulesgoverningtheinteractions
betweenquali ers, just as C has rules for its built-in
guali ers, e.g.,no const variablemay be assignedrom
a volatile one.In particular the set of variablesthat
arelive at the time of fork()  are annotatedas $live
by our analysis(see SectionslllI-D and IlI-E). We add
a rule indicating that ary variable inferred to be both
$sensitive and $live  should generatea warning
messageas it representsa potential leak. SectionllI-E
shavs in more detail how to tie the slicing andinference
togetherfor leak detection;for a more completeexample,
seeFigure5.

D. Program Slicing

a) Slicing Algorithm: In order to determinewhich
variablesto mark as$live , we mustperforma control-
ow analysisto decidewhich codeis executedprior to
fork() andwhich stackframesare live whenfork()
is called. This requiresgeneratinga program slice that
containsjust that setof code.

Generatinga straightforvard o w-independentback-
ward slice from fork() ~ would likely end up including
the whole program,sincethe parentand child differ only
in the returnvalueof thefork()  function. The readeris
referredto Tip's survey of programslicing techniqueg$14]
for more details about dif culties with standardslicing
algorithms.

Instead,our algorithm makes somereasonabl@assump-
tionsaboutthe context in whichfork() s calledin order
to generatea correctslice in the commoncase;in Sec-
tion I11-D.0.b, we justify our choice.A moreconserative
approximation,which might yield more false posities,
would be simply to performthetype analysison thewhole
programinsteadof usinga slice.

Our algorithm consistsof the following steps:

1) From the AST, build a callgraphfor the program.
Use a conserative alias analysisto include calls
throughfunction pointers.

De ne the setT to be the transitve closure,going
backwards from fork() , of the set of functions
that call fork()

Starting in main() , do a depth- rst search of
the callgraph, stopping when a call to fork()

is reached.Add each function along the way to
the set F. The depth- rst searchapproximateshe
usual order of execution, startingin main() . For
completenessywe repeatthe procedure startingin
eachfunction thatis usedasa signalhandlerrather
than startingin main() . Now F containsthe set
of functions that are (potentially) called before a
fork()

F is aslightoverapproximatiorto the slicewe want:
if a function calls fork() , then no codein the

2)

3)

4)



function following that call should be includedin

the slice. The sameis true if a function calls a

functionf 2 T: fork()  would be called before
f returns.We thereforere ne our slice asfollows.

For eachfunction in F, traversethe statementsn

order marking eachone encountereds reachable.
Stoptraversalafter encounteringa call to a function

in the setT or when encounteringa direct call to

fork()

For eachsignalhandler we searchthe callgraphto

ensurethat fork()  is never called from it. Now

the setof marked statementgonstituteghe program
slice.

An exampleof theslicing algorithmis givenin Figure5,
alongwith the computationof the T andF sets.

b) Correctnesf the slicing algorithm: The slicing
algorithm given abose assumesthat there is only one
fork() call in the program,andthatit is called at the
rst possiblepoint (assumingall relevant conditionalsare
true). More precisely the algorithmis correctif andonly
if all pathsby which afork()  call may be reachedare
equivalentfrom a secreg perspectie.

If there is more than one program point at which
fork() is called,we cansimply analyzeeachseparately
by removing all but the tamget call and running the
analysis.

A dif cult caseoccurswhen,for a given child process,
the fork()  pointis gatedby a condition suchthat the
setof codethatis executedbeforethefork()  is unclear
Considerthis example:

while  (...) {
pid = fork();

if (pid 0) {
child_code();
exit();

} else if (pid
parent_code();
} else if (pid 1) {
error_handling_code();

}

}

The trouble is that our slicing algorithm cannot eas-
ily distinguish between parent _code() , which is
always executed in the parent after fork() , and
error _handling _code() , which is executedafter a
failed attemptto fork, but befoe a successfulattempt.
The consequencés that the errorhandling code will be
wrongly excludedfrom theslice. If this codeaffectswhich
secretsarelive, we could missreal securityholes.
Fortunately this does not seemto be a problem in

practice: error handling code tends not to manipulate
sensitve data or objects. We looked at a sampling of
popular daemonsto see how they called fork() . All
of them, including OpenSSH the ApacheHTTP sener,

5)

> 0) {

the CyrusIMAP daemonandthe WU-FTPD FTP sener,
use some variant of the idiom above. If, however, the
positionof thefork()  call werenot secret-independent,
say if additional values got assignedsecret data in
error _handling _code() , an extensionto our algo-
rithm would be required. We have not yet found ary
programthat would necessitatsuchan extension.

We checkthat fork()  is not called nondeterministi-
cally from a signal handler Note that althoughsetjmp
and longjmp  also introduce exceptional control ow,
since they respectthe stack they do not expand the
programslice and so are not a problemfor our approach.

E. Finding leaks

There are three kinds of possibleleaks detectedwith
the static analysis:attachedsharedmemoryregions, data
andstackmemorysecretsandsecretsn the environment.
The rst is simple to check conseratively: we simply
look for shared-memonattach (shmat() ) calls in the
program slice. We have not yet implementeda more
preciseanalysisthattries to matchpre-fork detachesvith
attaches.

As for the latter two kinds, once we have the ap-
propriate programslice, we can apply type inferenceas
describedin Section llI-C. The set of live data at the
time of fork() is conseratively de ned to be: the
set of global variables; all the local variables of ary
function that might be on the stack when fork() is
called(functionsin thesetT in Sectionlll-D, above);and
all valuespassedo setenv() . Theseareautomatically
marked with a $live  annotationfollowing the program
slicing operation.Recall that sensitve datastructuresare
annotatednceby handwith a $sensitive annotation.
Using CQual,dataderivedfrom sensitve structuress also
inferred to be $sensitive . CQual is con gured such
thatary datathathasboththe $sensitive  and$live
guali ers is agged with an error messageas being a
potential leak. An example of the algorithm is given in
Figure5.

Oncepotentialleakshave beenidenti ed, the program-
mermustensurehatall agged datais erasecdr otherwise
sanitizedimmediatelyafter fork() s called.

F. Soundnessf the analysis

Our staticanalysisalgorithmis soundif it catchesall the
leaksdue to sharedmemoryregions, datamemory stack
memory andervironmentvariablesThecorrectnessf the
programsliceis discussedbove in Sectionlll-D.0.b. Our
analysisontheprogramsliceis assoundasCQualbecause
of the conserative way in which we determinethe set of
live variables An exceptionis if fork()  is calledfrom a
signalhandler which would violate the usualcontrol o w.
We check for that condition while generatingthe slice.
CQualitself is unsoundin certaincasesinline assembly
dynamically generatedcode, and memory-unsafecode



thesefunctionsis called before fork()
fork() is calledbeforef()
the call to h() , is omitted.

Original + slicing + inference
int  $sensitive secret(); int  $sensitive secret(); int  $sensitive secret();
int f) { int f) { int f) {
int i int i int  $live i
return  fork(); return  fork(); return  fork();
void h() { .. }
void g(nt s) { void g(nt s) { void g(int  $sensitive s) {
int n=s; int n=s; int  $sensitive n =s;
} } }
int main() { int main() { int main() {
int  m = secret(); int  m = secret(); int  $sensitive
g(m); g(my; $live m = secret();
pid = 1(); pid = f(); g(m);
h(; pid = f();
} }
ThesetT from Sectionlll-D for this exampleprogramis f (), main() g, sincef() callsfork() andmain()
callsf()
The setF from Sectionlll-D for this example programis f main(),  secret(), g0, f( g, sinceeachof

. Note that the actualslice doesnot include all of main() : sincef 2 T,
returnsto main() . Thereforethe codefollowing the call to f()

in main() , namely

Fig. 5.

columnre ects programslicing to eliminate code called only after fork()

thecall to f() . On theright, variablesthat are live at the time of fork()

performed.Variablesthat containsensitve data(m n, ands) aretheninferredto be $sensitive
. In this case,m represents potentialleak.

both $sensitive and $live

(suchas the presenceof buffer over ows). Our analysis
doessupportinferencethroughfunction pointers.

IV. EXPERIMENT: ANALY SIS OF OPENSSH

We applied our static analysisto the OpenSSH3.9
daemonto seeif therewereary sensitve dataleaksfrom
the privileged processedo the unprivileged ones.In our
tests, we analyzedOpenSSHalong with the OpenSSL
library thatit usesfor mary cryptographidunctions;these
werecombinednto asingle le for analysesisingthe CIL
tool [5]. The sourcewe analyzedconsistedof 1.2 million
lines of code.Our testswere performedon a 64-bit 800-
MHz Itanium CPU with 13GB RAM, running Red Hat
EnterpriseLinux with a the Linux 2.4.21kerneland gcc
3.2.3. Running our static analysisrequired 420 minutes
and 4.8 GB RAM.

Privilege-separated®penSSHconsistsof several pro-
cessesOneprivilegedcomponentcalledlisten |, listens
for new connectionandspavnsaseparatetrustedprocess
calledpriv for eachnew connection.This priv. com-
ponentperformsthe perconnectionprivileged operations
requiredby OpenSSH:authenticatiorof the remoteuser
creation of pseudo-terminalstransition to a particular
authenticateduserid, and sessiontrafc encryption and
decryption. The priv.  componentin turn spavns un-
privileged componentsto handle various types of user
interaction. The net componentis usedto perform the

Verifying the seciecy of live data. The original code,with a single $sensitive

userannotation,is shavn on the left. The middle
. It eliminatesthe function h() andthe codein main() following
(mandi ) areautomaticallyannotatedvith $live . Type inferenceis
. Dataleaksareindicatedby variablesmarked

remoteinteractionpart of the authenticatiorphasewhich
hasin the pastbeensubjectto compromisejt usespriv
asaprivilegedsenervia anarrav interface.After success-
ful authenticationpriv.  spawvns a shell or otherprocess
requestedy the userin that users security context.

We applied our static analysis(Sectionlll) for each
of two child processcreations:priv  creatingthe net
processandthe usershell processThe usershell process
is createdusingexec() , sowe only neededo consider
a subsetf our analysisresults(seeSectionll for details).
The listen  processthat spavns priv  is also trusted,
so we did not analyzethat transition.

OpenSSHis a well-designed system, and isolates
all its sensitve data into a single global structure,
sensitive  _data . We annotatedthis datastructureas
being sensitve and proceededvith the algorithm.

Despite the large number of live variables at the
time of fork() , only a single variable in addition to
sensitive  _data was agged ascontaininga potential
leakin thecreationof net . We hand-eri ed thatthe con-
tentsof sensitive  _data aredowngradedor destryed
in unpriileged child processesmmediately following
eachfork()  transition. This was straightforvard since
we the amountof codeto be examined—thecode that
followed fork()  directly—wassmall.

The additional variable identi ed by the analysis,a
pointer namedkey , was a local variable in the main()



function that was usedto readsecretkeys from disk and
initialize the sensitve datastructure Hereis a codesnippet
whereit wasused:

Key *key = key load_private(...);

sensitive_data.host_keysJi] = key;

Becausef theway key wasusedall thevaluesit pointed
to were also pointedto in sensitve datastructure.Those
valueswere destryed or dowvngradedsuitably when the
sensitve data structurewas erased;this fact was hand-
veri ed using a dehugger One can easily imagine that
if the data were copied by value to the sensitve data
structureratherthan by referencea real leak would have
beenpresent.

In the creationof the usershellprocesswe only needed
to considerdataleaksvia the environment, sinceit used
exec() . Our static analysisfound that no such leaks
exist.

V. RELATED WORK

Static analyseausingthe CQualtype inferencesystem,
like the one we perform in Sectionlll, have beenap-
plied to security before. CQual has beenusedto nd
format string vulnerabilities[13], verify the correctness
of authorizationhooks in the Linux kernel [17], and
generatesecurecrashinformation [2]. More recently a
fully polymorphic (contet-sensitve) version of CQual
wasintroducedby JohnsorandWagnerto nd userkernel
bugs|[7]; we usethis versionof CQualin our analysis.

Staticanalysishasrecentlybeenappliedto the problem
of automating privilege separationin a system called
Privtrans[3]. Another effort to easethe implementation
of privilege separationis the Privman library [8]. If
automatedrivilege separatiorbecomesnoreusable then
we expect that more systemswill adopt this approach.
If so,our analysis,which is the rst to supportprivilege
separatedpplicationsn additionto unseparatednes will
be increasinglyuseful.

Recently Chow et al. usedhardware-level simulation
on avirtual machinein orderto performa dynamiccross-
procesdaintanalysig4]. Ourwork focuseson usingstatic
analysisratherthan dynamictracing. Our approachdoes
not suffer from the code-ceerage problem of dynamic
analysisicorversely the dynamicapproactsometimesas
fewer false positives and is good at tracking dataacross
applicationswhich our tools do not currently support.

V1. CONCLUSION

The adwent of privilege separatiorasa techniqueto re-
ducethe TCB of security-criticalapplicationshasbrought
with it somenew security risks, since data and system
objectsareautomaticallycopiedwhena privilegedprocess
spavns an unprivileged one using the fork()  system
call. In this paper we have systematicallyidenti ed the
waysin which sensitve dataand systemobjectsmay leak

from a trusted parentprocessto an untrustedchild. We
have proposed x es for eachpotential leak, including a
static sourcecode analysisin orderto catchmary kinds
of dataleaks. Finally, we usedour techniquesto prove
that OpenSSHdoesnot leak secretdo its untrustedcom-
ponents,at the sametime demonstratinghe practicality
of our approach.
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