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Abstract

With the growing prevalence of sensorand wireless
networks comesa new demand for location-based ac-
cesscontrol mechanisms. We intro duce the concept of
securelocation veri cation, and we shav how it can
be used for location-based accesscortrol. Then, we
presen the Echo protocol, a simple method for secure
location veri cation. The Echo protocol is extremely
lightweight: it doesnot require time syndronization,
cryptography, or highly accurate clocks. Hence,we be-
lievethat it is well suited for usein small, cheap, mobile
devices.

1 Intro duction

Computer sciertists are usedto studying accessortrol
medhanismswhere one'sidentit y determineswhat one
is authorized to do. Howeer, in the physical world,
identit y is not the only thing that matters: often, the
physical location of the requestermay also play an im-
portant role in determining accessights. This suggests
studying location-basedaccesscortrol.
Location-basedaccesscortrol in the physical world
is easy natural, and familiar. For example, being able
to turn on or o® the lights in a particular room re-
quires having a physical presencein the room. The
very design of the light switch is what enforcesthe
security policy. In cortrast, achieving the samekind
of guarantee with information systems,suc aswireless
networks, is lessstraightforward; it is not simply a mat-
ter of putting a switch in the right place. To enforce
location-based accesscortrol policies on information
resources,we needa way to perform location veri ¢ a-
tion, where a principal's location is securelyveri ed to
meet certain criteria: e.g., being inside a building.
Location veri cation enables location-based access
cortrol. Once a principal's location has been veri ed
using a protocol for location veri cation, the principal
canbegranted accesgo a particular resourceaccording
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to the desiredpolicy. This approad is naturally com-
bined with physical security; guards or locks might be
usedto determine who is allowed to enter a building,
then location veri cation employed to allow wireless
accessto all those inside. In this way, the location
veri cation problem is the key technical challengethat
must be surmounted to implemert location-basedac-
cesscortrol.

Location-based accesscortrol has seweral benets.
Most importantly, it is natural for many applications.
One simple policy might allow wirelesscortrol of only
the lights for the room you are in, or might insist that
a compary serwer ceaseoperating if it is taken out-
sidethe building. In addition, using location for access
cortrol obviates the needto establish shared secrets
in advance. Visitors to a building need not obtain
wireless encryption keys prior to their visit; instead,
the keyscould be granted automatically to all physical
occuparts of the building. Likewise, at the ballpark,
fans at a baseball game could receiw live scorecards
on their wirelessdevices,while stadium owners could
restrict this serviceto only those actually presert in
the stadium. It would be quite cumbersometo dis-
tribute new keysto all fans attending ead game, but
location-basedaccesscortrol allows bootstrapping o®
the existing physical security measurescortrolling en-
try to the premises.

In this paper, we study the location veri cation
problem. First, we introduce and de ne the location
veri cation problemin acarefulway (Section2). Then,
we propose a new protocol for location veri cation,
called the Echo protocol (Section 3), and we prove its
security (Section 4). This work provides a foundation
for securelyusing location in wirelessinformation sys-
tems.

2 Goals and Assumptions

2.1 Problem Statement

There are many natural variants of the securelocation
problem. We focuson solving the in-r egion veri ¢ ation
problem: a set of veri ers V wish to verify whether a



prover p is in a region R of interest. R may be a
room, a building, a stadium, or other physical area.
The region typically has somesort of physical cortrol
to restrict people'sentry into it; the purpose, then,
is to corntrol accessto resourcesthat are not intrinsi-
cally constrained by physical security, such as wireless
networks. The veri er infrastructure V may, in some
cases,be a distributed system consisting of multiple
nodes.

The protocol must run correctly in the faceof adver-
saries. Thus, when p doesnot in fact have a physical
presencenside R, the veri er must be careful not to ac-
cept p's claim to bein R. Furthermore, if p doeshave
a presencein R, the veri er should accept p's claim;
otherwise the protocol would not be usefulin practice.
We therefore require the following two properties to
ensurethat the protocol is useful and secure:

2 Completeness:If p and V both behave according
to the protocol, and p is in R, then V will accept
that pisin R.

2 Seurity: If V behavesaccording to the protocol
and acceptsp's claim, then p, or a party colluding
with p, has a physical presencein R.

It is important to distinguish betweenthe problem
we are addressing,the in-region veri cation problem,
and the secure location determination problem In the
latter problem, V attempts to securely discover the
physical location of p. In cortrast, in the in-region
veri cation problem, p claimsto bein a particular re-
gion, and V acceptsor rejects the claim. Framing the
problem in terms of securein-region veri cation, not
securelocation determination, simpli es the problem
and allows di®erert location determination algorithms
to be used.

In fact, it is possibleto composean in-region veri -
cation protocol with any location determination algo-
rithm, ewven a potentially insecure one, without com-
promising the security of the ultimate guarantee that
a prover is in the region. The in-region veri cation al-
gorithm veri es whether the claimed location isin R or
not; thus, p can usean insecurelocalization algorithm
to generate a claimed location that will be securely
tested for accuracy by V. At worst, p's claim will be
rejected;in no casewill V believe somethingabout p's
location that hasnot beensecurelychedked. p thus has
the °exibilit y to choose any appropriate location de-
termination algorithm, evenif it has not beenproven
secure. After running the determination algorithm, p
will know which claims it can plausibly make.

2.2 Assumptions

It is worth consideringin more detail what our partic-
ular protocol is and is not attempting to do. We list
below someof our assumptions:

2 Regions, not points. We are not attempting
to verify the exact location of the prover. In
other words, the locations claims we verify are not
claims of particular point locations (plus or minus
someerror distance), but rather just presencen a
particular regionofinterest R. This model accords
well with our anticipated applications. We assume
that, beforethe veri cation protocol begins, both
the prover and veri er know the de nition of the
region R.

2 Only \lo cal" regions. It is not a requiremert
to verify all location claims; and indeed, there are
some location claims we do not even attempt to
verify. More speci cally, we only attempt to verify
location claims for regions R that are \near" V.
We will explore more preciselywhat this meansin
Sections3 and 4. The restriction makes sensein
light of the proposedapplication domains: if you
have sensorsscatteredthrough a building, you are
typically not interestedin regionsthat are outside
the building.

2 RF and sound capabilit y. The verier and
prover must both be able to communicate using
both radio frequency (RF) and sound (typically
ultrasound frequencies). We will use both trans-
mission media in our protocol.

2 Bounded pro cessing delay. The prover must
be able to bound its processingdelay. We will
describe the e®ectsthat a loose bound will have
on the protocol in Section 4.

2.3 Threat Mo del

In order to verify the security property, we must con-
sider the protocol with respect to a particular threat
model. We assumethe veri er nodes are all trusted,
and they can communicate securely amongst them-
seles. In conrast, the prover p might behase mali-
ciously, and we will consideran adversarial prover con-
sisting of multiple colluding nodes, arbitrary comput-
ing power, and secureRF (speedof light) communica-
tion amongstits own nodesaswell assoundgeneration
and detection capability on ead of its nodes.

Lastly, by de nition, the adversary must not actually
have any presencen the region R. Otherwise, it would
be able to make a legitimate claim and would not need
to attack the protocol.



2.4 Design Principles

We designedour protocol according to the following
designprinciples:

2 Mak e few resource demands on the prover
and verier. We would like to limit the com-
putation power and hardware resourcesnecessary
to participate in the protocol to an absolute min-
imum. The real goal is to enablelocation proofs
for a large classof devices.

2 No prearranged setup. It should not be nec-
essaryfor the prover to have previously engaged
in a setup or registration step with the veri-
“er.  This excludes many cryptographic solu-
tions; even public-key cryptography requires pre-
arranged trust relationships, and thus is not suit-
able for our purposes. By eliminating the setup
step, we are enabling accessto resourcesto be
granted basedon physical presencealone.

2 Quanftitativ e guarantees. We would like to
provide precisebounds on the uncertainty in the
protocol.

2.5 Design Setting

We initiated this work primarily in the context of
nodes sudh as those found in sensornetworks. This
choiceimposescertain designconstraints. Brie®y, sen-
sor networks are composedof many small, cheapnodes
equipped with a variety of environmental sensors.Ex-
amplesinclude accelerometersmicrophones,and ther-
mometers. The nodescontain a generalpurposeCPU,
though it is often useful only for minimal computa-
tion. Finally, the nodescommunicate using a wireless
network over distances of tens of meters. Thus, the
sensingcapabilities of sensornetworks can be usedto
help bridge the physical-computational gap.

One consequencef consideringthis domain is that
many techniques, suc as public-key cryptography, are
infeasible. The Berkeley Mica sensornodes, for exam-
ple, have 4MHz 8-bit processorswvith 4KB of RAM [11].
What we need,then, is a lightweight way to perform lo-
cation veri cation given many sensor-classiodes. The
principal trying to prove its location need not be a
sensor-classode, though we do not assumethat it is
more powerful. The fact that our protocol can work
within these tight constraints makes our results are
all the more meaningful, and we expect that the Echo
protocol will be broadly applicable to sensornetworks,
networked embedded systems, ubiquitous computing,
wirelessnetworks, and many other similar application
settings.

Figure 1: An illustration of our “rst simpli cation of
the problem. The prover (not shown here) will try to
corvince the single veri er node v that it is inside the
region R (depicted as a shadawved circle, which in this
“rst scenariois assumedto be certered at v).

2.6 Our Contributions

We present the problem description for a securein-
regionveri cation protocol and arguethat it is a better
model than trying to solve the securelocation determi-
nation problem directly. We alsopresen a provably se-
cure protocol for performing in-region veri cation that
can be run on minimal hardware.

3 Our Design: The Echo Proto-
col

Next, we describe the design of our proposal for loca-
tion veri cation, which we dub the Echo protocol. For
expository purposes,we start by considering a sim-
plied toy scenarioand dewveloping a simple protocol
for this scenario (Section 3.1); then, we extend it re-
peatedly (Section 3.2) until we obtain the full protocol
(Section 3.3).

Notation. We de ne s to be the speed of sound, or
331 m/s. Likewise,we will take c to be the speed of
light, or 3£ 10° m/s. De ne d(x;y) to be the distance
betweenx and y. We de ne R to be the areain which
we would like to verify the location of a prover p. The
set of all veri er nodesis denoted by V.

3.1 Proto col Intuition

Consider rst a simpli ed case,where we have only a
single veri er node v, where the region R is a circle?,
and where this circle is certered at v. This scenariois
shown pictorially in Figure 1. Now, supposethat the
prover claims to be at somelocation ~ 2 R inside the
region.

We presern a simple protocol for validating the lo-
cation claim in this restricted case. First note that if

lIn practice, the region will likely be a sphere, instead of
circle. This simplication will make the proto col easier to un-
derstand and does not a®ect the validit y of our results.
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Figure 2: A protocol that solvesour “rst simpli cation
of the problem.

the claimed location ° is not inside R, then the veri-
“er can reject the claim immediately. Thus, we may
safely assumethat the prover claims to be inside R.
The protocol beginswhen the veri er node v sendsa
padket containing a nonceto the prover using RF; the
prover immediately echoesthe padet bad to the ver-
i er using ultrasound. The veri er node v can then
calculate how long it should take to hear the echo,
namely, the sum of the time it takesto reach ~ us-
ing RF, plus the time it takesfor a return padket to go
from ~ to v using ultrasound. Thus, the total elapsed
time for the prover to hear the echoed nonce should
be about d(v; )=c+ d(v; )=s. The only thing v has
to do is time this process: If the elapsedtime from
the initial transmissionto reception of the edho padket
is more than this amount, the veri er node v rejects
the prover's claim; otherwise, if the elapsedtime is at
most this expected amourt, v accepts. This protocol
is summarizedin Figure 2.

Why doesthis work? If the prover is able to return
the padket in suzcient time, then the veri er is assured
that the prover is within d(v; ") units of v. This means
that ~ is known to be inside a circle of radius d(v; ")
certered at v. Call this circle C; then we know ~ 2 C.
SinceR is de ned to beacircle of radius at leastd(v; *)
certered at v, we have C u R, and hence™ 2 R. In
short, we know that the prover must be inside R.

If the prover cannot return the noncein suzcient
time, it may be for one of two reasons. Either the
prover is more than d(v; ") away from v, or the prover
has some processingdelay between receiving the RF
padket and returning the ultrasound padket. We will
explore this latter issuein the following section.

What if the prover tries to cheat by delaying his
response? This attack only increasesthe total elapsed
time of the process,thereby making the veri er reject.
Intuitiv ely, the longerit takesto completethe protocol,
the farther away the prover appearsto be. It is not
in the prover's interest to appear to be farther from
v, becausethis will put the prover's apparert location
outside of R, hencemaking v reject the prover's claim.

F T ROANDI =R
| ROAw,A)

Figure 3: Diagram illustrating a single veri er at the
certer of a circular region R where the prover has an
upper bound of ¢, on its processingdelay. The dia-
gram illustrates the relationship between ROA(v; ¢ ;)
and ROA(v; 0), which is equalto R in this case.

Can the prover cheat by starting the transmission of
the responseearly? No, this attack is not possible. The
noncein the padket prevents the prover from sending
a reply beforeit hasreceived the outgoing RF padket.
Hence,the speedof light and soundpreverts the prover
from pretending to be closerto v than he really is.

3.2 Processing Delay & Nonuniform
Regions

In this section, we presert a slightly more advanced
protocol that addressedwo additional issues:the fact
that the prover hasa non-zeroprocessingdelay ¢ , and
that R may not be a circle. We basethis protocol on
the simple protocol preseried in the previous section.

Pro cessing delay. Let us rst addressthe process-
ing delay. We will start with the con guration men-
tioned in Section 3.1 with a single veri er located at
the certer of a circular region R. In the ideal case,
the prover can receive the RF padet from the veri-
“er node and send out the response over ultrasound
instantly; practically, this is not possible,asthe prover
will require sometime to processthe incoming padket.
Supposethe prover can bound its processingdelay to
beat most ¢ , and makesthe veri er node aware of this
maximum delay. Then, if the prover claims to be at
*, the veri er node can compute the time for a prover
actually at ° to get the padket back: the time for the
RF signalto travel from v to °, a processingdelay of at
most ¢ ,, and nally the time for the sound to travel
from * back to v.

Now we have a problem: A malicious prover could
submit alocation claim * at the border of R and grossly
overstate its true processingdelay to be some very
large ¢ . If, however, the prover's true processingde-
lay were zero, then it could fool the veri er node into
thinking that it was inside R when in fact it wasn't.



Since the veri er allows up to ¢, processingdelay
while the adversary has no delay, the adversary could
be¢ ,n ¢(ci 1+ s 1 Ly, ¢, ¢s units outside of R and
the veri er would still acceptthe claimed location, vi-
olating our security condition.

The solution to such a problem is for the verier
node to shrink the allowable region in which location
claims are accepted. If the prover claims a maximum
processingdelay of 0, then the protocol presened ear-
lier in Section 3.1 is suxcient. If, howewver, the prover
claims a processingdelay of ¢ , > 0, the veri er should
not engagein the protocol if the claimed location ° is
within ¢ , ¢s of the outside border. Thus, we de ne
the term Region of Acceptane (ROA) to be the area
in which the veri er node v is sure that it can cor-
rectly verify claims for a prover. Note that this region
dependson ¢ ,. We write ROA(v; ¢ ;) to indicate the
region where location claims are permitted by v, if the
claimed processingdelay is ¢ ,. SeeFigure 3 for an
illustration.

As stated above, ROA(v; ¢ ) is a circle certered at
v and fully cortained within R. Its radius is ¢ ,, ¢s less
than R's radius (since R was assumedto be a circle).
Amending our prior protocol, the veri er should engage
in the protocol only if the location claim " is within
ROA(v; ¢ ). For ¢, = 0, we have ROA(v;0) = R, and
sothe simple protocol presened earlier is a special case
of the amendedprotocol.

We note at this point that if the prover hasa process-
ing delay of ¢, the protocol is not complete Recall
that the completenesscondition from Section 2.1 re-
quires that the veri er always accept if the prover is
inside R and behaving properly. Yet, for a processing
delay of ¢ j,, our veri er will not acceptlocation claims
that arein the annulus RnROA(v; ¢ p ), soour protocol
cannot be fully complete.

This suggestsan alternate way to view ROA(v; ¢ ):
it is the region for which the protocol is complete. In
other words, ROA(v; ¢ ) is the region where a veri er
will acceptlocation claims from a correctly functioning
prover with processingdelay lessthan ¢ ,. We will
de ne the coverageof the ROA asthe ratio betweenthe
areaof the ROA and the areaof R. A coverageof 100%
indicates that the protocol is complete; a coverage of
lessthan 100% indicates only partial completeness.

Non-circular regions. Up until now, we have been
assumingthat R is acircle certered at v. Howeer, that
is not always a realistic assumption: perhaps we are
interestedin verifying location claimsin a squareroom,
for instance. We will now relax that assumption and
assumethat the veri er node is contained somewhere
within an arbitrarily shaped region R. This causesa
larger areato beincomplete or non-veri able, asshavn

HE ROA.0)
[ ROAIv.A)

Figure 4: A singleveri er v, insidea irregular regionR.
We are interested in proving that the prover is within
R. The larger circle represerts ROA(v;0), the areain
which v is useful for location veri cation proofs. This
is the largest circle certered at v and wholly cortained
within R. The inner circle represens ROA(v; ¢), the
region in which v will accept location claims from a
devicethat is able to bound its processingdelay by ¢.

in Figure 4. Wewill addressincompletenessn the next
sectionwith our "nal iteration of the protocol.

Previously, ROA(v; 0) had beenequivalent to R. But
this will not work when R is not a circle certered at v.
Sincewe are assumingthat radios are omni-directional,
the ROA must beacircle. Furthermore, the ROA must
be wholly contained within R. By de nition, the ROA
is the region where the veri er will accepta correctly
functioning prover; if the ROA werenot fully cortained
within R, the prover could accepta location claim for
a prover outside of R. Furthermore, we would like
to maximize the area of the ROA since a larger ROA
leadsto a larger coverage. Thus, ROA(v; 0) should be
the largest circle that "ts within R; in other words, it
should be the largest circle that is tangent to R and
still contained within it.

We now extend the protocol to handle non-circular
regions R where the veri er can bound its processing
delay to be at most ¢ ,. Recall that both the prover
node and veri er node know R a priori. Using this,
the veri er node can compute aheadof time the region
ROA(v; 0).

The protocol then proceedsas follows: the prover
‘rst broadcastsits claimed location * and processing
delay ¢, to the verier. If © 62ROA(v; ¢ ), the veri-
“er should immediately reject the location claim since
it will not be able to de nitiv ely validate the claim.
Otherwise, the veri er node broadcastsa nonceto the
prover; the prover echoes the nonce badk over ultra-
sound. The veri er canagaintime the communication:
if it is no greater than the time for the signal to travel
out and badk and allowing for processingdelay, the



Figure 5: The relationship betweenROA(v) (for a sin-
gle veri er v) and the aggregateROA. Each gray circle
represerts ROA(v; ¢) for a particular veri er v. Taken
collectively, the gray region represetts ROA(¢), the
aggregateregion in which the set of veri ers can suc-
cessfully verify the location of a prover that features
a processingdelay lessthan ¢. Note that ROA(¢) is
wholly cortained within R.

veri er acceptsthe location claim.

3.3 Full Proto col
Echo Proto col

Description: The

In the "nal iteration of the protocol, we intro duce mul-
tiple veri er nodesin an attempt to increasethe cov-
erageof R. Recall that if R is not a circle, no single
node can provide 100% coverage. Consequetly, mul-
tiple veri ers are needed. Intuitiv ely, we will run the
protocol preseried in Section 3.2 after selecting one
veri er from amongthe set of veri ers V.

The protocol is quite simple. SeeFigure 6 for the
complete de nition. First, a veri er is chosenso that
the claimed location ° lies within that veri er's ROA.
If no such veri er exists, executionis aborted, sincethe
claim cannot be veri ed. After choosinga veri er v to
participate, v sendsa padket to p using RF, which is
echoedbad to it usingultrasound. v cancalculate how
long it should take to hear the echo, namely, the sum
of the time it takesto reach * using RF, plus ¢ ,, plus
the time it takesfor a return packet to go from ~ to v
using ultrasound. If the measuredelapsedtime exceeds
this anticipated time, v rejectsthe location claim. The
noncein the padket preverts the prover from sending
areply beforeit hasreceivwed the outgoing RF packet.

The extra veri er nodesseneto expandthe region of
acceptancewithin R. Thus, while ROA(v; ¢ ) refersto
the regionthat one particular veri er node can accept,
we de ne ROA(¢ ) to bethe region where at leastone

Communication Phase:

1. pi™? broadcast: (; ¢ 0)-
The prover broadcastsits claimed location °
and processingdelay ¢ .

2.vitMP p:N.
A single veri er v respondswith a random
nonce. We require ~ 2 ROA(v; ¢ ).
If no such veri er exists, abort .

3. ts A time ().
the veri er starts its timer.

.Soun

4, p||||.':i v:N.
The prover echoesthe nonceover ultrasound.

Verifier ~ Comput ation Phase:
5.t A time ().
The veri er recordsthe nish time.
6. if sert noncedi®ersfrom received nonce
return false
Toif t g tg> Q4 AV g
return false

8. Otherwise, return true

Figure 6: Formal description of the Echo protocol,
which can perform location veri cation in an arbitrary
region R with multiple veri er nodes. We represert
the prover node as p and the verier node that runs
the protocol asv.

veri er node can prove location claims. It is then clear
that

ROA(¢ )~ ROA(V; ¢ )

v2Vv

since the set of veri ers can accept a location proof
if the claimed location is inside at least one veri er's
region of acceptance.

In the Echo protocol, the infrastructure choosesa
single veri er node to participate in the protocol. A
veri er v may participate if © 2 ROA(v; ¢ ), since by
de nition that is the region that it can perform se-
cure location veri cation proofs. Note that the claimed
location © may be inside ROA(v; ¢ ;) for many di®er-
ent veri er nodesv, hencemore than oneveri er node
might be eligible for participation in the protocol. We
only require one to be chosen,and we allow the veri-
“ers to usesomemecanismto choosewhich particular
veri er node will run the protocol. They may have a
purely deterministic mechanism for electing veri ers,
or they may usea dynamic algorithm in an attempt to
consene power, for example.



4  Analysis
4.1 Security Analysis

As explained in Section 3, the Echo protocol relies on
timing: the amount of time it takesto get a response
from the prover boundshow far the prover canbe from
the veri er. We will now shaw that it is impossiblefor
an adversary outside R to corvince the veri er that it
isin R.

Pro of of securit y. The heart of the argumert is that
an attacker would not be able to get the sound signal
to the verier in time. In order to conrm that the
prover is at ", all a particular veri er node v must do
is verify that the incoming soundsignal, which includes
the outgoing nonce, is received within

d(v;") . d(v;") +
C S

tmax - ¢, seconds,

where d(v; ) is the distance from the verier to the
claimed location, c is the speed of radio propagation
(approximately the speed of light), s is the speed of
sound, and ¢ , is the prover's processingdelay. Re-
call that v agreesto run the protocol only if ~ 2
ROA(v; ¢ ), i.e., if the circle of radius d(v; ") + ¢, ¢s
lies wholly within R. By denition, the attacker A is
outside R; thus we have

d(v;A) > d(v;’) + ¢ Cs:

Since the attacker needsto receiwe the initial sig-
nal and respond, the minimum time required for the
attacker to get a responseto v is

d(v;A) d(v;A)
tﬁwin = c + s
d(v;*) + ¢p¢s+ d(v;")+ ¢, ¢s
c S
d(v;") N div;’)  ¢p¢s ¢,¢s
: c S C S
’ dv;’) | d(v; )+¢p
c s

Consequetly, the attacker's signal cannot reach the
veri er beforethe deadline. Note that nowhere in our
analysis did we rely on which veri er node was used.
The only di®erencewould be in the magnitude of the
error terms and, therefore, in the chancethat the lo-
cation claim would even be accepted for veri cation.
The attacker doesnot gain any advantage by selecting
a di®erert veri er from the one electedto participate.

Attac ks. One possibleattack could exploit the dif-
ferencein propagation speedof soundin di®erert me-
dia. If the veri er's estimation of s is slower than the

actual one, then the inequality above doesnot hold. If
this is a valid threat model[sa y there is a lot of metal
near the veri cation regionthat is capableof transmit-
ting sound from the outside|then the verier's esti-
mation of s should be adjusted. This can be doneonce
on a site-speci ¢ basis. An alternate defensewould be
to have other veri er nodescon rm the estimate of s
basedon when the sound signals are received.

Varian ts. One might also considerthe implications

of other variants of the protocol, where the use of
sound and radio for the outgoing and incoming sig-
nals is changed from (radio, sound) to (radio, radio),

(radio, sound), or (sound, sound). If radio communica-
tion is usedin both directions, then the error term ¢ dc
would be very large (10° to 10° times as large as the

soundcase),and it is quite likely that the veri er would

not acceptlocation claims at all, sincethe error might

exceedthe sizeof R itself! If soundis usedin the outgo-
ing direction, one attack could be to usea laser-based
\bugging" attack, where sound-inducedvibrations in-

side R could be picked up optically from outside R,

thus e®ectively speeding up the transmission speed of
the sound wave and invalidating our proof above.

4.2 Coverage

The Echo protocol requiresthat all the veri ers must
be inside the region of interest, R. Furthermore, the
region of acceptanceis a subsetof the region of inter-
estand is determined by the placemen of the veri ers
within R. Thus, a natural questionto askis how well
the veri ers \cover" a givenregion R. We de ne cover-
ageto be the fraction of the region in which successful
location claims can be validated. Obviously, the ideal
scenariowould allow full coveragewith only a few ver-
iers. In that case,the veri ers would be completg
according to our de nition in Section2.1. Recall that
the completenesscondition requires that the veri ers
accept if the prover has a presenceinside R. When
the coverageis lessthan 100%, completenessis only
partial.

To measurethis e®ect,we ran simulations to mea-
sure the coverage in two scenarioswith only a few
nodes. In Figure 7(a), we placed 10 nodesin a 100m
by 100mroom. The nodeswere randomly placed with
the constraint that eac node had to be 20m away from
every other node. This condition shows the e®ectsof
sprinkling the nodesover the ertire room. In this trial,
the placemen achieved a 81% coverage; averaging 5
trials yielded a mean of 78% coverage.

By manually placing 5 nodes,we wereableto achieve
a coverageof 93%in a similar room (seeFigure 7(b)).
Thus, with very few veri er nodes, the ROA covers a
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(&) 10 randomly placed nodes; the nodes were
constrained sothat they were at least 20m away
from all other nodes. This corresponds to a rea-
sonable, but not precise, dispersemert of nodes.
These 10 veri ers covered 81.5% of the room.
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X axis: 100 meters

(b) 5 manually placed nodesto maximize the cov-
erage area (93.3%)

Figure 7: Simulation results showing the e®ective ROA coverageareathat a few veri er nodescan achieve in a
100m by 100m squareroom. The simulations show that the Echo protocol is quite e®ective, even with only a

small number of veri er nodes.

signi cant fraction of the region that we are interested
in. The regionswith the least amourt of coverageare
as expected: at the edgesand cornersof the region.

Hence, there are a number of policies that can help
with veri er placemert in the room; using thesesimple
policies can cover signi cant fractions of R using only
a few veri er nodes.

4.3 Evaluation

The Echo protocol is explicitly designedto make few
demandson the prover and veri er.

First, we do not use cryptography. By avoiding the
use of both public- and private-key cryptography, we
achieve two goals. We lower the CPU and memory
requiremerts on both the prover and veri er, and per-
haps more signi cantly, we remaove the need for any
prior agreememn betweenthe prover and veri er with
respect to keys or certi cates. This meansthat if R
is, say, a baseballstadium, then any fan attending the
gamewith a suitable small device can act as a prover.

The approac taken by Waters and Felten [19] re-
quires processingspeedsfast enoughthat distance er-
rors are small even with speed-of-ligh communication.
In contrast, error in our stheme is correlated to the
speed of sound, which is 10° to 10° times slower than

radio communications. That meansthat a correspond-
ingly greater processingdelay can be tolerated, which
is crucial, if low-cost devicesare to participate.

Lastly, our protocol doesnot require time syndro-
nization betweenany two nodes. It only requires that
ead node have a clock that can measurereal time with
someprecision. For example,taking the speedof sound
to be 331 m/s, ead 1ms of clock skew in the receiwer
would increaseuncertainty by about 1/3 of a meter. If
the prover and veri er are 50mapart, the protocol run-
time is about 150ms;clock skew is unlikely to be more
than a few microsecondsduring this interval [8], sothe
uncertainty added would be on the order of millime-
ters, which is acceptablefor our application domain.

5 Related Work

A number of authors have proposed using time-of-
°ight measuremets and the speed of light to se-
curely gain location information about untrusted par-
ties. Brands and Chaum proposed a time-bounded
challenge-respnse protocol [4] as a defense against
man-in-the-middle attacks on cryptographic identi -

cation schemes. Hu, et al., proposed using temporal
padket leashesfor wirelessnetworks to defend against



similar attacks [12]. However, a major limitation of
theseschemesis that both the prover and veri er send
RF signals, requiring the accessto a much more ac-
curate timing system at the veri er as well as tight
real-time processingguaranteeson both the prover and
veri er for accuratereadings. For thesereasonswe be-
lieve our algorithm is more suited to mobile devices.

Waters and Felten presen a schemethat usesround-
trip time-of-°ight of RF signalsto adchieve goals simi-
lar to ours [19]. Their architecture is similar to ours,
in that they, too, suggestfocusing on securelocation
veri cation rather than on securelocation determina-
tion. However, their useof RF seemdikely to limit de-
ployment, likethe previous proposalsmentioned above.
Also, their systemonly provesthe location of tamper-
resistart, trusted devices.

Coarse-grained location authentication has been
usedin the televisionindustry to prevent cloning of set-
top boxes[9]. Gabber and Wool proposefour coarse-
grained techniques, relying on extensive telecommnu-
nications infrastructure suc as satellites, paging and
cellular networks. Their techniques rely on tamper-
resistart hardware.

Location-limited channelsprovide a communication
mechanism that is restricted to a short range and pro-
videsboth endpoints a medanismto guaranteethe au-
thenticit y of eadh participant [16]. Balfanz, et al., have
proposedusing location-limited channels for location-
basedacces<ortrol [3], and many others have alsopro-
poseduseof limited-range radio broadcastsasa way to
verify proximity [13, 6, 5]. Howewer, there are no strong
security guaranteesthat the communication range will
always be limited as desired: an adversary with more
powerful equipmert may be able to participate in the
protocols ewven if they are substartially further away
than non-malicious parties.

Finally, there are many techniques to help localize
devices[2, 14, 15, 10, 18 1], GPS being one of the
most widely deployed. Howewer, none of those works
addressedsecurity, and in fact, GPS signals can be
spoofed [17, x3.2.2]. Nonetheless,we have noted that
combining a localization medanism with our secure
location veri cation technique yields a securelocaliza-
tion algorithm. Thus, insecure localization protocols
should be seenas complemenary to our work on se-
cure location veri cation.

Many authors have commeried on the value of
location-basedaccesscontrol [7, 5, 3, 13, 6].

6 Future Work

One area for future work is performing more precise
region veri cation using intersection. The idea is that

if veri er v1 can verify ROA(v1;¢) and v2 can verify
ROA(v2; ¢), then together they should be able to ver-
ify ROA(v1; ¢) \ ROA(v2;¢). The intuition is simple:
if a prover is veri ed to be presern in both regions,
then it must be in their intersection. The allure of this
approad is considerable: under our current scheme,
a veri er node is required inside R, whereasin princi-
ple nodesat the edgesof, or even outside, R could be
used. There are signi cant challenges,though. First,

the veri cations would have to be donesimultaneously;
if not, the prover could move from location to another
betweenthe two runs. Oneway to do this is to have the
prover receive both noncesand return a hash of their
concatenation to both veri ers, who would have ex-
changednonceinformation in advance. Another prob-
lemis that this approad is not robust against collusion
attacks by attackers with multiple nodes: such an ad-
versary may legitimately have onenode in ROA(v1; ¢)

and one node in ROA(v2; ¢) independertly without

having any presencein ROA(v1; ¢) \ ROA(vZ; ¢).

7 Conclusion

We introduced the in-region veri cation problem.
Then, we designedprovably secure,lightweight proto-
col to addressit, named the Echo protocol. The Echo
protocol doesnot require cryptography, time syndro-
nization, or any prior agreememn between the prover
and veri er, making it suitable for low-cost devices
such asthosein sensornetworks. It is robust againsta
malicious adversarywith unboundedcomputing power;
the security rests on physical properties of sound and
RF signal propagation. We showved that for a rea-
sonable scenario, coverage of 80{90% could be easily
achieved, i.e., the Echo protocol could guarartee in-
region veri cation for 80{90% of legitimate location
claims. Consequetly, we expect the Echo protocol
to be a useful cortribution in contexts where physical
presenceis usedfor accesscortrol.
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