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ABSTRACT

We introduceDoppel@ganger a novel systemfor creatingand en-
forcing ne-grained, privagy preservingbrowser cookie policies
with low manualeffort. Browsercookiesposeprivagy risks, since
they canbe usedto track users'actionsin detail, but somecookies
alsoenableusefulfunctionality, like personéization features Web
browserscurrently lack an effective cookie managemeninecha-
nism. Usersmustchoosebetweentwo unpaldableoptions: a per
missive, privagy-compromisingpolicy for every site they visit, or
aseeminty endlessseriesof questiongo which they mustsupply
underinformedpinions.Doppelgngertakesa big stepforward: it
malkesautomatedietermination®f cookies'valueto enablea cost-
bene t analysis,and offers an automatedrecovery systemwhen
thatmechanism—othe user—malkesanincorrectjudgment.Dop-
pelgangereveragsclient-sideparallelismto automaticallyandsi-
multaneouslyexplore multiple cookie policies,enablingeachuser
to createherideal cookiepolicy. We tackleimportantanddif cult
subproblemslongtheway: mechanisméor recordingandreplay-
ing web sessionsjmproved handlingof third-party cookies;and
enforcing ne-grained, persite cookiemediation We implemented
Doppel@angerasa Firefox extension;we discussexperimentalre-
sults comparingit to varioushbrowser settings,aswell aslessons
learnedrom thereal-world engineeringhallengesve facedin our
implementation.
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1. INTRODUCTION
1.1 Background

An HTTP cookie(from hereon, simply “cookie”) is asmalldata
item sentby a web site to a web browser then sentbackto the
originatingsite on subsequentequestsWhile theoriginalintentof
cookieswasto provide a sessiorstatemechanisnfor the stateless
HTTP protocol, cookieshave sincebeenused not just for things
like shoppingcartsand authenticationput alsofor trackingusers'
web sur ng habitsand building tamgetedadvertisingpro les. The
resultis thatsite operatoror third partiescangain undesirablen-
sightinto users'habitsand browsing history. Cooklies caniden-
tify auserat siteswhereshebelievesherselfto be anorymousand
track her actionsacrosssitesandbrowsing sessions.The problem
is exacerbatedf websitescancorrelatethe collecteddatato users'
real-world identities.

Thedif culty , thereforejs in decidingwhich cookiesareworth
acceptingandwhich arenot. Ideally, a usershouldbe ableto com-
parethe privagy costof a cookiewith the functionality bene t the
cookie enables. Most usersare not equipped to make thesede-
cisionsmanuallyand acceptthe global defaultsin their browsers,
which often apply a single policy to all sites. Thesedefaultstend
to err on the side of functionality ratherthan privagy. Sinceweb
site features suchasshoppingcartsandlogins often requirecook-
ies and usersmay becomeconfusedor annwed if thesefeatures
don't work, the default policiesliberally acceptcookies.Although
this approachwill minimize users' frustration, it will alsoaccept
mary uselesdracking cookieswhich unnecessarilyiolate users'
privagy. Our goal is to get the bestof all worlds: a cookie pol-
icy that protectsusers'privacy while simultaneouslyetainingthe
desiredfunctionality and, perhgs mostimportantly not pestering
userssomuchthatthey disablethe system.

1.2 A solution: Doppelganger

We introduceDoppelganger a web browserprivagy tool to help
eachuserformulateherideal cookiepolicy. Doppelgngeris asys-
temthat,in effect,simulatesaworld in which the userhasaccepted
cookiesard comparest to the (default) world in which the user
hasnot. If thereis no changen the users experiencebetweerthe
two worlds, thenwe can fairly say that the cookiesare not use-
ful. Thus, Doppelgngeressentiallycreatesa hiddentwin of the
userwho is constantlyexploring the value of cookieson the sites
theuserbrowsesandwho informsthe userwhenacceptingcookies
may be a goodtradeof; uselessookiesarerejectedby default, to
presere privag. Anotherkey componenibf Doppelgngeris an
automateckrror recorery module,which usersmay invoke with a
singleclick. Error recovery attemptsnot only to correctthe cookie



Goal

Mechanism

Automaticallydetermineusefulcookies

Mirror usersessiorin hiddenbrowserwindow (the fork window) thatacceptsadditional
cookies;look for differencesn output(seeSection3.2)

Detectdifferencesn pages
mirrored

Comparepagetitles; look for users name/IDin mirrored page;seeif a click cannotbe

Determineprivagy implicationsof cookies

Parseandinterpretsite's P3Ppolicy

Recover from errors
Section3.3)

Enableadditionalcookiesand replay usersessionusing information from the log (see

Recordusersessionto enableerrorrecovery

Centrallog of users mouseclicks, form eld values,andbrowserstatechange{START
andSTOP eventsfor eachpageload)

Figure 1: Summary of Doppelganger's cookie managementmechanisms.

policy, but also takesactionto restorethe users sessiorto a good
state,asthoughcookieshadbeenacceptedrom the start.

We followed two main principlesin designingDoppelgnger
The rst principle is that usersdon't like to be constantlyinter-
ruptedwith questionsor alerts,andwhen this happensthey will
tendto disableor ignorethe offendingmechanisnj14, 26]. In par
ticular, usersshouldnot be asledto do anything manuallythatcan
be doneautomatically Doppelgangerusesclient-sideparallelism
to explore alternatepoliciesin the backgroundirying to nd those
whichresultin apositive cost-bene tanalysisbetweemrivagy loss
andfunctionality gain. In a perfectworld, Doppelgangerwould be
ableto autonatically deduceheidealcodkie policy with nouserin-
teraction.In reality, someinteractionis needeecausaisershave
different privagy preferencesnd valuationsof web site features.
Therefore,we assumeit is reasonabldo expectusersto make a
smallnumberof high-level privacy decisiors.

The secand principle we followedin designingDoppelgangeris
that usersdon't careaboutcookiesso much as privacy and func-
tionality. Previouswork suggestshat: (1) the lack of privagy in-
formationin aneasily-digestiblédorm maybeasigni cant obstacle
to achieving goad outcomedor userg1]; (2) usersaresensitve to
privagy protections,andare morewilling to accepta privagy risk
if dataaboutthem is proteded [11]; and (3) usersare willing to
compromisesomeamountof privagy if they areofferedmeaningful
incentvesto do so[15]. Doppelgangerseeksto addressll these
issueslInsteadof requiringusersto make uninformedow-level de-
cisionsaboutcookiesdirectly, Doppelgngerreformulatescookie
decisionsas cost-bene tanalysesetweenprivagy lossandfunc-
tionality gains,which arepresentedto the user This erablesusers
to make informeddecisionsregardingtheir privacy andacceptpri-
vagy losswhenthereis commensurateompensation.

1.3 Contributions:

We introduceDoppelganger a systemfor creatingand en-
forcing ne-grained,privagy-preservingcookiepolicieswith
low manualeffort.

We shaw that Doppelgangerimprovesthe handlingof third-
party cookiesin Firefox, especiallywith respectto redirec-
tion andinline frames.

We show how to useclient-sideparallelismto explore multi-
ple cookiepoliciessimultaneouslyand nd theright balance
of privagy andfunctionalityfor eachuser

Weleverageconceptsrom Recovery OrientedComputing 5]
toimplementanautomatedingle-clickrecosery mechanism.

We presentempirically tunedalgorithmsfor recordingand
replicatinguseractions.

We evaluatethe effectivenessof Doppelgangerin establish-
ing functionalandprivacy-preservingcookiepoliciesfor typ-
icalwebbrowsinghabitsandcompareheresultsagainstthose
obtainedwith availablebrowsersettings.

We summarizédoppelgngers cookiemangemenmechanism
Figurel.

2. HTTP COOKIES

HTTP cookiesarea generaimechanisnfor web senersto store
andretrieve persistensstateon web clients[21]. SinceHTTPis a
statelesprotocol,cookiesenableweb applicationgo storepersis-
tentstateover multiple HTTP requestsFor example webshopping
applicationscanusecookiesto trackwhich itemsa useraddsto her
shoppingcart.

Whena clientmakesanHTTP requesto a sener, thesener has
the option of including oneor more Set-Cookie  headersn its
response.Clients will returnthesecookiesin subsequenHTTP
requestsusing the Cookie header The Set-Cookie header
hasonerequirel eld, aname/aluepair of theformNAME =
VALU E. A web sener usesthis eld to encodethe stateinfor-
mationit wishesto storeon theclient. Therearealsofour optional
elds: expires= DAT E,domain= DOM AI N, path= PATH
PREFI X, andsecure .

Theexpires eld indicateshow longthecookieis valid. After
thatdate,the client's web browsershauld deletethe cookie. If the
expires  eld isomitted,thenthecookieis calledasessiorcookie
andshouldbe deletedwhenuserclosesthe web browser Cookies
with anexpires  eld arecalledpersistentcookies

The domain and path elds indicate for which HTTP
requests clients should send back cookies. To determine
which cookies to include with an HTTP request, the client
searchedts cookie jar for cookies for domainswhich sufx-
match the domain of the request and paths which pre x-
match the path of the request. For example, if the user
requeststhe URL http://online.foobar.co m/store/
index.html | thena cookiewith domain=.foobar.com and
path=/store would beincludedwith this requestput a cookie
with domain=pics.foobar.co mwould not. The same-origin
policy in web browsersprohibitsonedomainfrom settingcookies
for another The nal optional eld, secure , indicateswhether
thecookieshouldbeonly sentover encryptedHTTPSconnections.

Cookiesarealsocharactared by the context in which they are
sentor received. Supposea userclicks on a link for a particu-
lar document,andthenthe web browserissuesa requestfor that



document. After the browser recevesthe HTML pagefrom the
websener, it parseshe pagefor referenceso elementeededo

renderthe page,andissuesadditionalHTTP requestfor theseele-
ments.Examplesof additionalelementsncludeimages Javascript
les, stylesheetdrlashobjects,andsub-documentsSomeof these
requestanay be to the samedomainof the requestediocument,
but somerequestanay be to differentdomains. The latter is of-

tenthe casewith adwertisementsContentwhoseURL matcheghe
domainof the main page(i.e., the onein the URL bar)is consid-
eredto be r st-party All othe elementsarein third-party con-
text. For example,if a useris visiting www.x.com , then content
senedfrom*.x.comis rst-party, whereazontentonthepagefrom

www.y.com , suchasanad,is third-party

2.1 Usesof cookies

Cookieshave mary purposessessio state personalizationau-
thentication,andtracking. Web sitesusecookiesfor personaliza-
tion to rememberusers' preferencesand settings. For example,
Googleallows usersto customizethe formatof their searclhresults
and usescookiesto rememberthesepreferences.Web siteswith
useraccountsalsousecookiesto authenticateisers'session$l2]:
afterauserlogsin, awebsitecansetansessiorcookieontheusers
machineto authenticatder subsequemequests\Web sitescanset
persistentookiesto remembeusersandnotrequirealogin onsub-
sequenvisits. Lastly, web sitescan usecookiesto trackusersand
their actions.For example,e-commercesitescantrack customers'
browsing history to make purchase suggestionsand adwertising
sites can track usersto conducttamgeted adwertising. However,
tracking cookieshave troubling privacy implications. By tracking
the pagesa web surfervisits, the web searcheshe males,andthe
items shebrowsesand purchasesweb site operatorsand Internet
ad\ertiserscanconstructsophisticategbro les of usersfor tamgeted
adwertising,datamining, andinformationsharingwith othercom-
panies.

Trackingcookiesalsomake cockie managemerdif cult. Many
useramight prefernotto acceptrackingcookiesdueto the privacy
risks; recentstudies[19] have foundthatabout58% of usershave
deletedtheir codies at somepoint. To prevent her web sur ng
habitsfrom beingtracked, a privagy-conscioususermight decide
not to acceptor sendary cookies, but blocking all cookiescauses
a signi cant lossin functionality on the weh Most web mail ser
vices, e-commerceand banking sitesrequireusersto acceptand
sendcookiesfor authenticationandblocking cookiesalsodenies
userspersonalizatiofieatures Blockingall cookiesis consequently
impracticalfor mostusers.

2.2 Webbrowser cookie management

Ratherthanblocking all cookies,the averageprivagy/-conscious
userwould probablybe willing to acceptsomecookiesfrom the
webserviceshedervessomebene t from, but would lik e to block
cookiesthat compromiseher privagy “too much” or provide her
no value. Sadly web browsersprovide few usefuloptionsto users
who wish to customizetheir cookiesettingsto this end. Userscan
con gure their browsersto acceptonly rst-party cookies,accept
only sessioncookies,promptfor a decision,and combinationsof
theabove policies.

TheseoptionsareinadequateAcceptingonly rst-party cookies
is agoodstart;mostwebsitesdo notrequireclientsto accepthird-
party cookiesto operatecorrectlyandadwertisng companiesuch
asDoubleClick useadwertisementandweb bugs[3] in conjunc-
tion with third-partytrackingcookiesto correlateusers'webbrows-
ing acrossmultiple sites. However, currentweb browsers'imple-

mentationsof a“ rst-party only” policy fall shortof expectations.
For example,Firefox misclassi esIFRAME contentas rst-party,
so adwertisersembedadsin IFRAMEs [23] to trick browsersinto
acceptingand sendingtheir otherwisethird-party cookies. Also,
click-trackingservicesandad\ertisersuseHT TP redirection22] to
evadethird-party cookieblockers. Supposevww.xyz.com hires
aclick-trackingservicewww.trackyou.com  to recordstatistics
aboutits site usage.As a usernavigateswww.xyz.com , say by
clicking on a link that seemsto point to news articleson www.
xyz.com , the target of the link may actually be somethinglike
www.trackyou.com/redi rect?target=www.xyz.com/
news.html The users request rst visits www.trackyou.
com, enablingwww.trackyou.com  to recordthe requestand
thenredirectthebrowserto therealtarget,www.xyz.com/news.
html . However, sincethe rst requestis for www.trackyou.
com, a browserwith a rst-party only cookie policy will allow
www.trackyou.com  to setacodkie ontheusers madine. The
dangerhereis thatif a third sitewww.abc.com andwww.xyz.
com both usethe sameclick-tracker www.trackyou.com , this
enablesvww.abc.com andwww.xyz.com to colludewith www.
trackyou.com  to determire their commonusersandtracktheir
browsing habits. Furthermorejf a userhasan accounton either
www.xyz.com orwww.abc.com thatrevealsherrealnamethis
enableshoth sitesto associateéher browsing history with her real
identity.

Acceptingonly sessiorcookiesalsoseemdik eagoodidea,since
it limits the ability of web sitesto track usersacrossbrowsing ses-
sions.However, blockingall persistentookiesdeniesuserstheop-
tion of website personalizatiomndauthenticationwithout logging
in or anothermore hearyweight solution. In addtion, broadband
connectiongndmoreeffective computempower managemennake
it corvenientfor usersto leave their computerson and browsers
openfor longertime periods. We anticipatethesefactorswill in-
creasethe length of users'averagebrowsing session. A session
cookieusedoverthecourseof alongbrowsingsessior{say aweek)
couldviolatea users privagy asmuchasa persistentookie.

Theonly existingoptionfor usersvhowanta ne-grainedcookie
policy is for thewebbrowserto promptthe userfor every decision.
With this policy, whenthe browserrecevesa cookiefrom a web
sitefoo.com , it opensadialognotifying theuserit hasreceveda
cookiefrom foo.com , andasksthe userwhetherit shauld accept
thecookie,accepthecookiefor eachsessioronly, or blockit. The
dialog alsooffers the option to apply the decisionto every cookie
from thesamedomain.Althoughin theorythis mechanisnenables
the userto tailor her cookie policy at a ne level of granularity
the usability costsaresevere[18]. First, despitethe optionfor the
browserto rememberher decisionsfor eachdomain, a userwill
oftenreceve a barrageof theseinterruptive dialogsin a browsing
session.Second althoughthe dialog informs the userthata web
siteis trying to seta cookie,theuseris givennoinformationon how
thecookiewill beusedby theweb siteandmustoftenmalke policy
decisionsbefore she haseven viewed the site's homepage. If a
usermakesa mistale in herpolicy (e.g.,decidingto block cookies
at a site shelater needsauthenticatorcookies to login), shemust
navigateseveral confusingbronvsermenus(up to threelevelsdeep)
to correcther decision. Also, choosingwhich cookiesto accept
is non-olvious. Shemay know sheneedsto enablecookiesfor a
particulardomainto make it “work”, but shouldsheenablesession
cookiesor persistentookies?A usermaydiscorer shemustenable
cookiesafter shehasalreadytaken a seriesof actionson the web
site. In the worst case,shemustrepeatall theseactionsafter she



malkesthe necessarghangsin the browsersettingsto correcther
cookiepolicy.

2.3 “This siterequirescookies”

Websitesdo little to helpwith the cookiemanagemeryproblem.
A websitecaneasilydetectwhetheraparticularusers browserwill
acceptor dery cookiesby usingJavascriptor a seriesof redirects.
Mary sitesrequirecookies.If sucha site detectsghe useris block-
ing cookies,it will inform the userthatshemustenablecookiesto
usethesiteandgive the userinstructionson how to enablecookies.
Thedirections givenby mary web sites,however, instructthe user
to enablecookiesfor all web sites,including third-party cookies.
This sortof directive is easyfor sitesto issue but canhave big con-
sequencefor the haplesaisers privagy notonly atthatsite but ev-
ery onethe uservisits. Naturally noneof thesenegative effectsare
sufferedby the site giving the instructions. Furthermorefew web
sitesgive usersinformationon how the site makesuseof cookies.
Without this information, userscannoteasily decidewhetherthey
shouldacceptcookiesfrom thesite.

2.4 Cookie management: The state of the art

Previouswork doeslittle to helpusersmake informeddecisions
aboutcookie policies. Several Firefox extensims try to make the
userinterfacefor managingcookieslesscumbersomeCookieBut-
ton [8], Cookie Toggle [10], and Permit Cookies[20] add tool-
barsand enablekeyboard shortcutsto help usersquickly change
cookie policies for the currentdomain. Add'n'Edit Cookies[2],
Cookie Culler [9], andView Cookies[25] add shortcutsto easily
view anddeletecookiesstoredfor a particulardomain. Although
thesetools helpalleviatethedif culty andannganceof navigating
the browvsermerus to changecookie policiesandview previously
setcookiestheirfocusis still onthelow-level mechanisnof cookie
managementyhich few usersunderstan@ndfewer still know how
to manipulate.They do not helpusersdecidethe correctpolicy for
adomain,nor do they castthe problemin moreintuitive terms. A
muchmorepromisingsystemis Acumen[13], whichworkson so-
cial recommendation®r acceptingcookies;usersarenoti ed how
mary otherusersaccepthe cookiesin question.This systemdoes
not protectusers'privagy itself, though,asit doescentraldatacol-
lection of users'choices. It alsodoesnot take into accountusers'
inability to make goad choiceswithout information. Sucha sys-
tem,with appropriatenorymization,is complementaryo oursand
couldsene asanotheiine of defensebefare usersareburdened.

ThePlatformfor Privacy Preference§P3P)Project[24] is apro-
tocol developedby theWorld Wide Web Consortiunto helpinform
usersof the privagy guarantee®f the web sitesthey visit. P3P
envisionsuserscon guring their web browserswith speci cations
of their privacy requirementavhile sur ng theweh Then, when
a use visits a web site, that site will senda compactP3P policy
specifyinghow it usespersonalinformation,andthe browserwill
determinewhetherthe users andsite's policiesarecompatible.If
not, the browserwould inform the use of theincompatibility P3P
seemausefulfor helpinguseramalke informeddecisionsabouttheir
cookiespolicies,but in practiceP3Phasmary problemg7]. Com-
panieshave beenreluctantto adoptits complicatedprotocolstruc-
ture,policy con gurationis cumbersoméor usersandthebarrage
of privagy warningsandnoti cations while webbrowsingbecomes
burdensomendconfusing.Recently though,therearemoretools
for writing andunderstandindg®3Ppolicies[4, 6, 16], andwe hope
thateitherP3Por someotherprivagy standarcemepesto help us
accuratelygaugeprivagy risks.

Feltenet al. have exploredtechniquego increaseusers'periph-

eral awarenesf cookiesand improve their ability to male in-
formeddecisionsabaut cookiepolicies[18]. Their CookieWatcher
tool noti es usersof cookie eventsand gives somelimited infor-
mationon the risks of acceptingcookies. For example,it noti es
userghatathird-partypersistentookiecouldbeusedo trackusers
acrosssitesandweb browsing sessionsAlthough Cookie Watcher
may help usersunderstandhe risks of acceptingcookiesfrom a
webssite, it doeslittle to help usersevaluatethe bene ts of accept-
ing a cookie. Likewise, Bugnosis[3] alertsusersto the presence
of “web bugs"—irnvisible imagesusedfor tracking,sometimewia
cookies—Iit doesnothingto mitigatetheir effect.

3. HOW DOPPELGANGER WORKS

If ausemwantsto decidewhetheror notaparticularcookieis ben-
e cial, shemustdeterminewhetherthe bene t sherecevesfrom
acceptingthe cookie outweighsthe attendanprivagy lossshesuf-
fers. Thus, herideal cookie policy is onethat acceptsonly those
cookiesfor which the cost-bene tanalysisyields a positive result.
Althougheachuservaluesprivag risksandfunctionality gainsdif-
ferently we wantto avoid interruptionwhenthe answetis clear

To this end,we developedDoppelgnger awebbrowserprivagy
tool to helpeachuserperformthis cost/bene tanalysisandformu-
lateheridealcookie policy. Doppelgangers maingoalis to identify
usefulcookiesandtheir privacy implicationsautomatically Dop-
pelgangerrelieson thefollowing principleto identify usefulcook-
ies: if a cookiefrom a domainconferssomebene t, it shouldbe
evidentin the user's experience.If no suchbene t is found, then
we mayassumehatcookiesfrom thatsite may beblocked.

Doppelangeruseswo main techniquego identify cookiesben-
e cial tothebrowsingexperiencemirroringanduserinitiatederror
recovery. Network bandwidthand CPU power have beenincreas-
ing rapidly, andweb browsing clients often have excesshandwidth
andCPU available.We leveragethatsparebandwidthandcomput-
ing power to take a “partial derivative” with respectto the cook-
ieswhosebene t we aretrying to measure.When Doppelganger
encountersa domainin the users browsing sessionfor which it
hasnt determinedh cookiepolicy, it mirrorsthe users websession
in a hiddenparallel sessiorwhoseonly differenceis the cookies
acceptedand sent. We refer to this hiddenparallel sessiorasthe
fork windowsinceit represents forking of the browserstate.Cor-
respondinglywe referto the cookiesspeailatively usedby thefork
window asfork cookies We shav anoverview of Doppelgngers
architecturen Figure2.

WhenDoppelangerdetectsa differencebetweerthe mainwin-
dow andfork window, it revealsthefork window andasksthe user
to comparethetwo. Thebene t of thefork cookiesis ary adwanta-
geousservicepresentn thefork window whichis notin the users
main browsing window. To evaluatethe costof thesefork cook-
ies,Doppelgangemprovidestheuseracondensationf thedomains
P3Ppdicy (if available)anda descriptionof the kind of tracking
enabledby the cookie. Doppelgngerrecordsthe resultand auto-
maticallyusest for future cookiepolicy decisiondor thatdomain.

The secondtechniqueDoppelgngerusesto identify bene cial
cookiesis userinitiated error recovery. The userinterfacefor this
error recovery is a single button labeledFix Me on the browser
statusbar Fix Me is a rewind-and-playbackmechanism. Dop-
pelgangermaintainsa log of a users actionsand browser state
changesandinvokesthe Fix Me mechanismwhenthe userindi-
catesto the systemthat somethings wrong, perhapsdueto aner
ror messager missingfunctionality which the mirroring system
missed.Theideais thatif alack of cookieswasthe problem,then



Figure 2: An overview of Doppelganger Doppelgangermirr ors the user's web sessiorin a hidden fork sessiorwhoseonly con gura-
tion differ enceis the cookiesacceptedand sent. When Doppelgangerdetectsa differ encebetweenthe contentsof the main window
and fork window, it revealsthe fork window and asksthe userto compare the two (seeFigure 5). Doppelgangeralso maintains a log

of the user's actionsfor error recovery.

we may enablecookiesand replay the users actions,simulating
what the usets sessiorwould have beenif cookieshadbeenen-
abledin the rst placeenabled.

Doppelangercanoperatéan threedifferentcon gurationmodes:
high paranoia, mediumparanoia, andlow paranoia Thesemodes
differ primarily in how Doppelgangerhandlessessiorcookies. The
privagy loss of mostsessioncookiesis relatively small, but some
usesof sessiorcookiesposehigherprivagy risks (Section2.2). In
low paranoiamode, Doppelgngeracceptsall rst-party session
cookiesfor all domains,andin mediumandhigh paranoiamodes,
Doppel@angerdetermines perdomainpolicy for sessiorcookies.
In allmodesPoppel@ngerdeterminesiperdomainpolicy for per
sistentcookies. We discussthesemodesandtheir usability trade-
offs in moredetailin Section3.4.

We implementedoppelgangerprimarily asa Firefox extension
in about6000lines of Javascriptcode. We alsomadea small (30
line) changeo themainC++sourcecode whichwe have submitted
for inclusioninto themainline. SinceDoppelgangelis implemented
in Javascript,it is portableto ary operatingsystenmonwhich Firefox
runs. The primary userinterfaceis limited to the Fix Me buttonon
thebrowsertaskbar For dehugging purposeswe appendectabto
theLiveHTTPHeadersxtension[17], usedfor watchingHTTP re-
guestandresponsérafc, thatenabledusto monitorandcon gure
our system.

3.1 An example

Beforediscussingdoppel@ngerin detail,we rst presenamore
elaborateexampleof Doppelgngerin operationwherea userinter-
actswith a ctitious web site www.xyz.com . To illustrateall of
Doppel@angers featureswe assumeDoppelgangerhasbeencon-

gured in high paranoianode themostconserative con guration.
At the end of the example, Doppelgangerwill have determineda
completecookiepolicy for www.xyz.com .

Supposea uservisits an e-commercesite, www.xyz.com , for
the rst time. Thedefault policy for the mainuserwindow in Dop-
pelgangeris to block all cookies. At the sametime, the hidden
fork window will alsovisit www.xyz.com , but will accept(and
sendback) rst-party cookiesfrom the site, with the aim of decid-
ing whether rst-party sessioncodkies from www.xyz.com are
bene cial. For the next few pageloadson www.xyz.com (de-
tails, Section3.2), Doppelgangemirrorseachuseractionandform
eld value in thefork window (Section3.5); after eachpageload,
Doppelgangercompareghe resultingmain and fork windows for
differencesandalertsthe userif it judgesthemsigni cant.

Supposehe useraddsan item to her shoppingcart, an action
which requirescookiesto be enabled.The fork window will con-
tain the shoppingcart page,but the main window will remainon
theitem page (a commonfailure mode). Doppelgangerwill detect
the two pagesasdifferent, triggeringa userchoicedialog! Dop-
pelgangerdisplaysthe primary window andfork window side-by-
side. A dialogboxwill give anestimatia of the privagy risk from
switchingto the fork window (the cost)andthe usercanseewhat
additionalfeaturesare offeredon the fork side(the bene t; in this
casea functioning shoppingcart). The usercanthenchooseone
of three options: switch to the fork side and acceptthe cookies,
staywith the main browserandrejectthe cookies,or defer judg-
mentand continuemirroring. Let us assumehe userchoosego
switchto thefork window, acceptinghecookies.Sincetheuserin-
dicatedthat rst partysessiorcookiesprovidedsomebene t, Dop-

!Low andmediumparanoianodeseliminatethis dialogbox.



VISIBLE xyz.com (cookies off)

Home | View book | |tem |Add to cart| Error
page "| Page "l page
S 4 S 4
Switch

to other
window?
HIDDEN, FORKED xyz.com (session cookies on)

Home |View book | |tem |Addtocart| Cart
page "| Page "| Page
L L

(a) In the rst sessionthe usermustacceptsessioncookies
to addanitemto hercart,but Doppelgngerdisableshemby
default. The mirroring processautamatically detectsthis and
offerstheuserthe choiceto switchto thefork browser which
shaws the desiredshoppingcart.

VISIBLE xyz.com (session cookies on)

Home | View book | |tem |Add to cart
> »| Cart [----»
page page
L L
DENY policy
assumed because
no difference
HIDDEN, FORKED xyz.com (session, persistent ) /
Home |View book | |tem |Add to cart
> »| Cart
page page
L L

(b) In thesecondsessionDoppelg@ngeracceptsessiortook-
ies in the main window per the earlier decision. The fork
window also sendsback persistentookiesto testtheir ben-
e t. Doppelganger nds no differencebetweenthe fork and
main windows, so it assumegersistentcookiesare unnec-
essaryand appendsa rule to block persistenicookiesto the
policy for www.xyz.com .

Figure 3: Graphical representationof mirr oring for the examplein Section3.1.

pelgangerrecordsthe decisionto acceptrst-p arty sessiorcookies
atwww.xyz.com for future sessions.

While theuserhasindicatecdthat rst-party sessiorcookiesfrom
www.xyz.com havebene ts,Doppel@angerstill hasnt deternined
whether rst-party persistentcookiesfrom www.xyz.com offer
ary bene ts. However, Doppelgngerwill store rst-party persis-
tent cookiesfrom www.xyz.com from this sessiorin a separate
fork cookie spacefor additionalinvestigation during the next ses-
sion. Now, suppsethe userultimately decidesot to purchasehe
itemyet, andclosesherbrowser

During hernext sessionshenavigatesto www.xyz.com aggin.
Thebrowserhasdeletedthewww.xyz.com sessiorcookiesfrom
the previous sessionandDoppelgngeris keepingthe www.xyz.
com persistenttookiesasidein the fork window's cookie space.
To determineaf thosepersistentookieshave value,Doppelgnger
repeatghe mirroring processagain. This time, the main window
acceptsessiorcookiesaspertheearlierdecision put thefork win-
dow not only acceptsewn sessioncookiesbut also sendsthe per
sistentcookiesit receved before. For our example,let us saythat
the persistentookiesdo not enableary additionalfeaures. After
the userhasvisited a few pageson the site, if Doppelgrger does
not detectsigni cant differencesetweerthefork window andthe
main browsing window, it will decidethat persistentcookiesare
notnecessaryboppelgangemwill recordthedecisionautomatically
andstopthe mirroring without ary userinteraction.

The persistencookiesin the fork window will, however, bere-
tainedfor future error recovery if the userlater nds that some
desiredfeaturedoesnot work. Supposehat the userhad entered
somepersonalizatioffieaturesn her rst browsingsessioratwww.
xyz.com whichaffectthebrowsingexperiencen relatively subtle
waysthat Doppelgangemissed.The usermay noticethis problem
after Doppelgngeralreadymadean automaticpolicy decisionto
rejectpersistentcookiesfor www.xyz.com . Doppelgange pro-
videstheFix Me button onthe statusbarof themainbrowvsingwin-
dow to recover from theseerrors. Whenthe userpresseg-ix Me
while browsingwww.xyz.com , Doppelgangerrewindsthe users
browsing sessionon www.xyz.com , enableshe next mostper
missive cookieacceptanceolicy (in this case acceptingrst-party
persistentookies),andautomaticallyreplaysthe users sessiorat

Cookies Off (due to prior policy)

Home | View Item | Jtem | Additem | Item | Show cart
page | page | page | cart
L I 4 I 4
Click “Fix Me”

Home | View ltem | tem Add item | cart
page [(Automatic) | Page [(Automatic) | Page
L L
Session Cookies On
page is different

(automatic)

Figure 4: An example use of Doppelgangers error recovery
mechanism. Supposeeither Doppelgangeror the user made a
decisionto not acceptcookies at a particular site, but it turns
out cookiesare neeckd to maintain a shoppingcart. If needed,
the user can indicate that cookiesmay be neededby clicking
the Fix Me button; Doppelgangerrewinds to the start of the
sessionat the site, enablescookies,and replaysall the user's
actionswithout any further userintervention.

www.xyz.com . The usergetsthe same nal pageaswhenshe
pressedrix Me, but now with ary additionalbene ts of sending
thewww.xyz.com persistentookiesrecevedin the rst brows-
ing sessionWe discussDoppelgngers errorrecosery mechanism
furtherin Section3.3.

3.2 Mirr oring

In this sectionwe discussDoppelgangers mirroring systemin
moredetail. During a users browsing sessionDoppelgangerob-
senesall pageloadsin the main window. Whenit encountersa
pageload for a domainfor which it hasdoes't have a complete
policy, it beginsto mirror the sessiorin the fork window. Doppel-
gangermirrors the sessionby replicating the users main window
actionsin the fork window and then looking for differencesbe-
tweenthe two. Mirroring usereventsis non-trivial; we discussit
in depthin Section3.5. In therestof this section,we will describe



(a) Main window

(b) Comparisordialog

(c) Fork (mirroring) window

Figure 5: A screenshotof the Doppelgangers comparisondialog. When Doppelgangerdetectsa signi cant differ encebetweenthe
main and fork windows, it prompts the userfor a decision. Doppelgangerprovidessomeindication of the differenceand a measure
of the privacyrisk from acceptingcookies.In this case Doppelgangerdetectsthe presenceof a personalizationfeature and alerts the

userto it.

howv Doppelg@ngerformulatescookiespadlicies and how it main-
tainstwo separateookiesspaesfor the fork and main windows.
Wethenshav how Doppelgngeruseshefork window to malke au-
tomaticdecisionsaffectingthe cookiepolicy andexposeadditional
functionality enabledby cookiesto the user

3.2.1 Fork windowcookiepoliciesand cookiename
spaces

Doppel@angerformulatescookiepoliciesbasedon tail domains.
Tail domainsarethelasttwo componentén thehostnameof URLs
(e.g.,yahoo.com ).2 Doppelgngemappliesthesamecookiepolicy
to all cookiesandpagesmatchingthetail domain.

Doppelangerenforceoneof vepossiblerst-party cookiepoli-
ciesfor eachtail domainD:

Policy | SessionCookies | PersistentCookies
P22 ? ?

Ps:» accept ?

Ps:p accept accept

Ps:x accept downgrade

Px -x dery dery

In the table,“?” meansthat Doppelgangerdoesnot yet know
the correctpolicy for D, and “downgrade” meansthat persistent
cookiesareconvertedto sessiorcookies.

Doppelangercurrently blocks all third-party cookiesbecause
we have not encounteredry siteswherethey provide ary bene t,
althoughit is capableof enforcingthird-party cookie policies on
a persite basis. If we discoser somesitesfor which third-party
cookiesprove bene cial, we caneasilyenablethatfeature®> Note
that sinceDoppel@angerenforcespersite policies, enatling third-
partycookiesfor onesitewould only allow trackingwith othersites

Thereis muchdebateover theright way to decidehow mary trail-
ing domainname componentdo use; presentlywe usea simple
heuristic,asdo mostbrowsers,to usean additionalcomponentor
internationalTLDs (two lettersufx es).

3Sincea site's context canbe out of its control, suchasbeingin-
cludedin aframe by anotter site,anintendedrst-party cookiecan
becomea third-party cookie. It is uncommonfor extemal docu-
mentsthat are not adwertisementgo be put in frames,ard mary
sitesdo notwork properlywhenframedin ary case.

thatalsohadthird-partycookiesenabled Thisisin sharpcontrastto
browsers'settings,which have only global policiesfor third-party
cookies.

Thereis anotheiproblemrelatedo third-partycookies:themech-
anismFirefox usesto identify third-party cookiesis vulnerableto
IFRAME [23] andredirection[22] tricks. IFRAMEs areentiredoc-
umentembeddedih HTML pagesandfor variousreasonskirefox
incorrectlydetermineghe context of HTTP requestsgeneratedy
IFRAMES. For the purpose®f cookiemanagementrirefox clas-
si es anIFRAME requestisanindependentequesfor atop-level
HTML pageratherthanasarequesfor anelemenof alargerpage.
Therefore Firefox classi escookiesfor IFRAME requestss rst-
partyinsteadof third-partywith respecto theenclosingpage.Dop-
pelgangeraddressethe IFRAME problemby morereliably deter
mining the context of anHTTP requesby matchiry its tail domain
agpinstthat of the topmostpages URL. We discussthe counter
measureo redirectiontricksin Section3.2.5

In orderto senddifferentsetsof cookiesto the main window
andthe fork window, Doppelgngerpartitionsthe cookie spaceto
allow multiple copiesof a cookie with a speci c NAME=VALUE
pair andimposedifferentaccessontrolson them. Doppelgnger
achievesthisby implementingnsiCookieConsent  , anoptional
Firefox interfacedesignedor deferringcookiepolicy decisiongto
anexternalmodule.lts original intentionwasfor usewith P3R but
thatfunctionality hassincebeendisabled.nsICookieConsent
wasdesignedo be appliedto classeof cookiesat once,sincethe
browsers controlsdo not have provisions for individual cookies.
However, Doppelgngermustimposedifferential accesscontrols
accordingto the particular cookie being set and which window
(fork or main)is usingit. Addressinghis problemrequiredasmall
changeto the interfaceand a small (30 line) changeto the main
C++ sourcecodeto usethis new interface.

3.2.2 Mirroring in thefork window

WhentheuservisitsadomainD , Doppelgngerchecksts cookie
policy for D. If it hasa completepolicy (i.e., Ps.p, Ps:x, Or
Px.x ), Doppelgangerdoesno mirroring and simply appliesthe
policy to the main window. SupposeDoppelgngerhasno pol-
icy for D (e.g.,it is the users rst visit to the domain). Then
thefork window startssendingandreceving rst-party cookiesfor



S?

Figure 6: How Doppelganger determinesa cookie policy for a domain during the mirr oring process.When Doppelgangerdetectsa
differ encebetweenthe main and fork windows, it promptsthe userto decidewhether the additional featuresare worth the potential
privacy risk. Doppelgangermakesan automatic policy decisionif it doesnot detectany differ encesafter max stepspageloads. We
omit someadditional transitions presentin low and medium paranoia modes(seeSection3.4).

thatdomain.Doppelgangemirrorstheusers actionsfor aconstant
number(maxstep$ of pageloadson D andmonitorsthefork win-
dow for differenceslf it detectsno differenceaftermaxstepspage
loads,Doppelgangerconcludeshat cookiesat D provide no ben-
e t, stopsmirroring, and setsthe cookie policy for D to dery all
cookies(Pyx :x ).

Alternatively, if Doppelgngerdetectsa difference,it prompts
theuserto decidewhetherthe additionalfeaturesareworth the pri-
vagy risk by attemptingto highlight bene ts and display privacy
risks. For an examplecomparisorscreenshotseeFigure5. If the
useranswers‘keeporiginal”, Doppelgngerstops mirroring and
setsthe cookie policy for D to Px .x . If “switch to alternate”,it
stopsmirroring and setsthe cookie policy for D to Ps.,. Recall
that Ps.» acceptssessiorcookies,but hasan undeterminegolicy
for persistentookies.Doppel@ngerthentransferghe stateof the
fork window to themainwindow to automaticallyprovide the user
the bene t of the cookies. For the remainderof the sessionDop-
pelgangeracceptsll rst-party cookiesfrom D .

Now, supposeheuse closesherbrowser restartdt thenext day,
andrevisits D. Thepolicy for D is now Ps., andthe browsermay
have persistencookiesfrom D from the previous session.Since
Doppelgangerhasnot yet determinedwhetherpersistentcookies
from D arebene cial, it beginsto “fork” on thesecookies. Dop-
pelgangeroadspersistentookiesfor D from the previous session
into the fork cookie spaceandclearsall of D's cookiesfrom the
main cookie space. Doppelgngerthen proceedsasit waswhen
forking on sessiorcookies,except now, both windows acceptses-
sioncookiesinsteadof justthefork window.

Thedifferencds thefork window mayhave persistenstatefrom
the previous sessionwhich positively affectsthe users experience.
Doppelgngertriesto detectthis. Again, Doppelgnge mirrorsthe
users actions for a constan{maxstep$ numberof pageloadson
D andmonitorsthe fork window for differences.If it detectsno
differenceaftermax stepgpageloads,Doppelg@ngerconcludegper
sistentcookiesatD provide nobene t, stopsmirroring, andsetsthe
cookiepolicy for D to block persistentookies(Ps:x ). Otherwise,
if it detectsa differencejt promptsthe userfor a decisionwhether
thedifferences bene cial. If theuseranswersno”, Doppelgnger

stopsmirroring andsetsthe cookiepolicy for D to Ps.x . If “yes”,
it stopsmirroring, setsthe cookiepolicy for D to acceptpersistent
cookies(Ps:p ), andtransfersthe stateof the fork window to the
mainwindow. We summarizehe mirroring processn Figure6.

Presentlymax stepds a constantWe wantit to besmallenough
that we do not end up effectively acceptingmore cookiesvia the
fork window, but large enoughto seedifferencesdueto cookies.
Large-scaldrials areneededo determinea goodvalue;in testing
we setmaxstepsto 5.

3.2.3 Differencedetection

Doppelangermust be able to detectwhen the fork and main
windaws signi cantly differ in function or personalizatiorenough
towarrantinterruptingtheuserfor adecision.Doppelgngershould
ignorethingslike adwertisementsrancomizedplacemenbf news
items, or other sourcesof naturalnondeterminism.In our differ-
encedetectionalgorithm, we must address tradeof: if Doppel-
gangerreportstoo mary pagepairs are different,the userwill be
asled to make too mary decisionswhereasf the systemfails to
detectmeaningfuldifferencescookieswill berejectedtoo aggres-
sively andtheusermustdetectproblemsmanuallyandinitiate error
recovery (Section3.3). In bothcasesheuseris needlesslynconve-
nienced.At presentve usea coarsanechanismwe comparepage
titles (to detectobvious errors)andwe look for the presencef the
users nameor login ID in thefork window (andits absenceén the
mainwindow) to detectpersonalizationIn addition,if a userac-
tion cannotbereplicaedin the fork window, we assumehe pages
aredifferent. A betterheuristicis the sourceof ongoingwork. We
do not consideran error in loading a pageas a signi cant differ-
ence;insteadthe mirroring procesge-startsat the next pageafter
re-syncingthefork window to themainone.

3.2.4 Exposingthe costof cookies

Evenbene cial cookiescarryprivacgy risks. WhenDoppelganger
detectsa potentialbene t of acceptingcookiesat a domainD, it
triesto measue and exposethe privagy risks whenit pronpts the
userto comparethe fork and main windows. One measureof the
risk is thetypeof cookiesDoppelgangemustenablefor the userto



bene t (i.e, sessioror persistent) We alsoassessisk by interpret-
ing thedomains P3Ppolicy, if oneexists; we borroved someP3P
parsingcodefrom [4] for this purpose. Doppelg@ngerrepresents
the privagy risk with two bars,one derived from the site's privagy
policy, and one representinghe risk from the type of cookie al-
lowed. For anexampleof Doppelgngersrisk assessmemturing a
comparisonseeFigures.

3.2.5 Addressingephemaeal sitevisits

Doppelangerusesa slightly different strateyy to addressdo-
mainswhich may be visited oftenbut never for very long. This sit-
uationarisedn severalsituations:click-trackingandadwertisement
redirecttricks [22] (discussedn Section2.2), certainweb portals,
andsearchengines.Web portalsand searchenginescontainlinks
to otherdomainsthatarethe users ultimategoal;in themeantime,
though, the portalsuse cookiesto track the users actions. Also,
shoppingsearchportalsuseredirectsthroughadwertising trackers
(e.g., DoubleClick and Dealtime)which set persistentcookiesto
trackthe offsite links thatusersfollow. All thesecookiesappeato
thebrowseras,technically rst-party cookies but we wantto block
mostof themsincethey conferno bene t.

Therisk is that Doppelgngerwill perpetually mirror visits to
thesesites. Sinceuserawill likely neverhave max stepsonsecutie
pageloadson thesedomains,Doppelgngerwill never arrive at a
policy decisionfor them.Doppelgngemwould thereforenvoke the
mirroring proces®neveryvisit to thesedomaingo try to determine
their cookies'value,in effect enablingcookiesforever. To address
this problem we maintaina lifetime hit countfor domainswith an
undetermineaookie policy andsetthe domains cookiepolicy to
Px.x whenthe hit countexceedsa constantmaxvisits We are
still deternining an optimal valuefor this constant;in testing,we
setmaxvisitsto 8. The endresultis thata policy decisionis made
for every siteaftera nite amountof time.

3.2.6 Logins

Doppelangeroptimizescookie managementor siteswherea
userlogsin. WhenDoppelgangerdetectsa userlogginginto a do-
main,it automaticallyenablesessiorcookiesfor thatdomain.The
rationalefor this policy is thatif auserhasarelationshipwith asite
which requiresa login, thenacceptingsessiorncookiesis unlikely
to causeadditionalprivacy loss,andwe wantto avoid unnecessary
userinterruptions.Doppelg@ngerdetectdoginsby looking for form
submissiongontainingusernamendpassverd elds.

3.3 Userinitiated error recovery

The secondmajor componenf Doppelgngeris userinitiated
automatecerrorrecovery. The rst line of defensds the mirroring
mechanisndescribedabore, but Doppelgngers comparisorfunc-
tion may beimprecisemirroring may endprematurelyor the user
may charge her mind regardingthe cost/bene tof cookiesfrom a
domain.Doppelgngerinvokestheerrorrecorerymechanismvhen
the usernoticessomefeatureis notworking properly or whenshe
sees cookie-relateeérrormessag®oppel@angerdid notautomat-
ically detect. The userinterfaceis simple: Doppelgangerinstalls
a single button labeledFix Me on the browser statusbar that the
usercanclick whennecessaryOur techniquedor error recovery
borrow ideasfrom Recorery-Orienteccomputing;in particular we
usethe“ThreeR” modelof recoveryintroducedoy Brown et. al [5]:
Rewind, Repair Replay

Doppelangerhandlegecorery differentlydependingvhetherit
is mirroring a sessioror not. If Doppelgngeris mirroring a ses-
sion, it simply usesthe mirroring comparisondialog to shav the

userwhat recovery would look like. If Doppelgngeris not cur
rently mirroring a sessionjt mustachiere the sameeffect. To do
this, Doppelgngerenablesthe next most permissve cookie pol-
icy setting(asthefork window would have) andreplaysthe users
sessiorat the currentsite from the beginningby regaying all user
initiated Ul events(e.g.,clicks, form submissions) We do not re-
play acrosssite boundaries.

Of course strict replayingis not the goal: we wanttheresut to
be different(andbetter). Doppelgangermanageshe replaywith a
statemachinewhich watchespageloadsandsendsuserevents. If
Doppelgngercannotreplayauserevent,anexpectedpagedoesnot
load, or an unexpectedpageloads,Doppelgngerstopsthe replay
Sinceoneof theseeventsis evidenceof a pagenot presentin the
original sequenceDoppelg@ngeroptimistically assumeshe prob-
lemis x ed;sincethe desiredoutcomeis onethatwe have notyet
seenthereis noway to know if it is the correctoneautomatically
If the problemhasin factnotbeenx ed,theusermayclick the but-
ton again, andDoppelganger will enablethe next mostpermissie
cookiesetting(if possible)andreplayagain. If this, too, fails, then
likely alack of cookieswasnotthe sourceof the problem.

Therearetwo problematiccasedfor replaying. The rst is the
nonlinearityof mary sessions:what if the userhadhit the Back
or Forward buttonsduring the original session?Our currentap-
proachis to replaythosebuttons(but not Reloads)during the re-
play aswell; this seemsto work in practice. Anothercaseis that
of HTTP POSTrequests.Accordingto the speci cation, GETre-
queststhe mostcommonkind, areto be usedfor idempotentre-
quests,and POSTrequestgor non-idempotenbneslike transac-
tions. Althoughwe believe thedangetis low—afterall, if thetrans-
actioncompletedwhy would theuserbeinvoking thereplay?—we
do not replaythroughPOSE. Sane sitesabusethe POSTrequest
for idempotentactions which would block thereplay This misuse
is bad policy, sinceit malkesit dif cult for usersto go backand
forward, reducesthe effectivenessof proxy seners, and reduces
the effectivenessof our replay systenwhile makingtheir usersdo
morework to accepttookies.Othas misuseGETrequestgor non-
idempotenactionswhichis very dangerousincethebackandfor-
ward buttonscaneasilyand inadwertentlytrigger the actionagain;
proxy cachingcould alsobreak. In short,therearemary existing
reasondor sitesto usePOSTand GETrequestsappropriatelyand
if asitedoesmisusePOSTor GET, problemswill probablysurface
regardlessof Doppelgnger

3.4 Higher-privacy modes

Always-oninternetconnectionandmore effective power man-
agemenhave conspiredto make very long sessionsot only pos-
sible but easy Accordingly, we have implementednultiple modes
of operatim for Doppel@ange, characterizedy “paranoialevel”,
which have differentsessiorcookie policies. Low paranoia mode
alwaysacceptsessiorcookies,andis thustheleastintrusive, least
privatemode. High paranoianever acceptssessiorcookiesby de-
fault, usng the samemirroring-and-recuery tandemon session
cookiesason persistentookies.It is the mostprivagy-preserving,
but mostintrusive mode;rememberthough,thatcomparisonsnly
mustbe madewhenthe mirroring processietectsa difference.

As acompromiseébetweerthetwo, mediumparanoiamodeuses
mirroring, but whena differenceis detectedautomaticallyenables
sessiorcookieswithout askingthe user Sincethe privagy risks of
sessiorcookiesaregenerallylow, thenetbene t of acceptinghem
is likely positive ata domainwherethe mirroring processietectsa
bene t, andwe canavoid interruptingthe userto make a decision.
In addition,mediumparanoianodeenablesessio cookieswhen



Mode SessionCookie Policy

PersistentCookie Policy

Notes

Low paranoia Acceptall Perdomain Requiredeastuserinteraction

Mediumparanoia| Perdomain Perdomain Automaticallyenablesessiorcookieson POSTor
(neveraskuser) whenadifferences detectedduring mirroring

High paranoia Perdomain Perdomain Highestprivagy; requiresthe mostuserinteraction

Figure 7: Summary of Doppelgangers differ ent privacy modes.

a POSTrequesis seen.A mainbene t of mediumis thatit auto-
maticallydeniescookiesfrom tracking siteswhich arevisitedusing
redirection,but never requiresusersto make left-or-right compar
isonsfor sessiorcookies. However, if the mirroring procesdails
to detecta usefuldifference the usermay needto usethe Fix Me
button. We summarizeDoppelgngers differentprivacy modesin
Figure7.

3.5 Replicating individual useractions

In this sectionwe shav how Doppelgngerreplicatesthe two
dominanttypesof userinteractionsgn web browsers:mouseclicks
andform submissions.Doppelgangerreplicatesuseractionsboth
during mirroring andduring errorrecovery. In theformercasewe
replicateuseractionsin the fork window immediately asthey oc-
cur; in the latter case,we replay a seriesof actionsfrom the log
into the mainwindow. In both casesthe proximatemechanisnof
replicationis the same andwe describethe algorithmsin this sec-
tion. By replayingatthelevel of useractionsratherthanpageloads,
relevantJavascriptcodeon the pageis triggered automatically

3.5.1 Mouseclicks

Replicatingclicks turns out to be dif cult in practicefor two
main reasons documentelementsdo not have unique IDs, and
thereis asigni cant amourn of nondeterminisnin whatresultsare
returnedfor a given URL. This latter problemcanarisefrom nat-
urally changingpages,e.g.,news sitesandsearchengineshut this
problemalsosurfacesin adwertisementandstochastidink rewrit-
ing for click tracking. The basicclick replicationmechanismnin-
volvesthreesteps: (1) recordinformationaboutthe click; (2) try
to nd the matchingtargetin the fork browser; and (3) sendthe
appropriateclick eventto thetamget.

3.5.1.1 Recodingtheclick.

Our goal in recordingclicks is to captureenoughinformation
aboutthe click that we canreplicateit, andto recordit in a way
that toleratessmall changego the documentin which it is being
replayed.Our initial algorithmconstructeda pathin the DOM tree
from the documentroot to the clicked elementandtried to recon-
structthis pathin the DOM tree of fork window document. This
approachfailed becausét wastoo precise;it could not adaptto
smallperturbationsn the docunent. In the end,we useda heuris-
tic re ned throughexperimentation.

First, whenthe userclicks anelementwe recordsomeidentify-
ing informationaboutthe event:

The URL of the pagein whichtheclick occurred

If the click wasin aframe,thetopmostdocument URL
TheHTML tagnameof thetamgetof theclick (e.g.,"DIV")
Themousecoordinate®f theclick (for imagemaps)
Theelements attributes(e.g,“href”, “id”, “name”)
Thetext contentwithin theelement

If it is aform elementjnformationaboutthe enclosingform
Which mousebuttonthe userpressed

To bemoreprecisewe donotalwaysrecordtheimmediatetarget
of theelementtheremaybemary HTML fragmentsof theform

<B>click here</B>

for example,andthe <B> tagis not interestingfor a click perspec-
tive. Instead we startbacktrackingo the root of the documento

nd thenearesancestoof thetamgetelementwhich initiatessome
action. For example,if theHTML codereads

<A href='/x'>To get $$, <B>click here</B></A>

we would recordthe click on the <A> tag, not the <B> tag. In

general,we stop at elementswhich have an href attribute, an

onclick  attribute, or areinput elementsof aform. This reduces
ambiguityconsiderablywhentrying to replicatethe click.

3.5.1.2 Findinga matd in thetargetwindow.

WhenDoppelgangereplicatesaclick onanelementin thesource
window, a primary challengeis locatingthe analogouslementin
the targetwindow. If the web were static,eachrequestor a URL
would yield the sameresponseandthe taskwould be straightfor
ward. Insteadthereis afair bit of nondeterminisnin theresponses.
For example,on news sites,a new article may changethelocations
of the previous articles. Somesearchenginesrewrite their search
resultslinks to trackwhich onesareclicked mostoften. We there-
fore implemented “best-match” algorithm,which comparescan-
didateelementsagainsttheinformationrecordedaboutthe original
click.

First,we narrav candidateso elementswvith thesametagname,
e.g.,"A” or “INPUT". We thenbuild a matchrecordfor eachone,
comparingon severalcharacteristics:

Exactmatch(index 0)

The*id” (1), “href” (2), “name” (3), “type” (4), and“value”
(5) attributes

Thetext contentof the element(6)

Informationaboutelements parentform (if any) (7)

Saythe candidateslements E ; we denotea characteristiof E
by E :c wherec is, e.g.,thevalueof theid attribute. Denotethe
log-recordedsalueof c by O:c.

Thenwe make amatchrecordR asfollows: for eachcharacter
istic c with index i,

8
< 0:E:c6 O

Rlil]= . 1:E:xc= null” O:c= null
* 2:Eic= 0



Thenthe bestmatchrecordis selectedby conparingthe record
valuesin order i.e., Ri[0] vs. R{[0], thenR; [1] vs. R)[1], etseq.

Finally, it may bethatthebestpossiblematchis notin factavery
good match. We empirically determineca cutoff in matchscores
andonly considertthe elementamatchif it passeghis cutof.

3.5.1.3 Mirroring theclick.

After we have correctlyidenti ed theelemenin thetargetdocu-
ment,mirroringtheclick is relatively straightforvard. We construct
aclick eventobjectanddeploy it to thetargetelemen. We alsopre-
cedeeachclick eventwith afocusevent,asit would beif theuserin
factclickedthe mouseonit. This stepis importantbecausenary
web pagesuse “onfocus” Javascripthandlersto changethe page
dynamicallywhenanelements focused.

3.5.2 Forms

In additionto clicks,we must Il in webformsin thetargetwin-
dow with the samedataasin the original. Someof the challenges
hereare similar to the click problemabore, in that forms do not
always have uniqueidentifying information suchasa “name” at-
tribute. If the “name” attribute is missing,we usethe form's array
index in thedocument.forms  array;unlike clickableelements,
it is unusualfor forms to be addedandremoved by chance. The
form elementwirtually alwayshave “name” propertiesbecaus¢hat
is how their valuesare identi ed whenthe form is submitted,so
identifying themwithin aform is easy

Thereis a more subtleissuehere,though,becausdorms often
have hidden elds which aremeantto be uniquefor eachinstance.
Common elds of thissortaresessioriDs andnoncedor passverd
protocols. We do not modify the valuesof hiddenform elds; in
practicethis hasnot beena problemsinae the useris only expected
to Il in visible elds anyhow.

We |l in formsin the target documentwhenreplicatingeach
click, not just whenthe form is submitted. Correspondinglywe
storeall form valuesat the time we recordthe click information.
This is becauselavascripton the pagemay modify the pagebased
on the form valuesprior to submissionsometimesvenreloading
thepagein response.

3.5.3 Otherissueswith replicatinguseractions

Onecomplicationwe encounteredn replicatinguseractionsis
the presenceof frames;in the interestof space,a full discussion
is omitted. The mainideafor hardling framesis thatmary of the
above technigueganbeimplementedecursvely, effectively treat-
ing all theframesasonegiantpage.

Anotherquestionis how preciseto bein recordingandreplicat-
ing useractions. Omitting certainfrequenteventsyields an ef -
cieng/ bene t. Sofar we have not foundit necessaryo replicate
eachkeystroke or mousemovementthe user makes, althoughin
principle theseare eventsthatthe pagecanhandleandrespondo.
Most oftenkeyboardeventsareusedeitherfor scrollingor text en-
try, neitherof which mustbe replicatedat thatgranularity* Mouse
movementeventsgenerallyresultin, at most, super cial changes
to a page, e.g.,adropdavn menuwhenhovering over anelement.
Solong asthe menulinks areaccessiblehrough the DOM for the
page,it doesnot matterif they arevisible or not duringreplay If
it becomesecessarywe caneasilylog andreplaytheseeventsas
well.

4K eyboardshortcus arebecomingmore common,andwe planto
recordnon-naigationkeystrokesin thefuture.

Site(s) Purpose/ actions
Yahoo! CheckYahoo!mail, news, TV listings
Net ix Researcimovie reviews
GMall Checkemail
CNN Readnews
VerizonWireless Researcltell phoneplans
Google,etc. ResearctMP3 playerpurchase

Figure 8: Summary of browsing sessiorfor evaluation.

4. EVALUATION

We evaluatedthe effectivenessof Doppelgangerversusvarious
built-in browsersettingsby performinga scriptof commonbrows-
ing tasks,summarizedn Figure8. In testing,we simulateda user
who is willing to accepta certainamountof privagy lossfor con-
venienceat siteswith whomhehasarelationship(in this case,Ya-
hoo!, Net ix, andGMail) but is more cautiousat siteswith whom
he hasno relationship(CNN, PC Magazine,Vanns.comComput-
erHQ.comBeachCamera.com).

For eachsetting, we measured1) the numberof siteswhose
cookieswereacceptedcategorizedby persistencandcontext, and
(2) theincornveniencesufferedby the user includingdialogboxes
andlost functionality An ideal schemewould incur a low num-
ber of each. The ve settingswe testedwere four global settings
(saméfor all sites): (1) All cookiesenabled(2) First-partycookies
only, (3) First-partysessiorcookiesonly; (4) Ask theuserwhatto
dofor eachcookiethatis sent;and nally (5) usingDoppelgnger
We measuredhe numberof sitesratherthanthe numbercookies
becausenultiple cookiesof the sametype from the samesite are
equivalentfrom a privagy perspectie. We executedeachscriptby
handthreetimesconsecutiely for eachsetting,retainingary state
betweerruns. Theideawasto capturethe effectsof sessiorcook-
ies,persistentookies,and,for Doppelgangerthe changen policy
andbehaior over time. We clearedall codkie-relatedstatebefore
changingsettings.

The accepted-cookieesultsare shavn in Figure9, andthe de-
tails of eachsettingandits correspondingiserexperienceare de-
scribedbelon. Two valuesarepartiaularly interesting.The number
of sitessettingpersistentookiesis signi cant becausehey allow
usersto be tracked over mary sessionsand the numberof sites
settingthird-party cookiesis perhapanore so becausehey let the
userbetrackedacrossmultiple sites. Third-partypersisentcookies
combinetheworstof both.

Therearethreewaysin which the usercanbe“inconvenienced”
duringour script: he canbe asledto answera browser's yes-orno
cookiedialog (seepicture);he canbe asked a left-or-right browser
decisionby Doppelgnger(seeFigure 5); or he canbe forcedto
login uponeachvisit to a site wherehe hasan account. This lat-
ter caseoccurswhenhis browsercould have accepted persistent
cookie that would sene asan authenticatqrbut did not for some
reason.

In thefollowing discussion,we use gures from the lastsession
of eachsetting,asthatmostcloselyrepresenta steady-stategure.

4.1 All cookies

This is the default settingin Firefox, and, perhapspredictably
dueto its permissvenessjed to the acceptancef the mostcook-



Numberof sitessetting:
Run FP-S FP-P TP-S TP-P | Total persistent
cookies | cookies| cookies| cookies| (FP-P+ TP-P)
All cookieson (Run1l) 9 8 3 13 21
All cookieson (Run?2) 8 8 3 16 24
All cookieson (Run3) 8 8 3 16 24
FPonly (Run1) 9 8 1 4 12
FPonly (Run2) 8 8 2 5 13
FPonly (Run3) 8 8 2 7 15
FPsessioronly (Run1l) 9 0 9 0 0
FPsessioronly (Run?2) 9 0 6 0 0
FPsessioronly (Run3) 9 0 8 0 0
Ask user(Run1l) 4 3 0 0 3
Ask user(Run?2) 3 3 0 0 3
Ask user(Run3) 3 3 0 0 4
Doppelgnger(Run1) 4 0 0 0 0
Doppelganger(Run2) 3 3 0 0 3
Doppelganger(Run3) 3 3 0 0 3

’ FP=“First party” TP = “Third party” S = “Session”P = “Persistent”

Figure 9: Number of sitessetting cookieswhile performing somecommontasks. A script of common browsing taskswasrun three
timesin successioror a variety of cookiemanagementpolicies,and we measuredthe number of sitessetting various kinds of cookies.
“First party” hererefersto sitesthat the userintendedto visit, and “third-party” refersto all other sites.

ies of ary setting: 24 sitessetpersistentookies,including 16 in

third-partycontet. Virtually every domainwe visited seta persis-
tentcookie(nonesentonly sessiorcookies).This suggestshatary

future browsing sessionsvould be extensvely tracked. Theadvan-
tageof this permissve policy wasthat we were never asled ary

questiongduringthe session.

4.2 First-party only

Sincethe dangerof third-party cookieswas recognizedyears
ago,mary uses disabledthird-partycookiesin their browsers;the
sizeof this grouphasforcedsitesto avoid ary dependencenthese
cookies.Thusa rst-party only settingin thebrowseris, in practice,
a big win over the “allow all” setting. Indeed,we acceptedersis-
tent cookiesfrom a little more than half as mary sitesasin the
default settting. However, the browserstill acceptednary cookies
thateitherdo notconferary bene t or werenotworthwhile. These
include persistentcookiesfrom 7 siteswe did not meanto inter
actwith; thesewere aceptedbecauseof redirectionandframing
tricks. Furthermoretherewereunneededookiesfrom rst-party
sites—8vs. 3 for Doppelg@nger—sinceve did not needcookies
from, e.g.,cnn.com . The main adwantageof rst-party only vs.
morerestrictve settingds thatwe werenot aslkedary questions.

4.3 First-party sessioronly

This settingdowngradesall persistentookiesto sessiorcookies
with the aim of eliminatinglong termtracking. It wasstill vulner
ableto tricks which forcedus to acceptsessiorcookiesfrom 6 to
9 sites(it variedacrossruns, becausedwertisementshange}hat
we did notmeanto interactwith. The session-onlyestrictioncame
with a signi cant downside: we wereforcedto log in to eachsite
with which we hada relationshipduring every sessionandwould
have hadto do soinde nitely. All personalizatiorfieatureshatdo
notrequirealogin would alsobelost.

4.4 Askthe user

The nal built-in browser settingwe testedwas one in which
the browserasksthe userwhetherto accepteachcookieasit was
offered. This dialog box allowed a decisionto apgy to all cookies
from thesamesite,andwe checledthisboxeachtime to reducethe
numberof dialogs.

An exampleof thedialogbox is shavn here:

This settingposessomethingof a dilemma: in principle, we do
not know which cookiesto acceptand which to dery, especially
sincemost of the dialogsappearbeforea site's home pageeven

nishes loadng. Our solutionwasto useDoppelgngerto deter
minewhich cookieswereusefuland,thus,alwaysanswemuestions
correctly includingwhento aaceptpersistentookiesandwhento
downgradethemto sessioncookies. While this assumes some-
whatoracularuser it helpsputalower boundon thedifferencebe-
tweenDoppelgngerandthebest-casscenaridor existingbrowvser
settings.

Unsurprisingly the Ask settingresultedin a dramaticreduction
in the numberof acceptedcookies comparedwith other browser
settings:therewereonly 4 siteswhich setpersistentookies,and
no third-partycookieswereaccepted.

Therewasno lossof functionalitywith this setting astherewas
with the “First-party sessioronly” setting,but therewasa signi -
cantproblem: we were shavn 26 dialog boxesduring our session.
Of these,13weredueto rst-party sites,and13 dueto third-party
sitesusingvarioustricks. Thesedialogspresenteclmostno infor-



mationto helpthe userdecidewhetherto accepthe cookie, except
for thedomainname.

4.5 Doppelganger

Our last testusedDoppelgngerfor cookie management.Un-
surprisingly the cookieresultswerevirtually identicalto the Ask
policy, sincewe usedinformationgainedby Doppelgngerto an-
swerthe browser's questiongduringthattrial. The total numberof
persistentookiesrosefrom Run1to Run2 becaus®oppel@nger
resenesjudgmenton persistentookiesuntil it cantesttheiruseful-
nessin a subsequengessionultimately, 3 sites' persistentookies
wereacceptedss. 4 for the Ask setting.

We did not have to answernearly as mary questions using
Doppelangeras we did with Ask. During the rst run, there
was a comparisondialog on the netflix.com homepagepe-
causesessioncookieswere requiredto use the site. This dia-
log doesnot appearin low or medium paranoiamode. An er
ror messageat verizonwireless.com prompteda click of
the Fix Me button; this solved the problemwithout further effort;
this is not necessaryn low paranoiamode. During the second
run, yahoo.com , netflix.com , and mail.google.com
(Gmail) all hadautomatidogin featuredf persistentookieswere
enabled. This resultedin side-by-sidecomparisonsandin each
casewe choseto accepthecookiein exchangdor theconvenience.
At verizonwireless.com , a persistentcookie remembered
our zip code, promptinga comparison,we chosenot to accepta
persistentcookie, becausene did not plan to visit the site often.
During the third run, therewereno dialogsat all. Indeed,by that
time, Doppelgngethadalreadysilently decidechotto acceptook-
ies from cnn.com , pcmag.com, and dealtime.com  (a site
throughwhichwe wereredirectedeachtime we clickedon vendors
from pcmag.com).

It is importantto notethatnoneof thedialogswe sav would ever
recur; oncea decisionhasbeenmadk, it is rememberedor future
sessionsWhile thesames truefor the Ask policy, thetestscriptis
heaily weightedtowardssitesthe simulateduserhasarelationship
with. Thus,new sitesthe userencountersirelik ely to be oneswith
which thereis no relationshipor which arevisited lessfrequently
andthuswherecookiesare much lesslikely to have value. This
is signi cant becausehe Ask policy popsup dialogsregardlessof
cookievalue,while Doppelgngerdoessoonly if cookiesarelikely
to beuseful,andin factshavs theuserhowuseful,aswell asrele-
vantprivagy information. Turningon theoptimizationabove would
malke the numberof Doppelgngerdialogs smallerstill.

5. WEB SITE COUNTERMEASURES

If Doppelgangerbecomeswidely deployed, web sitesmight try
to circumvent or fool its mechanismgo store persistentdataon
users'machines. In this section,we discussvarious approaches
they might take andhow thoseapproacksaffect Doppel@anger.

5.1 Alwaysrequire cookies

A website mightrequireusersto alwaysacceptookiesby redi-
rectinguserdo anerrorpageif it detectookiesarebeingblocked.
Mary sitescurrently do this. However, addressinghis problem
only requiresDoppelgangerto aacceptsessiorcookiesfrom thesite,
which have limited privagy risks; andif the useris usinglow or
medium paranoiamode, Doppelgngerwill do so automatically
For very privagy/-conscioususersin high paranoiamode,Doppel-
gangerwill exposethe sites' cookiesrequirementgor inspection.
In addition,websitesmighttry to requireusersto acceptpersistent

cookieshy requiringanextensie “sign-up” procedurdf it doesnot
detectapersistentookieontheusersmachine.Thismightencour
ageuserdo accepfpersistentookiesto avoid repeatinghis proce-
dure on subsequentvisits. However, this approachwould likely
alienateusers;privagy consciousisersmaynotwantto acceptper
sisentcookiesor might routinely deleteall ther cookies,and for
privagy reasonspublic kiosksandlibrary terminalsmustdeleteall
cookiesaftereachusers session.

5.2 Causespuriousdifferences

A web site might try to always createsubtleor inconsequental
differencesbetweenpagesrequestedvith cookies and thosere-
guestedvithout cookiesto frequentlytrigger Doppelgangers com-
parisiondialog. A userwho receves excessie comparisondi-
alogsfor a site might becomeannged and decideto acceptthe
cookiesto prevent future interruptions,or worse,disableDoppel-
gangerentirely Doppelgngers currentdifferencedetectional-
gorithm is simple: we compae the pagetitles andlook to seeif
the users nameor ID is only in thefork browser Developingso-
phisticatedand robust differencedetectionis importantfuture re-
searcHor Doppelgangerandwe seetwo promisingdirections.One
approachis comparepagesstructurallyby examiningtheir DOM
trees. This is basedon the assumptiorthat substantie changes
oftenresultin theadditionor removal of whole pageelementsAn-
othercomplementaryapproachs a visual comparisoncomparing
screencapturesof the fork and main windows. Both of theseap-
proachesgequire ltering adwertisementandothersourcesof ran-
domnesdeforecomparison.

5.3 Other persistentobjects

If aweb site detectsits persistencookiesare beingblocked, it
mightresortto stoling otherpersistenbbjectsontheusetsmachine
(e.g., ash objects,images, Javascript)andretrieving theseobjects
in subsequensessions.To fully addressprivagy with respectto
persistentveb objects,Doppelgangermustapply its cookie policy
for adomainto manageothercachedobjeds from thatdomainas
well. However, theremay be well-intentionedsitesthatdon't use
cookiesatall, but cachewebobjectsonusers'machinego improve
performanceFully understandinghe effect of thisapproactonthe
users webbrowsing experiencerequires further study

6. FUTURE WORK

Currently Doppelgangeronly hasmechanismso incrementally
relax cookie policies, but not make them more restrictve. Users
maylaterchangeheir minds aboutthe cost/bene ttradeof for cer
tain domainsandwantto make their cookie policiesfor thosedo-
mainsmorerestrictve. Exploring usablemechanisméor “tighten-
ing” the cookiepolicy is anareafor future exploration.

Comprehensk userstudiesareneededo understad the usabil-
ity of Doppelgngers mirroring and automaed recovery mecha-
nisms. We have recentlyconducteda controlleduserstudyto ex-
aminethe usability and performanceof Doppelgangerandplanto
publishtheresultsin the nearfuture.

7. CONCLUSION

We introducedDoppel@anger a novel systemfor creatingand
enforcing ne-grained, privacy preservingcookie policiesin web
browserswith low manualeffort. We shoved how Doppelgnger
automaticallyidenti es cookieswhichprovide usersadditionalfunc-
tionality andexposeghecostsandbene tsof acceptinghosecook-
ies. As with mostmarkets,morecompleteinformationhasthe po-



tentialto leadto moreef cient outcomes.In this case thatmeans
thatuserswill be ableto selectthosesitesthatoffer bene ts com-
mensuratevith theusers'privacy lossover siteswith lessfavorable
exchangeslndeed,sincesubjedtive feelingsof trustin usersoften
induceuserdo acceptimore privacy costs stepsby sitesto increase
transpareng—such as publishing a useful privacy policy—-may
actually increasethe amountof usablepersonalinformation they
obtain. In short,we believe that systemdik e the onewe describe
herecanleadto betterincentvesfor both parties. Thus,while our
work herecertainlydoesnot exposeall costsandbene ts,andonly
dealswith oneaspecbf online privagy (viz. tracking), we believe
thatit representa meaningfulstepforwarddown theright path.
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