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ABSTRACT
We introduceDoppelganger, a novel systemfor creatinganden-
forcing �ne-grained, privacy preservingbrowser cookie policies
with low manualeffort. Browsercookiesposeprivacy risks,since
they canbeusedto trackusers'actionsin detail,but somecookies
alsoenableusefulfunctionality, like personalization features.Web
browserscurrently lack an effective cookie managementmecha-
nism. Usersmustchoosebetweentwo unpalatableoptions:a per-
missive, privacy-compromisingpolicy for every site they visit, or
a seemingly endlessseriesof questionsto which they mustsupply
underinformedopinions.Doppelgangertakesabig stepforward: it
makesautomateddeterminationsof cookies'valueto enableacost-
bene�t analysis,and offers an automatedrecovery systemwhen
thatmechanism—ortheuser—makesanincorrectjudgment.Dop-
pelgangerleveragesclient-sideparallelismto automaticallyandsi-
multaneouslyexploremultiple cookiepolicies,enablingeachuser
to createher idealcookiepolicy. We tackleimportantanddif�cult
subproblemsalongtheway: mechanismsfor recordingandreplay-
ing web sessions;improved handlingof third-party cookies;and
enforcing�ne-grained, per-sitecookiemediation. Weimplemented
Doppelgangerasa Firefox extension;we discussexperimentalre-
sults comparingit to variousbrowsersettings,aswell as lessons
learnedfrom thereal-world engineeringchallengeswefacedin our
implementation.
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1. INTRODUCTION

1.1 Background
An HTTPcookie(from hereon,simply “cookie”) is asmalldata

item sentby a web site to a web browser, then sentback to the
originatingsiteonsubsequentrequests.While theoriginal intentof
cookieswasto provide a sessionstatemechanismfor thestateless
HTTP protocol, cookieshave sincebeenused not just for things
like shoppingcartsand authentication,but alsofor trackingusers'
web sur�ng habitsandbuilding targetedadvertisingpro�les. The
resultis thatsiteoperatorsor third partiescangain undesirablein-
sight into users'habitsand browsing history. Cookies can iden-
tify a userat siteswhereshebelievesherselfto beanonymousand
trackheractionsacrosssitesandbrowsingsessions.Theproblem
is exacerbatedif websitescancorrelatethecollecteddatato users'
real-world identities.

Thedif�culty , therefore,is in decidingwhich cookiesareworth
acceptingandwhich arenot. Ideally, a usershouldbeableto com-
paretheprivacy costof a cookiewith the functionalitybene�t the
cookie enables. Most usersare not equipped to make thesede-
cisionsmanuallyandacceptthe global defaults in their browsers,
which often apply a singlepolicy to all sites. Thesedefaultstend
to err on the side of functionality ratherthanprivacy. Sinceweb
site features suchasshoppingcartsandloginsoftenrequirecook-
ies and usersmay becomeconfusedor annoyed if thesefeatures
don't work, thedefault policiesliberally acceptcookies.Although
this approachwill minimize users' frustration,it will alsoaccept
many uselesstrackingcookieswhich unnecessarilyviolate users'
privacy. Our goal is to get the bestof all worlds: a cookie pol-
icy that protectsusers'privacy while simultaneouslyretainingthe
desiredfunctionality and,perhaps mostimportantly, not pestering
userssomuchthatthey disablethesystem.

1.2 A solution: Doppelganger
We introduceDoppelganger, a webbrowserprivacy tool to help

eachuserformulateheridealcookiepolicy. Doppelgangeris asys-
temthat,in effect,simulatesaworld in whichtheuserhasaccepted
cookiesand comparesit to the (default) world in which the user
hasnot. If thereis no changein theuser's experiencebetweenthe
two worlds, then we can fairly say that the cookiesare not use-
ful. Thus, Doppelgangeressentiallycreatesa hiddentwin of the
userwho is constantlyexploring the valueof cookieson the sites
theuserbrowsesandwho informstheuserwhenacceptingcookies
maybea goodtradeoff; uselesscookiesarerejectedby default, to
preserve privacy. Anotherkey componentof Doppelgangeris an
automatederror recovery module,which usersmay invoke with a
singleclick. Error recovery attemptsnot only to correctthecookie



Goal Mechanism

Automaticallydetermineusefulcookies Mirror usersessionin hiddenbrowserwindow (thefork window) thatacceptsadditional
cookies;look for differencesin output(seeSection3.2)

Detectdifferencesin pages Comparepagetitles; look for user's name/IDin mirroredpage;seeif a click cannotbe
mirrored

Determineprivacy implicationsof cookies Parseandinterpretsite'sP3Ppolicy
Recover from errors Enableadditionalcookiesandreplayusersession,using information from the log (see

Section3.3)
Recordusersession,to enableerrorrecovery Centrallog of user's mouseclicks, form �eld values,andbrowserstatechanges(START

andSTOPeventsfor eachpageload)

Figure1: Summary of Doppelganger's cookiemanagementmechanisms.

policy, but also takesactionto restoretheuser's sessionto a good
state,asthoughcookieshadbeenacceptedfrom thestart.

We followed two main principles in designingDoppelganger.
The �rst principle is that usersdon't like to be constantlyinter-
ruptedwith questionsor alerts,andwhen this happens,they will
tendto disableor ignoretheoffendingmechanism[14, 26]. In par-
ticular, usersshouldnot beaskedto do anything manuallythatcan
be doneautomatically. Doppelgangerusesclient-sideparallelism
to explorealternatepoliciesin thebackground,trying to �nd those
whichresultin apositivecost-bene�tanalysisbetweenprivacy loss
andfunctionalitygain. In a perfectworld, Doppelgangerwould be
ableto automaticallydeducetheidealcookie policy with nouserin-
teraction.In reality, someinteractionis neededbecauseusershave
different privacy preferencesand valuationsof web site features.
Therefore,we assumeit is reasonableto expect usersto make a
smallnumberof high-level privacy decisions.

Thesecond principlewe followedin designingDoppelgangeris
that usersdon't careaboutcookiesso muchas privacy andfunc-
tionality. Previous work suggeststhat: (1) the lack of privacy in-
formationin aneasily-digestibleform maybeasigni�cant obstacle
to achieving good outcomesfor users[1]; (2) usersaresensitive to
privacy protections,andaremorewilling to accepta privacy risk
if dataaboutthem is protected [11]; and (3) usersare willing to
compromisesomeamountof privacy if they areofferedmeaningful
incentivesto do so [15]. Doppelgangerseeksto addressall these
issues.Insteadof requiringusersto makeuninformedlow-level de-
cisionsaboutcookiesdirectly, Doppelgangerreformulatescookie
decisionsascost-bene�tanalysesbetweenprivacy lossand func-
tionality gains,which arepresentedto theuser. This enablesusers
to make informeddecisionsregardingtheir privacy andacceptpri-
vacy losswhenthereis commensuratecompensation.

1.3 Contrib utions:

� We introduceDoppelganger, a systemfor creatingand en-
forcing �ne-grained,privacy-preservingcookiepolicieswith
low manualeffort.

� We show thatDoppelgangerimprovesthehandlingof third-
party cookiesin Firefox, especiallywith respectto redirec-
tion andinline frames.

� Weshow how to useclient-sideparallelismto exploremulti-
ple cookiepoliciessimultaneouslyand�nd theright balance
of privacy andfunctionalityfor eachuser.

� WeleverageconceptsfromRecoveryOrientedComputing[5]
to implementanautomatedsingle-clickrecoverymechanism.

� We presentempirically tunedalgorithmsfor recordingand
replicatinguseractions.

� We evaluatethe effectivenessof Doppelgangerin establish-
ing functionalandprivacy-preservingcookiepoliciesfor typ-
icalwebbrowsinghabitsandcomparetheresultsagainstthose
obtainedwith availablebrowsersettings.

WesummarizeDoppelganger'scookiemanagementmechanismsin
Figure1.

2. HTTP COOKIES
HTTP cookiesarea generalmechanismfor webserversto store

andretrieve persistentstateon web clients[21]. SinceHTTP is a
statelessprotocol,cookiesenablewebapplicationsto storepersis-
tentstateovermultipleHTTPrequests.For example,webshopping
applicationscanusecookiesto trackwhich itemsauseraddsto her
shoppingcart.

WhenaclientmakesanHTTPrequestto aserver, theserverhas
the option of including oneor moreSet-Cookie headersin its
response.Clients will return thesecookies in subsequentHTTP
requestsusing the Cookie header. The Set-Cookie header
hasonerequired �eld, a name/valuepair of the form N AM E =
V ALU E . A web server usesthis �eld to encodethe stateinfor-
mationit wishesto storeon theclient. Therearealsofour optional
�elds: expires= D AT E , domain= D OM AI N , path= PAT H
PRE F I X , andsecure .

Theexpires �eld indicateshow longthecookieis valid. After
thatdate,theclient's webbrowsershould deletethecookie. If the
expires �eld is omitted,thenthecookieis calledasessioncookie
andshouldbedeletedwhenuserclosesthewebbrowser. Cookies
with anexpires �eld arecalledpersistentcookies.

The domain and path �elds indicate for which HTTP
requests clients should send back cookies. To determine
which cookies to include with an HTTP request, the client
searchesits cookie jar for cookies for domains which suf�x-
match the domain of the request and paths which pre�x-
match the path of the request. For example, if the user
requeststhe URL http://online.foobar.co m/store/
index.html , thena cookiewith domain=.foobar.com and
path=/store would be includedwith this request,but a cookie
with domain=pics.foobar.co mwould not. Thesame-origin
policy in webbrowsersprohibitsonedomainfrom settingcookies
for another. The �nal optional �eld, secure , indicateswhether
thecookieshouldbeonly sentoverencryptedHTTPSconnections.

Cookiesarealsocharacterizedby thecontext in which they are
sentor received. Supposea userclicks on a link for a particu-
lar document,and then the web browser issuesa requestfor that



document. After the browser receives the HTML pagefrom the
webserver, it parsesthepagefor referencesto elementsneededto
renderthepage,andissuesadditionalHTTP requestfor theseele-
ments.Examplesof additionalelementsincludeimages,Javascript
�les, stylesheets,Flashobjects,andsub-documents.Someof these
requestsmay be to the samedomainof the requesteddocument,
but somerequestsmay be to differentdomains. The latter is of-
tenthecasewith advertisements.ContentwhoseURL matchesthe
domainof the main page(i.e., the onein the URL bar) is consid-
eredto be �r st-party. All other elementsare in third-party con-
text. For example,if a useris visiting www.x.com , then content
servedfrom*.x.comis �rst-party, whereascontentonthepagefrom
www.y.com , suchasanad,is third-party.

2.1 Usesof cookies
Cookieshave many purposes:session state,personalization,au-

thentication,andtracking. Web sitesusecookiesfor personaliza-
tion to rememberusers' preferencesand settings. For example,
Googleallows usersto customizetheformatof their searchresults
andusescookiesto rememberthesepreferences.Web siteswith
useraccountsalsousecookiesto authenticateusers'sessions[12]:
afterauserlogsin, awebsitecansetansessioncookieontheuser's
machineto authenticatehersubsequentrequests.Websitescanset
persistentcookiesto rememberusersandnotrequirealogin onsub-
sequentvisits. Lastly, websitescanusecookiesto trackusersand
their actions.For example,e-commercesitescantrackcustomers'
browsing history to make purchasesuggestions,and advertising
sites can track usersto conducttargetedadvertising. However,
trackingcookieshave troubling privacy implications. By tracking
thepagesa websurfervisits, thewebsearchesshe makes,andthe
itemsshebrowsesandpurchases,web site operatorsandInternet
advertiserscanconstructsophisticatedpro�les of usersfor targeted
advertising,datamining, andinformationsharingwith othercom-
panies.

Trackingcookiesalsomake cookie managementdif�cult. Many
usersmightprefernot to accepttrackingcookiesdueto theprivacy
risks; recentstudies[19] have foundthatabout58%of usershave
deletedtheir cookies at somepoint. To prevent her web sur�ng
habitsfrom beingtracked, a privacy-conscioususermight decide
not to acceptor sendany cookies, but blockingall cookiescauses
a signi�cant lossin functionality on the web. Most web mail ser-
vices,e-commerce,andbankingsitesrequireusersto acceptand
sendcookiesfor authentication,andblocking cookiesalsodenies
userspersonalizationfeatures.Blockingall cookiesis consequently
impracticalfor mostusers.

2.2 Webbrowsercookiemanagement
Ratherthanblockingall cookies,theaverageprivacy-conscious

userwould probablybe willing to acceptsomecookiesfrom the
webservicesshederivessomebene�t from, but would liketo block
cookiesthat compromiseher privacy “too much” or provide her
no value. Sadly, webbrowsersprovide few usefuloptionsto users
who wish to customizetheir cookiesettingsto this end. Userscan
con�gure their browsersto acceptonly �rst-party cookies,accept
only sessioncookies,prompt for a decision,andcombinationsof
theabovepolicies.

Theseoptionsareinadequate.Acceptingonly �rst-party cookies
is agoodstart;mostwebsitesdonot requireclientsto acceptthird-
partycookiesto operatecorrectlyandadvertising companiessuch
asDoubleClickuseadvertisementsandweb bugs[3] in conjunc-
tionwith third-partytrackingcookiestocorrelateusers'webbrows-
ing acrossmultiple sites. However, currentweb browsers' imple-

mentationsof a “�rst-party only” policy fall shortof expectations.
For example,Firefox misclassi�esIFRAME contentas�rst-party,
so advertisersembedadsin IFRAMEs [23] to trick browsersinto
acceptingand sendingtheir otherwisethird-party cookies. Also,
click-trackingservicesandadvertisersuseHTTPredirection[22] to
evadethird-partycookieblockers. Supposewww.xyz.com hires
a click-trackingservicewww.trackyou.com to recordstatistics
aboutits site usage.As a usernavigateswww.xyz.com , sayby
clicking on a link that seemsto point to news articleson www.
xyz.com , the target of the link may actually be somethinglike
www.trackyou.com/redi rect?target=www.xyz.com/
news.html . The user's request�rst visits www.trackyou.
com, enablingwww.trackyou.com to recordthe requestand
thenredirectthebrowserto therealtarget,www.xyz.com/news.
html . However, sincethe �rst request is for www.trackyou.
com, a browser with a �rst-party only cookie policy will allow
www.trackyou.com to seta cookie on theuser's machine. The
dangerhereis that if a third sitewww.abc.com andwww.xyz.
com both usethe sameclick-tracker www.trackyou.com , this
enableswww.abc.com andwww.xyz.com tocolludewith www.
trackyou.com to determine their commonusersandtracktheir
browsing habits. Furthermore,if a userhasan accounton either
www.xyz.com or www.abc.com thatrevealsherrealname,this
enablesboth sitesto associateher browsing history with her real
identity.

Acceptingonly sessioncookiesalsoseemslikeagoodidea,since
it limits theability of websitesto trackusersacrossbrowsingses-
sions.However, blockingall persistentcookiesdeniesuserstheop-
tion of websitepersonalizationandauthenticationwithout logging
in or anothermoreheavyweight solution. In addition, broadband
connectionsandmoreeffectivecomputerpowermanagementmake
it convenientfor usersto leave their computerson and browsers
openfor longertime periods. We anticipatethesefactorswill in-
creasethe length of users' averagebrowsing session. A session
cookieusedoverthecourseof alongbrowsingsession(say, aweek)
couldviolateauser'sprivacy asmuchasapersistentcookie.

Theonlyexistingoptionfor userswhowanta�ne-grainedcookie
policy is for thewebbrowserto prompttheuserfor everydecision.
With this policy, whenthe browserreceivesa cookiefrom a web
sitefoo.com , it opensadialognotifying theuserit hasreceiveda
cookiefrom foo.com , andaskstheuserwhetherit should accept
thecookie,acceptthecookiefor eachsessiononly, or block it. The
dialog alsooffers the option to apply the decisionto every cookie
from thesamedomain.Althoughin theorythismechanismenables
the userto tailor her cookie policy at a �ne level of granularity,
theusabilitycostsaresevere[18]. First, despitetheoption for the
browser to rememberher decisionsfor eachdomain, a userwill
often receive a barrageof theseinterruptive dialogsin a browsing
session.Second,althoughthe dialog informs the userthat a web
siteis trying to setacookie,theuseris givennoinformationonhow
thecookiewill beusedby thewebsiteandmustoftenmakepolicy
decisionsbeforeshehaseven viewed the site's homepage. If a
usermakesa mistake in herpolicy (e.g.,decidingto block cookies
at a site shelater needsauthenticatorcookies to login), shemust
navigateseveralconfusingbrowsermenus(up to threelevelsdeep)
to correcther decision. Also, choosingwhich cookiesto accept
is non-obvious. Shemay know sheneedsto enablecookiesfor a
particulardomainto make it “work”, but shouldsheenablesession
cookiesor persistentcookies?A usermaydiscovershemustenable
cookiesafter shehasalreadytaken a seriesof actionson the web
site. In the worst case,shemustrepeatall theseactionsafter she



makesthenecessarychangesin thebrowsersettingsto correcther
cookiepolicy.

2.3 “This site requirescookies”
Websitesdo little to helpwith thecookiemanagementproblem.

A websitecaneasilydetectwhetheraparticularuser'sbrowserwill
acceptor deny cookiesby usingJavascriptor a seriesof redirects.
Many sitesrequirecookies.If sucha sitedetectstheuseris block-
ing cookies,it will inform theuserthatshemustenablecookiesto
usethesiteandgive theuserinstructionsonhow to enablecookies.
Thedirectionsgivenby many websites,however, instructtheuser
to enablecookiesfor all web sites,including third-partycookies.
Thissortof directive is easyfor sitesto issue,but canhavebig con-
sequencesfor thehaplessuser'sprivacy notonly at thatsitebut ev-
ery onetheuservisits. Naturallynoneof thesenegative effectsare
sufferedby thesitegiving the instructions.Furthermore,few web
sitesgive usersinformationon how thesitemakesuseof cookies.
Without this information, userscannoteasilydecidewhetherthey
shouldacceptcookiesfrom thesite.

2.4 Cookiemanagement:The stateof the art
Previouswork doeslittle to helpusersmake informeddecisions

aboutcookiepolicies. Several Firefox extensions try to make the
userinterfacefor managingcookieslesscumbersome.CookieBut-
ton [8], Cookie Toggle [10], and Permit Cookies[20] add tool-
barsand enablekeyboardshortcutsto help usersquickly change
cookie policies for the currentdomain. Add'n'Edit Cookies[2],
CookieCuller [9], andView Cookies[25] addshortcutsto easily
view anddeletecookiesstoredfor a particulardomain. Although
thesetoolshelpalleviatethedif�culty andannoyanceof navigating
the browsermenus to changecookiepoliciesandview previously
setcookies,theirfocusis still onthelow-level mechanismof cookie
management,whichfew usersunderstandandfewerstill know how
to manipulate.They do not helpusersdecidethecorrectpolicy for
a domain,nor do they casttheproblemin moreintuitive terms. A
muchmorepromisingsystemis Acumen[13], which workson so-
cial recommendationsfor acceptingcookies;usersarenoti�ed how
many otherusersacceptthecookiesin question.This systemdoes
not protectusers'privacy itself, though,asit doescentraldatacol-
lectionof users'choices.It alsodoesnot take into accountusers'
inability to make good choiceswithout information. Sucha sys-
tem,with appropriateanonymization,is complementaryto oursand
couldserveasanotherline of defensebeforeusersareburdened.

ThePlatformfor Privacy Preferences(P3P)Project[24] is apro-
tocoldevelopedby theWorld WideWebConsortiumto helpinform
usersof the privacy guaranteesof the web sites they visit. P3P
envisionsuserscon�guring their webbrowserswith speci�cations
of their privacy requirementswhile sur�ng the web. Then, when
a user visits a web site, that site will senda compactP3Ppolicy
specifyinghow it usespersonalinformation,andthe browserwill
determinewhethertheuser's andsite's policiesarecompatible.If
not, thebrowserwould inform theuser of theincompatibility. P3P
seemsusefulfor helpingusersmake informeddecisionsabouttheir
cookiespolicies,but in practiceP3Phasmany problems[7]. Com-
panieshave beenreluctantto adoptits complicatedprotocolstruc-
ture,policy con�gurationis cumbersomefor users,andthebarrage
of privacy warningsandnoti�cations while webbrowsingbecomes
burdensomeandconfusing.Recently, though,therearemoretools
for writing andunderstandingP3Ppolicies[4, 6, 16], andwe hope
thateitherP3Por someotherprivacy standardemergesto helpus
accuratelygaugeprivacy risks.

Feltenet al. have exploredtechniquesto increaseusers'periph-

eral awarenessof cookiesand improve their ability to make in-
formeddecisionsabout cookiepolicies[18]. TheirCookieWatcher
tool noti�es usersof cookieeventsandgivessomelimited infor-
mationon the risks of acceptingcookies. For example,it noti�es
usersthatathird-partypersistentcookiecouldbeusedto trackusers
acrosssitesandwebbrowsingsessions.AlthoughCookieWatcher
may help usersunderstandthe risks of acceptingcookiesfrom a
website, it doeslittle to helpusersevaluatethebene�tsof accept-
ing a cookie. Likewise, Bugnosis[3] alertsusersto the presence
of “web bugs”—invisible imagesusedfor tracking,sometimesvia
cookies—but doesnothingto mitigatetheir effect.

3. HOW DOPPELGANGER WORKS
If auserwantsto decidewhetheror notaparticularcookieis ben-

e�cial, shemust determinewhetherthe bene�t shereceives from
acceptingthecookieoutweighstheattendantprivacy lossshesuf-
fers. Thus,her ideal cookiepolicy is onethat acceptsonly those
cookiesfor which thecost-bene�tanalysisyieldsa positive result.
Althougheachuservaluesprivacy risksandfunctionalitygainsdif-
ferently, wewantto avoid interruptionwhentheansweris clear.

To thisend,we developedDoppelganger, awebbrowserprivacy
tool to helpeachuserperformthis cost/bene�tanalysisandformu-
lateheridealcookiepolicy. Doppelganger'smaingoalis to identify
usefulcookiesandtheir privacy implicationsautomatically. Dop-
pelgangerrelieson thefollowing principleto identify usefulcook-
ies: if a cookiefrom a domainconferssomebene�t, it shouldbe
evident in the user's experience.If no suchbene�t is found, then
wemayassumethatcookiesfrom thatsitemay beblocked.

Doppelgangerusestwo main techniquesto identify cookiesben-
e�cial to thebrowsingexperience:mirroringanduserinitiatederror
recovery. Network bandwidthandCPU power have beenincreas-
ing rapidly, andwebbrowsingclients often have excessbandwidth
andCPUavailable.We leveragethatsparebandwidthandcomput-
ing power to take a “partial derivative” with respectto the cook-
ies whosebene�t we aretrying to measure.WhenDoppelganger
encountersa domain in the user's browsing sessionfor which it
hasn't determinedacookiepolicy, it mirrorstheuser'swebsession
in a hiddenparallel sessionwhoseonly differenceis the cookies
acceptedandsent. We refer to this hiddenparallelsessionasthe
fork windowsinceit representsa forking of thebrowserstate.Cor-
respondingly, wereferto thecookiesspeculatively usedby thefork
window asfork cookies. We show anoverview of Doppelganger's
architecturein Figure2.

WhenDoppelgangerdetectsa differencebetweenthe mainwin-
dow andfork window, it revealsthefork window andaskstheuser
to comparethetwo. Thebene�t of thefork cookiesis any advanta-
geousservicepresentin thefork window which is not in the user's
main browsing window. To evaluatethe costof thesefork cook-
ies,Doppelgangerprovidestheuseracondensationof thedomain's
P3Ppolicy (if available)anda descriptionof the kind of tracking
enabledby the cookie. Doppelgangerrecordsthe resultandauto-
maticallyusesit for futurecookiepolicy decisionsfor thatdomain.

The secondtechniqueDoppelgangerusesto identify bene�cial
cookiesis userinitiatederror recovery. Theuserinterfacefor this
error recovery is a single button labeledFix Me on the browser
statusbar. Fix Me is a rewind-and-playbackmechanism. Dop-
pelgangermaintainsa log of a user's actionsand browser state
changes,and invokesthe Fix Me mechanismwhenthe userindi-
catesto thesystemthatsomethingis wrong,perhapsdueto aner-
ror messageor missingfunctionality which the mirroring system
missed.Theideais that if a lack of cookieswastheproblem,then



Figure2: An overview of Doppelganger. Doppelgangermirr ors the user'swebsessionin a hidden fork sessionwhoseonly con�gura-
tion differ enceis the cookiesacceptedand sent. When Doppelgangerdetectsa differ encebetweenthe contentsof the main window
and fork window, it revealsthe fork window and asksthe user to compare the two (seeFigure 5). Doppelgangeralsomaintains a log
of the user'sactionsfor error recovery.

we may enablecookiesand replay the user's actions,simulating
what the user's sessionwould have beenif cookieshadbeenen-
abledin the�rst placeenabled.

Doppelgangercanoperatein threedifferentcon�gurationmodes:
high paranoia, mediumparanoia, andlow paranoia. Thesemodes
differ primarily in how Doppelgangerhandlessessioncookies.The
privacy lossof mostsessioncookiesis relatively small, but some
usesof sessioncookiesposehigherprivacy risks (Section2.2). In
low paranoiamode, Doppelgangeracceptsall �rst-party session
cookiesfor all domains,andin mediumandhigh paranoiamodes,
Doppelgangerdeterminesa per-domainpolicy for sessioncookies.
In all modes,Doppelgangerdeterminesaper-domainpolicy for per-
sistentcookies.We discussthesemodesandtheir usability trade-
offs in moredetail in Section3.4.

We implementedDoppelgangerprimarily asa Firefox extension
in about6000lines of Javascriptcode. We alsomadea small (30
line) changeto themainC++sourcecode,whichwehavesubmitted
for inclusioninto themainline.SinceDoppelgangeris implemented
in Javascript,it isportabletoany operatingsystemonwhichFirefox
runs.Theprimaryuserinterfaceis limited to theFix Me buttonon
thebrowsertaskbar. For debugging purposes,weappendeda tabto
theLiveHTTPHeadersextension[17], usedfor watchingHTTPre-
questandresponsetraf�c, thatenabledusto monitorandcon�gure
oursystem.

3.1 An example
BeforediscussingDoppelgangerin detail,we�rst presentamore

elaborateexampleof Doppelgangerin operationwhereauserinter-
actswith a �ctitious websitewww.xyz.com . To illustrateall of
Doppelganger's features,we assumeDoppelgangerhasbeencon-

�gured in highparanoiamode,themostconservativecon�guration.
At the endof the example,Doppelgangerwill have determineda
completecookiepolicy for www.xyz.com .

Supposea uservisits an e-commercesite, www.xyz.com , for
the�rst time. Thedefault policy for themainuserwindow in Dop-
pelgangeris to block all cookies. At the sametime, the hidden
fork window will alsovisit www.xyz.com , but will accept(and
sendback)�rst-party cookiesfrom thesite,with theaim of decid-
ing whether�rst-party sessioncookies from www.xyz.com are
bene�cial. For the next few pageloadson www.xyz.com (de-
tails,Section3.2),Doppelgangermirrorseachuseractionandform
�eld value in the fork window (Section3.5); aftereachpageload,
Doppelgangercomparesthe resultingmain and fork windows for
differences,andalertstheuserif it judgesthemsigni�cant.

Supposethe useraddsan item to her shoppingcart, an action
which requirescookiesto beenabled.The fork window will con-
tain the shoppingcart page,but the main window will remainon
theitem page (a commonfailuremode). Doppelgangerwill detect
the two pagesasdifferent,triggeringa user-choicedialog.1 Dop-
pelgangerdisplaystheprimarywindow andfork window side-by-
side.A dialogbox will give anestimation of theprivacy risk from
switchingto the fork window (thecost)andtheusercanseewhat
additionalfeaturesareofferedon the fork side(thebene�t; in this
casea functioningshoppingcart). The usercanthenchooseone
of threeoptions: switch to the fork side and acceptthe cookies,
staywith the main browserandreject the cookies,or defer judg-
mentandcontinuemirroring. Let us assumethe userchoosesto
switchto thefork window, acceptingthecookies.Sincetheuserin-
dicatedthat�rst partysessioncookiesprovidedsomebene�t, Dop-
1Low andmediumparanoiamodeseliminatethis dialogbox.



(a) In the �rst session,the usermustacceptsessioncookies
to addanitemto hercart,but Doppelgangerdisablesthemby
default. Themirroring processautomaticallydetectsthis and
offerstheuserthechoiceto switchto thefork browser, which
shows thedesiredshoppingcart.

(b) In thesecondsession,Doppelgangeracceptssessioncook-
ies in the main window per the earlier decision. The fork
window alsosendsbackpersistentcookiesto test their ben-
e�t. Doppelganger�nds no differencebetweenthe fork and
main windows, so it assumespersistentcookiesare unnec-
essaryandappendsa rule to block persistentcookiesto the
policy for www.xyz.com .

Figure3: Graphical representationof mirr oring for the examplein Section3.1.

pelgangerrecordsthedecisionto accept�rst-p arty sessioncookies
atwww.xyz.com for futuresessions.

While theuserhasindicatedthat�rst-party sessioncookiesfrom
www.xyz.com havebene�ts,Doppelgangerstill hasn't determined
whether�rst-party persistentcookiesfrom www.xyz.com offer
any bene�ts. However, Doppelgangerwill store�rst-party persis-
tent cookiesfrom www.xyz.com from this sessionin a separate
fork cookiespacefor additionalinvestigation during the next ses-
sion. Now, supposetheuserultimatelydecidesnot to purchasethe
itemyet,andclosesherbrowser.

Duringhernext session,shenavigatesto www.xyz.com again.
Thebrowserhasdeletedthewww.xyz.com sessioncookiesfrom
theprevioussession,andDoppelgangeris keepingthewww.xyz.
com persistentcookiesasidein the fork window's cookie space.
To determineif thosepersistentcookieshave value,Doppelganger
repeatsthe mirroring processagain. This time, the main window
acceptssessioncookiesaspertheearlierdecision,but thefork win-
dow not only acceptsnew sessioncookiesbut alsosendsthe per-
sistentcookiesit receivedbefore.For our example,let ussaythat
thepersistentcookiesdo not enableany additionalfeatures. After
the userhasvisited a few pageson the site, if Doppelganger does
not detectsigni�cant differencesbetweenthefork window andthe
main browsing window, it will decidethat persistentcookiesare
notnecessary. Doppelgangerwill recordthedecisionautomatically
andstopthemirroringwithoutany userinteraction.

Thepersistent cookiesin the fork window will, however, be re-
tained for future error recovery if the user later �nds that some
desiredfeaturedoesnot work. Supposethat the userhadentered
somepersonalizationfeaturesin her�rst browsingsessionatwww.
xyz.com whichaffect thebrowsingexperiencein relatively subtle
waysthatDoppelgangermissed.Theusermaynoticethis problem
after Doppelgangeralreadymadean automaticpolicy decisionto
rejectpersistentcookiesfor www.xyz.com . Doppelganger pro-
videstheFix Me buttononthestatusbarof themainbrowsingwin-
dow to recover from theseerrors. Whenthe userpressesFix Me
while browsingwww.xyz.com , Doppelgangerrewindstheuser's
browsing sessionon www.xyz.com , enablesthe next mostper-
missivecookieacceptancepolicy (in thiscase,accepting�rst-party
persistentcookies),andautomaticallyreplaystheuser's sessionat

Figure 4: An example use of Doppelganger's error recovery
mechanism. Supposeeither Doppelgangeror the user made a
decisionto not acceptcookies at a particular site, but it tur ns
out cookiesare needed to maintain a shoppingcart. If needed,
the user can indicate that cookiesmay be neededby clicking
the Fix Me button; Doppelgangerrewinds to the start of the
sessionat the site, enablescookies,and replays all the user's
actionswithout any further user intervention.

www.xyz.com . The usergetsthe same�nal pageaswhenshe
pressedFix Me, but now with any additionalbene�ts of sending
thewww.xyz.com persistentcookiesreceived in the �rst brows-
ing session.We discussDoppelganger's errorrecovery mechanism
furtherin Section3.3.

3.2 Mirr oring
In this sectionwe discussDoppelganger's mirroring systemin

moredetail. During a user's browsing session,Doppelgangerob-
servesall pageloadsin the main window. When it encountersa
pageload for a domainfor which it hasdoesn't have a complete
policy, it beginsto mirror thesessionin thefork window. Doppel-
gangermirrors the sessionby replicating the user's main window
actionsin the fork window and then looking for differencesbe-
tweenthe two. Mirroring usereventsis non-trivial; we discussit
in depthin Section3.5. In therestof this section,we will describe



(a) Main window (b) Comparisondialog (c) Fork (mirroring)window

Figure 5: A screenshotof the Doppelganger's comparisondialog. When Doppelgangerdetectsa signi�cant differ encebetweenthe
main and fork windows, it prompts the user for a decision.Doppelgangerprovidessomeindication of the differ enceand a measure
of the pri vacy risk fr om acceptingcookies.In this case,Doppelgangerdetectsthe presenceof a personalizationfeatureand alerts the
user to it.

how Doppelgangerformulatescookiespolicies and how it main-
tainstwo separatecookiesspacesfor the fork andmain windows.
Wethenshow how Doppelgangerusesthefork window to makeau-
tomaticdecisionsaffectingthecookiepolicy andexposeadditional
functionalityenabledby cookiesto theuser.

3.2.1 Fork windowcookiepoliciesandcookiename
spaces

Doppelgangerformulatescookiepoliciesbasedon tail domains.
Tail domainsarethelasttwo componentsin thehostnameof URLs
(e.g.,yahoo.com ).2 Doppelgangerappliesthesamecookiepolicy
to all cookiesandpagesmatchingthetail domain.

Doppelgangerenforcesoneof � vepossible�rst-party cookiepoli-
ciesfor eachtail domainD :

Policy SessionCookies PersistentCookies
P?;? ? ?
PS;? accept ?
PS;P accept accept
PS;X accept downgrade
PX ;X deny deny

In the table, “?” meansthat Doppelgangerdoesnot yet know
the correctpolicy for D , and “downgrade”meansthat persistent
cookiesareconvertedto sessioncookies.

Doppelgangercurrently blocks all third-party cookiesbecause
we have not encounteredany siteswherethey provide any bene�t,
althoughit is capableof enforcingthird-party cookie policies on
a per-site basis. If we discover somesitesfor which third-party
cookiesprove bene�cial, we caneasilyenablethat feature.3 Note
that sinceDoppelgangerenforcesper-site policies,enabling third-
partycookiesfor onesitewouldonly allow trackingwith othersites
2Thereis muchdebateover theright wayto decidehow many trail-
ing domainnamecomponentsto use; presentlywe usea simple
heuristic,asdo mostbrowsers,to useanadditionalcomponentfor
internationalTLDs (two lettersuf�x es).
3Sincea site's context canbe out of its control, suchasbeingin-
cludedin aframeby anothersite,anintended�rst-party cookiecan
becomea third-party cookie. It is uncommonfor external docu-
mentsthat arenot advertisementsto be put in frames,and many
sitesdonotwork properlywhenframedin any case.

thatalsohadthird-partycookiesenabled.Thisis in sharpcontrastto
browsers'settings,which have only globalpoliciesfor third-party
cookies.

Thereisanotherproblemrelatedto third-partycookies:themech-
anismFirefox usesto identify third-partycookiesis vulnerableto
IFRAME [23] andredirection[22] tricks. IFRAMEsareentiredoc-
umentsembeddedin HTML pages,andfor variousreasons,Firefox
incorrectlydeterminesthecontext of HTTP requestsgeneratedby
IFRAMEs. For thepurposesof cookiemanagement,Firefox clas-
si�es anIFRAME requestasanindependentrequestfor a top-level
HTML pageratherthanasarequestfor anelementof a largerpage.
Therefore,Firefox classi�escookiesfor IFRAME requestsas�rst-
partyinsteadof third-partywith respectto theenclosingpage.Dop-
pelgangeraddressestheIFRAME problemby morereliably deter-
mining thecontext of anHTTPrequestby matching its tail domain
against that of the topmostpage's URL. We discussthe counter-
measureto redirectiontricks in Section3.2.5.

In order to senddifferent setsof cookiesto the main window
andthe fork window, Doppelgangerpartitionsthecookiespaceto
allow multiple copiesof a cookiewith a speci�c NAME=VALUE
pair andimposedifferentaccesscontrolson them. Doppelganger
achievesthisby implementingnsICookieConsent , anoptional
Firefox interfacedesignedfor deferringcookiepolicy decisionsto
anexternalmodule.Its original intentionwasfor usewith P3P, but
thatfunctionalityhassincebeendisabled.nsICookieConsent
wasdesignedto beappliedto classesof cookiesat once,sincethe
browser's controlsdo not have provisions for individual cookies.
However, Doppelgangermust imposedifferential accesscontrols
accordingto the particular cookie being set and which window
(fork or main)is usingit. Addressingthisproblemrequiredasmall
changeto the interfaceand a small (30 line) changeto the main
C++ sourcecodeto usethisnew interface.

3.2.2 Mirroring in thefork window
WhentheuservisitsadomainD , Doppelgangerchecksitscookie

policy for D . If it hasa completepolicy (i.e., PS;P , PS;X , or
PX ;X ), Doppelgangerdoesno mirroring and simply appliesthe
policy to the main window. SupposeDoppelgangerhasno pol-
icy for D (e.g., it is the user's �rst visit to the domain). Then
thefork window startssendingandreceiving �rst-party cookiesfor
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Figure 6: How Doppelganger determinesa cookiepolicy for a domain during the mirr oring process.When Doppelgangerdetectsa
differ encebetweenthe main and fork windows, it prompts the user to decidewhether the additional featuresare worth the potential
pri vacy risk. Doppelgangermakesan automatic policy decisionif it doesnot detectany differ encesafter max stepspageloads. We
omit someadditional transitions presentin low and medium paranoia modes(seeSection3.4).

thatdomain.Doppelgangermirrorstheuser'sactionsfor aconstant
number(maxsteps) of pageloadsonD andmonitorsthefork win-
dow for differences.If it detectsnodifferenceaftermaxstepspage
loads,Doppelgangerconcludesthat cookiesat D provide no ben-
e�t, stopsmirroring, andsetsthe cookiepolicy for D to deny all
cookies(PX ;X ).

Alternatively, if Doppelgangerdetectsa difference,it prompts
theuserto decidewhethertheadditionalfeaturesareworth thepri-
vacy risk by attemptingto highlight bene�ts and display privacy
risks. For anexamplecomparisonscreenshot,seeFigure5. If the
useranswers“keeporiginal”, Doppelgangerstops mirroring and
setsthe cookiepolicy for D to PX ;X . If “switch to alternate”,it
stopsmirroring andsetsthe cookiepolicy for D to PS;?. Recall
thatPS;? acceptssessioncookies,but hasanundeterminedpolicy
for persistentcookies.Doppelgangerthentransfersthestateof the
fork window to themainwindow to automaticallyprovide theuser
the bene�t of the cookies.For the remainderof the session,Dop-
pelgangeracceptsall �rst-party cookiesfrom D .

Now, supposetheuser closesherbrowser, restartsit thenext day,
andrevisits D . Thepolicy for D is now PS;? andthebrowsermay
have persistentcookiesfrom D from the previous session.Since
Doppelgangerhasnot yet determinedwhetherpersistentcookies
from D arebene�cial, it begins to “fork” on thesecookies. Dop-
pelgangerloadspersistentcookiesfor D from theprevioussession
into the fork cookiespaceandclearsall of D 's cookiesfrom the
main cookie space. Doppelgangerthen proceedsas it was when
forking on sessioncookies,exceptnow, bothwindows acceptses-
sioncookiesinsteadof just thefork window.

Thedifferenceis thefork window mayhavepersistentstatefrom
theprevioussessionwhich positively affectstheuser's experience.
Doppelgangertriesto detectthis. Again,Doppelganger mirrorsthe
user's actions for a constant(maxsteps) numberof pageloadson
D andmonitorsthe fork window for differences.If it detectsno
differenceaftermaxstepspageloads,Doppelgangerconcludesper-
sistentcookiesatD providenobene�t, stopsmirroring,andsetsthe
cookiepolicy for D to blockpersistentcookies(PS;X ). Otherwise,
if it detectsa difference,it promptstheuserfor a decisionwhether
thedifferenceis bene�cial. If theuseranswers“no”, Doppelganger

stopsmirroring andsetsthecookiepolicy for D to PS;X . If “yes”,
it stopsmirroring, setsthecookiepolicy for D to acceptpersistent
cookies(PS;P ), and transfersthe stateof the fork window to the
mainwindow. Wesummarizethemirroring processin Figure6.

Presently, maxstepsis aconstant.Wewantit to besmallenough
that we do not endup effectively acceptingmorecookiesvia the
fork window, but large enoughto seedifferencesdue to cookies.
Large-scaletrials areneededto determinea goodvalue; in testing
wesetmaxstepsto 5.

3.2.3 Differencedetection
Doppelgangermust be able to detectwhen the fork and main

windows signi�cantly differ in functionor personalizationenough
towarrantinterruptingtheuserfor adecision.Doppelgangershould
ignorethings like advertisements,randomizedplacementof news
items,or othersourcesof naturalnondeterminism.In our differ-
encedetectionalgorithm, we must addressa tradeoff: if Doppel-
gangerreportstoo many pagepairsaredifferent, the userwill be
asked to make too many decisions,whereasif the systemfails to
detectmeaningfuldifferences,cookieswill berejectedtoo aggres-
sively andtheusermustdetectproblemsmanuallyandinitiateerror
recovery(Section3.3). In bothcasestheuseris needlesslyinconve-
nienced.At presentwe usea coarsemechanism:we comparepage
titles (to detectobviouserrors)andwe look for thepresenceof the
user's nameor login ID in thefork window (andits absencein the
main window) to detectpersonalization.In addition,if a userac-
tion cannotbereplicatedin thefork window, we assumethepages
aredifferent.A betterheuristicis thesourceof ongoingwork. We
do not consideran error in loadinga pageasa signi�cant differ-
ence;insteadthe mirroring processre-startsat the next pageafter
re-syncingthefork window to themainone.

3.2.4 Exposingthecostof cookies
Evenbene�cial cookiescarryprivacy risks.WhenDoppelganger

detectsa potentialbene�t of acceptingcookiesat a domainD , it
tries to measure andexposethe privacy risks whenit prompts the
userto comparethe fork andmain windows. Onemeasureof the
risk is thetypeof cookiesDoppelgangermustenablefor theuserto



bene�t (i.e, sessionor persistent).We alsoassessrisk by interpret-
ing thedomain's P3Ppolicy, if oneexists;we borrowedsomeP3P
parsingcodefrom [4] for this purpose. Doppelgangerrepresents
theprivacy risk with two bars,onederived from thesite's privacy
policy, and one representingthe risk from the type of cookie al-
lowed.For anexampleof Doppelganger's risk assessmentduring a
comparison,seeFigure5.

3.2.5 Addressingephemeral sitevisits
Doppelgangerusesa slightly different strategy to addressdo-

mainswhich maybevisitedoftenbut never for very long. This sit-
uationarisesin severalsituations:click-trackingandadvertisement
redirecttricks [22] (discussedin Section2.2), certainwebportals,
andsearchengines.Web portalsandsearchenginescontainlinks
to otherdomainsthataretheuser's ultimategoal; in themeantime,
though,the portalsusecookiesto track the user's actions. Also,
shoppingsearchportalsuseredirectsthroughadvertisingtrackers
(e.g., DoubleClick and Dealtime)which set persistentcookiesto
tracktheoffsite links thatusersfollow. All thesecookiesappearto
thebrowseras,technically, �rst-party cookies,but wewantto block
mostof themsincethey confernobene�t.

The risk is that Doppelgangerwill perpetually mirror visits to
thesesites. Sinceuserswill likely neverhavemaxstepsconsecutive
pageloadson thesedomains,Doppelgangerwill never arrive at a
policy decisionfor them.Doppelgangerwould thereforeinvokethe
mirroringprocessoneveryvisit to thesedomainsto try to determine
their cookies'value,in effect enablingcookiesforever. To address
this problem, we maintaina lifetime hit countfor domainswith an
undeterminedcookiepolicy andsetthedomain's cookiepolicy to
PX ;X whenthe hit countexceedsa constant,maxvisits. We are
still determining an optimal valuefor this constant;in testing,we
setmaxvisitsto 8. Theendresultis thata policy decisionis made
for everysiteaftera �nite amountof time.

3.2.6 Logins
Doppelgangeroptimizescookie managementfor siteswherea

userlogsin. WhenDoppelgangerdetectsa userlogginginto a do-
main,it automaticallyenablessessioncookiesfor thatdomain.The
rationalefor thispolicy is thatif auserhasarelationshipwith asite
which requiresa login, thenacceptingsessioncookiesis unlikely
to causeadditionalprivacy loss,andwe wantto avoid unnecessary
userinterruptions.Doppelgangerdetectsloginsby lookingfor form
submissionscontainingusernameandpassword �elds.

3.3 User initiated error recovery
The secondmajor componentof Doppelgangeris user-initiated

automatederrorrecovery. The�rst line of defenseis themirroring
mechanismdescribedabove,but Doppelganger'scomparisonfunc-
tion maybeimprecise,mirroring mayendprematurely, or theuser
maychangehermind regardingthecost/bene�tof cookiesfrom a
domain.Doppelgangerinvokestheerrorrecoverymechanismwhen
theusernoticessomefeatureis not working properly, or whenshe
seesacookie-relatederrormessageDoppelgangerdid notautomat-
ically detect. The userinterfaceis simple: Doppelgangerinstalls
a singlebutton labeledFix Me on the browserstatusbar that the
usercanclick whennecessary. Our techniquesfor error recovery
borrow ideasfrom Recovery-Orientedcomputing;in particular, we
usethe“ThreeR” modelof recoveryintroducedbyBrownet. al [5]:
Rewind, Repair, Replay.

Doppelgangerhandlesrecoverydifferentlydependingwhetherit
is mirroring a sessionor not. If Doppelgangeris mirroring a ses-
sion, it simply usesthe mirroring comparisondialog to show the

userwhat recovery would look like. If Doppelgangeris not cur-
rently mirroring a session,it mustachieve the sameeffect. To do
this, Doppelgangerenablesthe next most permissive cookie pol-
icy setting(asthefork window would have) andreplaystheuser's
sessionat thecurrentsitefrom thebeginningby replaying all user-
initiatedUI events(e.g.,clicks, form submissions).We do not re-
playacrosssiteboundaries.

Of course,strict replayingis not thegoal: we want theresult to
bedifferent(andbetter).Doppelgangermanagesthereplaywith a
statemachinewhich watchespageloadsandsendsuserevents. If
Doppelgangercannotreplayauserevent,anexpectedpagedoesnot
load,or anunexpectedpageloads,Doppelgangerstopsthereplay.
Sinceoneof theseeventsis evidenceof a pagenot presentin the
original sequence,Doppelgangeroptimistically assumesthe prob-
lem is �x ed;sincethedesiredoutcomeis onethatwe have not yet
seen,thereis no way to know if it is thecorrectoneautomatically.
If theproblemhasin factnotbeen�x ed,theusermayclick thebut-
ton again, andDoppelganger will enablethenext mostpermissive
cookiesetting(if possible)andreplayagain. If this, too, fails, then
likely a lackof cookieswasnot thesourceof theproblem.

Thereare two problematiccasesfor replaying. The �rst is the
nonlinearityof many sessions:what if the userhadhit the Back
or Forward buttonsduring the original session?Our currentap-
proachis to replaythosebuttons(but not Reloads)during the re-
play aswell; this seemsto work in practice. Anothercaseis that
of HTTP POSTrequests.Accordingto the speci�cation,GETre-
quests,the mostcommonkind, are to be usedfor idempotent re-
quests,andPOSTrequestsfor non-idempotentoneslike transac-
tions.Althoughwebelievethedangeris low—afterall, if thetrans-
actioncompleted,why would theuserbeinvokingthereplay?—we
do not replaythroughPOSTs. SomesitesabusethePOSTrequest
for idempotentactions,which would block thereplay. This misuse
is bad policy, sinceit makes it dif�cult for usersto go back and
forward, reducesthe effectivenessof proxy servers, and reduces
theeffectivenessof our replaysystemwhile makingtheir usersdo
morework to acceptcookies.OthersmisuseGETrequestsfor non-
idempotentactions,whichis verydangeroussincethebackandfor-
wardbuttonscaneasilyand inadvertentlytrigger theactionagain;
proxy cachingcould alsobreak. In short,therearemany existing
reasonsfor sitesto usePOSTandGETrequestsappropriately, and
if asitedoesmisusePOSTor GET, problemswill probablysurface
regardlessof Doppelganger.

3.4 Higher­pri vacymodes
Always-onInternetconnectionsandmoreeffective power man-

agementhave conspiredto make very long sessionsnot only pos-
siblebut easy. Accordingly, we have implementedmultiple modes
of operation for Doppelganger, characterizedby “paranoialevel”,
which have differentsessioncookiepolicies. Low paranoia mode
alwaysacceptssessioncookies,andis thustheleastintrusive, least
privatemode.High paranoianever acceptssessioncookiesby de-
fault, using the samemirroring-and-recovery tandemon session
cookiesason persistentcookies.It is themostprivacy-preserving,
but mostintrusivemode;remember, though,thatcomparisonsonly
mustbemadewhenthemirroringprocessdetectsadifference.

As acompromisebetweenthetwo, mediumparanoiamodeuses
mirroring,but whena differenceis detected,automaticallyenables
sessioncookieswithout askingtheuser. Sincetheprivacy risksof
sessioncookiesaregenerallylow, thenetbene�t of acceptingthem
is likely positive at a domainwherethemirroring processdetectsa
bene�t, andwe canavoid interruptingtheuserto make a decision.
In addition,mediumparanoiamodeenablessession cookieswhen



Mode SessionCookiePolicy PersistentCookiePolicy Notes

Low paranoia Acceptall Per-domain Requiresleastuserinteraction
Mediumparanoia Per-domain Per-domain AutomaticallyenablessessioncookiesonPOSTor

(neveraskuser) whenadifferenceis detectedduringmirroring
High paranoia Per-domain Per-domain Highestprivacy; requiresthemostuserinteraction

Figure7: Summary of Doppelganger'sdiffer ent pri vacymodes.

a POSTrequestis seen.A mainbene�t of mediumis that it auto-
maticallydeniescookiesfrom tracking siteswhicharevisitedusing
redirection,but never requiresusersto make left-or-right compar-
isonsfor sessioncookies. However, if the mirroring processfails
to detecta usefuldifference,the usermayneedto usetheFix Me
button. We summarizeDoppelganger's differentprivacy modesin
Figure7.

3.5 Replicating individual useractions
In this sectionwe show how Doppelgangerreplicatesthe two

dominanttypesof userinteractionsin webbrowsers:mouseclicks
andform submissions.Doppelgangerreplicatesuseractionsboth
duringmirroring andduringerrorrecovery. In theformercase,we
replicateuseractionsin the fork window immediately asthey oc-
cur; in the latter case,we replaya seriesof actionsfrom the log
into themainwindow. In bothcases,theproximatemechanismof
replicationis thesame,andwe describethealgorithmsin this sec-
tion. By replayingatthelevel of useractionsratherthanpageloads,
relevantJavascriptcodeon thepageis triggeredautomatically.

3.5.1 Mouseclicks
Replicatingclicks turns out to be dif�cult in practicefor two

main reasons: documentelementsdo not have unique IDs, and
thereis a signi�cant amount of nondeterminismin whatresultsare
returnedfor a given URL. This latter problemcanarisefrom nat-
urally changingpages,e.g.,news sitesandsearchengines,but this
problemalsosurfacesin advertisementsandstochasticlink rewrit-
ing for click tracking. The basicclick replicationmechanismin-
volvesthreesteps:(1) recordinformationaboutthe click; (2) try
to �nd the matchingtarget in the fork browser; and (3) sendthe
appropriateclick eventto thetarget.

3.5.1.1 Recording theclick.
Our goal in recordingclicks is to captureenoughinformation

aboutthe click that we canreplicateit, and to recordit in a way
that toleratessmall changesto the document in which it is being
replayed.Our initial algorithmconstructeda pathin theDOM tree
from the documentroot to the clicked elementandtried to recon-
struct this path in the DOM treeof fork window document.This
approachfailed becauseit was too precise;it could not adaptto
smallperturbationsin thedocument. In theend,we useda heuris-
tic re�ned throughexperimentation.

First,whentheuserclicks anelement,we recordsomeidentify-
ing informationabouttheevent:

� TheURL of thepagein which theclick occurred

� If theclick wasin a frame,thetopmostdocument'sURL

� TheHTML tagnameof thetargetof theclick (e.g.,“DIV”)

� Themousecoordinatesof theclick (for imagemaps)

� Theelement'sattributes(e.g,“href”, “id”, “name”)

� Thetext contentwithin theelement

� If it is a form element,informationabouttheenclosingform

� Whichmousebuttontheuserpressed

To bemoreprecise,wedonotalwaysrecordtheimmediatetarget
of theelement;theremaybemany HTML fragmentsof theform

<B>click here</B>

for example,andthe<B> tagis not interestingfor a click perspec-
tive. Instead, we startbacktrackingto the root of thedocumentto
�nd thenearestancestorof thetargetelementwhich initiatessome
action.For example,if theHTML codereads

<A href='/x'>To get $$, <B>click here</B></A>

we would recordthe click on the <A> tag, not the <B> tag. In
general,we stop at elementswhich have an href attribute, an
onclick attribute,or areinput elementsof a form. This reduces
ambiguityconsiderablywhentrying to replicatetheclick.

3.5.1.2 Findinga match in thetargetwindow.
WhenDoppelgangerreplicatesaclick onanelementin thesource

window, a primary challengeis locatingthe analogouselementin
the targetwindow. If thewebwerestatic,eachrequestfor a URL
would yield the sameresponseandthe taskwould be straightfor-
ward. Instead,thereis afair bit of nondeterminismin theresponses.
For example,onnewssites,anew articlemaychangethelocations
of the previous articles. Somesearchenginesrewrite their search
resultslinks to trackwhich onesareclickedmostoften. We there-
fore implementeda “best-match” algorithm,which comparescan-
didateelementsagainsttheinformationrecordedabouttheoriginal
click.

First,wenarrow candidatesto elementswith thesametagname,
e.g.,“A” or “INPUT”. We thenbuild a matchrecordfor eachone,
comparingonseveralcharacteristics:

� Exactmatch(index 0)

� The“id” (1), “href” (2), “name” (3), “type” (4), and“value”
(5) attributes

� Thetext contentof theelement(6)

� Informationaboutelement'sparentform (if any) (7)

Saythecandidateelementis E ; we denotea characteristicof E
by E :c wherec is, e.g.,the valueof the id attribute. Denotethe
log-recordedvalueof c by O:c.

Thenwe make a matchrecordR asfollows: for eachcharacter-
istic c with index i ,

R[i ] =

8
<

:

0 : E :c 6= O:c
1 : E :c = nul l ^ O:c = nul l
2 : E :c = O:c



Thenthebestmatchrecordis selectedby comparingtherecord
valuesin order, i.e.,R i [0] vs. R0

j [0], thenR i [1] vs. R0
j [1], et seq.

Finally, it maybethatthebestpossiblematchis not in factavery
goodmatch. We empirically determineda cutoff in matchscores
andonly considertheelementamatchif it passesthis cutoff.

3.5.1.3 Mirroring theclick.
After wehavecorrectlyidenti�ed theelementin thetargetdocu-

ment,mirroringtheclick is relatively straightforward.Weconstruct
aclick eventobjectanddeploy it to thetargetelement. Wealsopre-
cedeeachclick eventwith afocusevent,asit wouldbeif theuserin
factclicked themouseon it. This stepis importantbecausemany
web pagesuse“onfocus” Javascripthandlersto changethe page
dynamicallywhenanelementis focused.

3.5.2 Forms
In additionto clicks,wemust�ll in webformsin thetargetwin-

dow with thesamedataasin theoriginal. Someof thechallenges
herearesimilar to the click problemabove, in that forms do not
alwayshave uniqueidentifying informationsuchasa “name” at-
tribute. If the“name” attribute is missing,we usetheform's array
index in thedocument.forms array;unlike clickableelements,
it is unusualfor forms to be addedandremoved by chance.The
formelementsvirtually alwayshave“name”propertiesbecausethat
is how their valuesare identi�ed when the form is submitted,so
identifying themwithin a form is easy.

Thereis a moresubtleissuehere,though,becauseforms often
have hidden �elds which aremeantto beuniquefor eachinstance.
Common�elds of thissortaresessionIDs andnoncesfor password
protocols. We do not modify the valuesof hiddenform �elds; in
practicethishasnotbeenaproblemsince theuseris only expected
to �ll in visible �elds anyhow.

We �ll in forms in the target document when replicatingeach
click, not just when the form is submitted. Correspondingly, we
storeall form valuesat the time we recordthe click information.
This is becauseJavascripton thepagemaymodify thepagebased
on the form valuesprior to submission,sometimesevenreloading
thepagein response.

3.5.3 Otherissueswith replicatinguseractions
Onecomplicationwe encounteredin replicatinguseractionsis

the presenceof frames;in the interestof space,a full discussion
is omitted. Themain ideafor handling framesis thatmany of the
above techniquescanbeimplementedrecursively, effectively treat-
ing all theframesasonegiantpage.

Anotherquestionis how preciseto bein recordingandreplicat-
ing useractions. Omitting certainfrequenteventsyields an ef�-
ciency bene�t. So far we have not found it necessaryto replicate
eachkeystroke or mousemovementthe usermakes, althoughin
principle theseareeventsthat thepagecanhandleandrespondto.
Most oftenkeyboardeventsareusedeitherfor scrollingor text en-
try, neitherof which mustbe replicatedat thatgranularity.4 Mouse
movementeventsgenerallyresult in, at most,super�cial changes
to a page, e.g.,a dropdown menuwhenhoveringover anelement.
So long asthemenulinks areaccessiblethrough theDOM for the
page,it doesnot matterif they arevisible or not during replay. If
it becomesnecessary, we caneasilylog andreplaytheseeventsas
well.

4Keyboardshortcuts arebecomingmore common,andwe plan to
recordnon-navigationkeystrokesin thefuture.

Site(s) Purpose/ actions

Yahoo! CheckYahoo!mail, news,TV listings

Net�ix Researchmovie reviews

GMail Checkemail

CNN Readnews

VerizonWireless Researchcell phoneplans

Google,etc. ResearchMP3playerpurchase

Figure8: Summary of browsingsessionfor evaluation.

4. EVALUATION
We evaluatedthe effectivenessof Doppelgangerversusvarious

built-in browsersettingsby performinga scriptof commonbrows-
ing tasks,summarizedin Figure8. In testing,we simulateda user
who is willing to accepta certainamountof privacy lossfor con-
venienceat siteswith whomhehasa relationship(in this case,Ya-
hoo!, Net�ix, andGMail) but is morecautiousat siteswith whom
hehasno relationship(CNN, PCMagazine,Vanns.com,Comput-
erHQ.com,BeachCamera.com).

For eachsetting,we measured(1) the numberof siteswhose
cookieswereaccepted,categorizedby persistenceandcontext, and
(2) theinconveniencessufferedby theuser, includingdialogboxes
and lost functionality. An ideal schemewould incur a low num-
ber of each. The � ve settingswe testedwerefour global settings
(samefor all sites):(1) All cookiesenabled,(2) First-partycookies
only, (3) First-partysessioncookiesonly; (4) Ask theuserwhat to
do for eachcookiethatis sent;and�nally (5) usingDoppelganger.
We measuredthe numberof sitesratherthanthe numbercookies
becausemultiple cookiesof the sametype from the samesite are
equivalentfrom a privacy perspective. We executedeachscriptby
handthreetimesconsecutively for eachsetting,retainingany state
betweenruns.Theideawasto capturetheeffectsof sessioncook-
ies,persistentcookies,and,for Doppelganger, thechangein policy
andbehavior over time. We clearedall cookie-relatedstatebefore
changingsettings.

The accepted-cookieresultsareshown in Figure9, andthe de-
tails of eachsettingandits correspondinguserexperiencearede-
scribedbelow. Two valuesareparticularly interesting.Thenumber
of sitessettingpersistentcookiesis signi�cant becausethey allow
usersto be tracked over many sessions,and the numberof sites
settingthird-partycookiesis perhapsmoresobecausethey let the
userbetrackedacrossmultiplesites.Third-partypersistentcookies
combinetheworstof both.

Therearethreewaysin which theusercanbe“inconvenienced”
duringour script: hecanbeaskedto answera browser's yes-or-no
cookiedialog(seepicture);hecanbeaskeda left-or-right browser
decisionby Doppelganger(seeFigure5); or he canbe forced to
login uponeachvisit to a site wherehe hasan account.This lat-
ter caseoccurswhenhis browsercouldhave accepteda persistent
cookie that would serve asan authenticator, but did not for some
reason.

In thefollowing discussion,we use�gures from thelastsession
of eachsetting,asthatmostcloselyrepresentsasteady-state�gure.

4.1 All cookies
This is the default settingin Firefox, and, perhapspredictably

dueto its permissiveness,led to the acceptanceof the mostcook-



Numberof sitessetting:

Run FP-S FP-P TP-S TP-P Total persistent
cookies cookies cookies cookies (FP-P+ TP-P)

All cookieson (Run1) 9 8 3 13 21
All cookieson (Run2) 8 8 3 16 24
All cookieson (Run3) 8 8 3 16 24
FPonly (Run1) 9 8 1 4 12
FPonly (Run2) 8 8 2 5 13
FPonly (Run3) 8 8 2 7 15
FPsessiononly (Run1) 9 0 9 0 0
FPsessiononly (Run2) 9 0 6 0 0
FPsessiononly (Run3) 9 0 8 0 0
Ask user(Run1) 4 3 0 0 3
Ask user(Run2) 3 3 0 0 3
Ask user(Run3) 3 3 0 0 4
Doppelganger(Run1) 4 0 0 0 0
Doppelganger(Run2) 3 3 0 0 3
Doppelganger(Run3) 3 3 0 0 3

FP= “First party” TP= “Third party” S= “Session”P= “Persistent”

Figure 9: Number of sitessetting cookieswhile performing somecommontasks. A script of commonbrowsing taskswasrun thr ee
timesin successionfor a variety of cookiemanagementpolicies,and wemeasuredthe number of sitessettingvarious kinds of cookies.
“First party” here refersto sitesthat the user intended to visit, and “third-party” refersto all other sites.

ies of any setting: 24 sitessetpersistentcookies,including 16 in
third-partycontext. Virtually every domainwe visitedseta persis-
tentcookie(nonesentonly sessioncookies).Thissuggeststhatany
futurebrowsingsessionswould beextensively tracked.Theadvan-
tageof this permissive policy was that we were never asked any
questionsduringthesession.

4.2 First­party only
Since the dangerof third-party cookieswas recognizedyears

ago,many users disabledthird-partycookiesin their browsers;the
sizeof thisgrouphasforcedsitesto avoid any dependenceonthese
cookies.Thusa�rst-party only settingin thebrowseris, in practice,
a big win over the “allow all” setting. Indeed,we acceptedpersis-
tent cookiesfrom a little more than half as many sitesas in the
default settting.However, thebrowserstill acceptedmany cookies
thateitherdonotconferany bene�t or werenotworthwhile.These
includepersistentcookiesfrom 7 siteswe did not meanto inter-
act with; thesewere acceptedbecauseof redirectionandframing
tricks. Furthermore,therewereunneededcookiesfrom �rst-party
sites—8vs. 3 for Doppelganger—sincewe did not needcookies
from, e.g.,cnn.com . The main advantageof �rst-party only vs.
morerestrictivesettingsis thatwewerenotaskedany questions.

4.3 First­party sessiononly
Thissettingdowngradesall persistentcookiesto sessioncookies

with theaim of eliminatinglong termtracking. It wasstill vulner-
ableto tricks which forcedus to acceptsessioncookiesfrom 6 to
9 sites(it variedacrossruns,becauseadvertisementschange)that
wedid notmeanto interactwith. Thesession-onlyrestrictioncame
with a signi�cant downside: we wereforcedto log in to eachsite
with which we hada relationshipduringevery session,andwould
have hadto do so inde�nitely. All personalizationfeaturesthatdo
not requirea login wouldalsobelost.

4.4 Ask the user
The �nal built-in browser settingwe testedwas one in which

the browserasksthe userwhetherto accepteachcookieasit was
offered.This dialogbox alloweda decisionto apply to all cookies
from thesamesite,andwecheckedthisboxeachtimeto reducethe
numberof dialogs.

An exampleof thedialogbox is shown here:

This settingposessomethingof a dilemma: in principle,we do
not know which cookiesto acceptand which to deny, especially
sincemost of the dialogsappearbeforea site's homepageeven
�nishes loading. Our solutionwasto useDoppelgangerto deter-
minewhichcookieswereusefuland,thus,alwaysanswerquestions
correctly, includingwhento acceptpersistentcookiesandwhento
downgradethemto sessioncookies. While this assumesa some-
whatoracularuser, it helpsputa lowerboundon thedifferencebe-
tweenDoppelgangerandthebest-casescenariofor existingbrowser
settings.

Unsurprisingly, theAsk settingresultedin a dramaticreduction
in the numberof acceptedcookies comparedwith other browser
settings:therewereonly 4 siteswhich setpersistentcookies,and
no third-partycookieswereaccepted.

Therewasno lossof functionalitywith this setting, astherewas
with the “First-partysessiononly” setting,but therewasa signi�-
cantproblem:we were shown 26 dialogboxesduringour session.
Of these,13 weredueto �rst-party sites,and13 dueto third-party
sitesusingvarioustricks. Thesedialogspresentedalmostno infor-



mationto helptheuserdecidewhetherto acceptthecookie,except
for thedomainname.

4.5 Doppelganger
Our last test usedDoppelgangerfor cookie management.Un-

surprisingly, the cookieresultswerevirtually identical to the Ask
policy, sincewe usedinformationgainedby Doppelgangerto an-
swerthebrowser's questionsduringthat trial. The total numberof
persistentcookiesrosefrom Run1 to Run2 becauseDoppelganger
reservesjudgmentonpersistentcookiesuntil it cantesttheiruseful-
nessin a subsequentsession;ultimately, 3 sites' persistentcookies
wereacceptedvs. 4 for theAsk setting.

We did not have to answernearly as many questions using
Doppelgangeras we did with Ask. During the �rst run, there
was a comparisondialog on the netflix.com homepage,be-
causesessioncookieswere required to use the site. This dia-
log doesnot appearin low or medium paranoiamode. An er-
ror messageat verizonwireless.com prompteda click of
the Fix Me button; this solved the problemwithout further effort;
this is not necessaryin low paranoiamode. During the second
run, yahoo.com , netflix.com , and mail.google.com
(Gmail) all hadautomaticlogin featuresif persistentcookieswere
enabled. This resultedin side-by-sidecomparisons,and in each
casewechoseto acceptthecookiein exchangefor theconvenience.
At verizonwireless.com , a persistentcookie remembered
our zip code, promptinga comparison;we chosenot to accepta
persistentcookie,becausewe did not plan to visit the site often.
During the third run, therewereno dialogsat all. Indeed,by that
time,Doppelgangerhadalreadysilentlydecidednottoacceptcook-
ies from cnn.com , pcmag.com , and dealtime.com (a site
throughwhichwewereredirectedeachtimeweclickedonvendors
from pcmag.com ).

It is importantto notethatnoneof thedialogswesaw wouldever
recur;oncea decisionhasbeenmade, it is rememberedfor future
sessions.While thesameis truefor theAsk policy, thetestscriptis
heavily weightedtowardssitesthesimulateduserhasarelationship
with. Thus,new sitestheuserencountersarelikely to beoneswith
which thereis no relationshipor which arevisited lessfrequently,
and thuswherecookiesaremuch lesslikely to have value. This
is signi�cant becausetheAsk policy popsup dialogsregardlessof
cookievalue,while Doppelgangerdoessoonly if cookiesarelikely
to beuseful,andin factshows theuserhowuseful,aswell asrele-
vantprivacy information.Turningontheoptimizationabovewould
make thenumberof Doppelgangerdialogssmallerstill.

5. WEB SITE COUNTERMEASURES
If Doppelgangerbecomeswidely deployed,websitesmight try

to circumvent or fool its mechanismsto storepersistentdataon
users' machines. In this section,we discussvariousapproaches
they might takeandhow thoseapproachesaffectDoppelganger.

5.1 Always requirecookies
A websitemight requireusersto alwaysacceptcookiesby redi-

rectingusersto anerrorpageif it detectscookiesarebeingblocked.
Many sitescurrently do this. However, addressingthis problem
only requiresDoppelgangerto acceptsessioncookiesfrom thesite,
which have limited privacy risks; and if the useris using low or
mediumparanoiamode,Doppelgangerwill do so automatically.
For very privacy-conscioususersin high paranoiamode,Doppel-
gangerwill exposethe sites' cookiesrequirementsfor inspection.
In addition,websitesmight try to requireusersto acceptpersistent

cookiesby requiringanextensive“sign-up” procedureif it doesnot
detectapersistentcookieontheuser'smachine.Thismightencour-
ageusersto acceptpersistentcookiesto avoid repeatingthisproce-
dure on subsequentvisits. However, this approachwould likely
alienateusers;privacy conscioususersmaynot wantto acceptper-
sisentcookiesor might routinely deleteall their cookies,and for
privacy reasons,public kiosksandlibrary terminalsmustdeleteall
cookiesaftereachuser's session.

5.2 Causespuriousdiffer ences
A web site might try to alwayscreatesubtleor inconsequental

differencesbetweenpagesrequestedwith cookies and thosere-
questedwithoutcookiesto frequentlytriggerDoppelganger'scom-
parision dialog. A user who receives excessive comparisondi-
alogsfor a site might becomeannoyed and decideto acceptthe
cookiesto prevent future interruptions,or worse,disableDoppel-
gangerentirely. Doppelganger's currentdifferencedetectional-
gorithm is simple: we compare the pagetitles and look to seeif
theuser's nameor ID is only in the fork browser. Developingso-
phisticatedandrobust differencedetectionis importantfuture re-
searchfor Doppelganger, andweseetwo promisingdirections.One
approachis comparepagesstructurallyby examining their DOM
trees. This is basedon the assumptionthat substantive changes
oftenresultin theadditionor removal of wholepageelements.An-
othercomplementaryapproachis a visual comparison,comparing
screencapturesof the fork andmain windows. Both of theseap-
proachesrequire�ltering advertisementsandothersourcesof ran-
domnessbeforecomparison.

5.3 Other persistentobjects
If a web site detectsits persistentcookiesarebeingblocked, it

mightresorttostoringotherpersistentobjectsontheuser'smachine
(e.g.,�ash objects,images, Javascript)andretrieving theseobjects
in subsequentsessions.To fully addressprivacy with respectto
persistentweb objects,Doppelgangermustapply its cookiepolicy
for a domainto manageothercachedobjects from thatdomainas
well. However, theremay be well-intentionedsitesthat don't use
cookiesatall, but cachewebobjectsonusers'machinesto improve
performance.Fully understandingtheeffectof thisapproachonthe
user'swebbrowsingexperiencerequires furtherstudy.

6. FUTURE WORK
Currently, Doppelgangeronly hasmechanismsto incrementally

relax cookiepolicies,but not make themmore restrictive. Users
maylaterchangetheirmindsaboutthecost/bene�ttradeoff for cer-
tain domainsandwant to make their cookiepoliciesfor thosedo-
mainsmorerestrictive. Exploringusablemechanismsfor “tighten-
ing” thecookiepolicy is anareafor futureexploration.

Comprehensiveuserstudiesareneededto understand theusabil-
ity of Doppelganger's mirroring and automated recovery mecha-
nisms. We have recentlyconducteda controlleduserstudyto ex-
aminetheusabilityandperformanceof Doppelgangerandplan to
publishtheresultsin thenearfuture.

7. CONCLUSION
We introducedDoppelganger, a novel systemfor creatingand

enforcing�ne-grained, privacy preservingcookiepolicies in web
browserswith low manualeffort. We showed how Doppelganger
automaticallyidenti�es cookieswhichprovideusersadditionalfunc-
tionality andexposesthecostsandbene�tsof acceptingthosecook-
ies. As with mostmarkets,morecompleteinformationhasthepo-



tential to leadto moreef�cient outcomes.In this case,thatmeans
thatuserswill beableto selectthosesitesthatoffer bene�ts com-
mensuratewith theusers'privacy lossoversiteswith lessfavorable
exchanges.Indeed,sincesubjective feelingsof trust in usersoften
induceusersto acceptmoreprivacy costs,stepsby sitesto increase
transparency—suchas publishinga useful privacy policy—-may
actually increasethe amountof usablepersonalinformation they
obtain. In short,we believe that systemslike the onewe describe
herecanleadto betterincentivesfor bothparties.Thus,while our
work herecertainlydoesnotexposeall costsandbene�ts,andonly
dealswith oneaspectof onlineprivacy (viz. tracking), we believe
thatit representsameaningfulstepforwarddown theright path.
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