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Abstract

We provide a largely automatedsystemfor verifying Clark-
WiIson interprocessinformation- ow integrity. Information- ow
integrity propertiesare essentiato isolatetrustedprocesse$rom
untrustedones,but systemmiscon guration can easily createin-
secue dependenced-or example an untrusteduserprocessnay
be ableto write to sshd _config via a cron script. A usefulno-
tion of integrity is the Clark-Wilson integrity model[7], which al-
lows trustedprocesseso acceptnecessaryntrustedinputs(e.g.,
networkdata or print jobs) via ltering interfacesthat sanitize
the data. However, Clark-Wison has the requirementthat pro-
gramsundego formal semantioveri cation; in practice thiskind
of burden has meantthat no information- ow integrity property
is veri ed on mostwidely-usedsystems\e de ne a wealer ver
sionof Clark-WIsonintegrity, called CWLite, which hasthesame
interprocessnformation- ow guaranteeshut which requiresless

Itering, only small changesto existing applications,and which
we canched usingautomatedools. We modifythe SELinuxuser
library and kernel modulein order to supportCWLite integrity
veri cation and develop new softwae tools to aid developes in

nding and enabling ltering interfaces. Using our toolset,we
foundand xed several integrity-violating con guration errors in
thedefaultSELinuxpoliciesfor OpenSSHndvsftpd.

1 Intr oduction
1.1 Motivation and Goals

While operatingsystemsprovide isolationthroughsepa-
ratememoryspacesprocessestill interactvia les, pipes,
network connections,sharedmemory and other mecha-
nisms. We saythatthereis aninformation ow betweena
procesA andaprocessB if A canwrite to someresource
(e.g.,a le or pipe)onwhich B depends(We do not con-
siderside-channehttacksin this paper) The information-
“owintegrity veri®cationproblemis to prove thatasecurity-
critical, or highintegrity, processloesnot dependcninfor-
mation o ws from untrustedpr low integrity, processes.
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Let us consideran example. If an untrusteduser
can write to the trusted OpenSSH con guration le,
sshd _config , thatis a violation of information- ow in-
tegrity and a clear securitybreach. Transitve o ws must
alsobe checled: if anuntrustedusercanrun acron job
that writes sshd _config , thereis obviously still anin-
tegrity violation. Merely setting le permissionsloesnot
prevent attacksthat operatevia, say pipesor sharednem-
ory: we mustconsiderall kinds of inputs. In general,if
atrustedprogramdependsn untrustednputs,an attacler
may be ableto gain escalategrivilege or compromisethe
system. To maintaininformation- ow integrity, a system
mustbeproperlycon®gued i.e., its setof permissiongnust
besuchthatillegal o wsfrom untrustegprocesseto trusted
onesare not possible. Suchis the approachtaken by the
Biba[2] model,wherethetrustedprocesss saidto depend
on a resourcemerely by readingit. Thatis, no untrusted
inputswereallowedto trustedprocesses.

This pictureis complicatedby thefactthatmary trusted
processesnust acceptsome untrustedinput to function.
We say that eachopen() call (or equvalent, such as
connect() oraccept ) intheprogramconstitutesanin-
put interface or simply an interface Network daemons
must acceptsomeinput, suchas HTTP requestsor ses-
sionlogins, from the network. Inputto network interfaces
may becontrolledby anattacler. Theprogramsunningon
systemmustperformsanitizationor ®ltering of inputsthat
comefrom untrustedsources By using®ltering interfaces
theprogramcanreadfrom anuntrustedesourcewhile con-
trolling the extentto which it depend®n thatresource.

In short,information- ow integrity requiresa combina-
tion of two elements:(1) propercon guration, which en-
sureghatinputsthataprogramtrusts(likecon g les) can-
not be written by untrustedusers,and (2) Itering code,
which ensuresthat inputs that a programdoesnot trust
(like network input) are checled for well-formednessand
application-speci aestrictions Withouttheability to com-
municatewith trustedprocessegxceptby very narrov in-
terfaces,untrustedusers'attackoptions,andthereforepo-
tentialexploits, arelimited.



The Clark-Wilson integrity model [7] covers both as-
pectsandis a good match for currenttrustedprocesses,
requiring that all of processesinputs be Itered or san-
itized. However, Clark-Wlison is, like Biba, relatively
hearyweight, requiring formal veri cation for programs.
Theseandotherintegrity modelsweredevelopedat a time
when deep, completeprogramanalysisfor security was
thoughtto becomingin the nearfuture. Thatvision hasnot
beenrealizedand,asa result,mostsystemsn widespread
useoperatewithout ary kind of information- ow integrity
veri cation: this long-identi ed problemis not solved in
practice.

Our goal in this paperis to changethat; to do so, we
de ne a lighterweight versionof Clark-Wison integrity,
which we term CWLite, that retainsthe sameinterpro-
cessdependeng semanticdut omits the requirementhat
programsundego full formal veri cation. We thenshav
how a combinationof new and existing tools allows prac-
tical veri cation of CW-Lite. Thesetools addressoth as-
pectsof integrity veri cation: they help administratordo
nd and x con gurationerrors,andapplicationdevelopers
to nd andannotateinterfacesthat requireinput sanitiza-
tion. Verifying CW-Lite is largely automated:administra-
tors mustonly make manualdecisionsvhenviolationsare
found, and developersmustonly annotateuntrustedinput
interfaces,which areidenti ed with our tools, with a sim-
ple macro. Naturally, developersmustimplement Itering
codeon theseinterfacesin ary case;the annotationsenes
to allow staticveri cation of CW-Lite.

Ratherthan have a tool that simply saysthat a system
hasviolations,we have tried wherepossibleto make resolv-
ing the problemseasieraswell. We demonstrat¢he effec-
tivenessof our tools—andthus, the feasibility of achies-
ing Clark-Wlson-style information- ow guarantees—by
applyingthemto privilege-separate@penSSHwhich in-
teractswith mary systemobjects,and hasthe challenge
of containingtrustedanduntrusteccomponentsvithin one
application. We also analyzevsftpd to illustrate the gen-
eral applicability of our approach.We found several secu-
rity policy con guration errorsthat permittedunnecessary
possiblyinsecure o ws. We also determinedthat certain
otherprogramssuchasrlogind  andxdm, causednse-
cure ows, and shouldnot be run on systemsthat desire
information- ow integrity guarantees.Indeed,one of the
bene ts of checkinginformation o ws on a systemis that
it makesthe formerly implicit TCB of the systemexplicit,
andhighlightsprogramsavhosepresencen the systemcan
causeinsecure o ws. Although not every insecureinfor-
mation o w leadsto anexploitablehole, by eliminatingall
such o ws, we eliminateall relatedexploits aswell.

1.2 Contributions

In this work, we male thefollowing contritutions:

We develop an information- ow integrity property
CW-Lite, which capturegheinterprocesslependengc
semanticof Clark-Wilson integrity, but is veri able

onrealsystemausingtoolsandonly a modestamount
of manualeffort;

We developa suiteof toolsaswell asmodi cationsto
SELinuxto supportCW-Lite enforcement;

We apply our approachto OpenSSHand vsftpd, and
nd severalintegrity-violating permissionsn their de-
fault SELinuxpolicies;

In short,we have demonstrate@racticalveri cation of
Clark-Wilsoninterprocessnformation- ow integrity.

1.3 Roadmap

Section2 containsa high-level overview of the CW-Lite
modelandits veri cation process.In Section3, we de ne
CW-Lite formally, startingwith the Clark-Wilson model
and wealening certainrequirements.Section4 describes
our systemmodi cations andthe algorithmusedto verify
the CW-Lite of a trustedapplication. In Section5 we ap-
ply our approachto OpenSSHand vsftpd on Linux with
SELinux, describinghow we usedour toolsto (1) identify
Itering interfacesnecessaryo handlelow integrity inputs;
and (2) resole potentially harmful information o ws that
would notbe Itered. We discusgelatedwork in Section6
andsummarizeour ndings andfuturework in Section?.

2 Overview of CW-Lite and its Veri cation

Therearetwo motivating obsenationsbehindCW-Lite.
The rst is thatbecause¢he Clark-Wilson modelcontainsa
formal veri cation requiremenin additionto aninterpro-
cessdata ow model, it has proven too hearyweight for
widespreadise.However, thetwo goalsareseparableand
we may pro tably try to solve thelattergoalindependently
Thesecondbsenrationis thatClark-Wilson requireslter -
ing of all interfacesbut mosttrustedprogramsonly needto
openuntrustednterfacesat a smallnumberof locations.

The rst obsenationled usto focusour work hereon a
concretesolutionto the rst Clark-Wilsongoal: securingn-
terprocessnformation o wsin anapplication-independent
way. Accordingly CW-Lite duplicatesthe interprocess
information- ow semanticof Clark-Wilson. Full formal
veri cation of the programsthemselesis a separateand
dif cult problem;also,verifying semantiacorrectnesss an



application-speci ctask. Obviously this kind of veri ca-
tion is very usefulandcanprevent otherkinds of integrity
compromisege.g., thoseresultingfrom buffer over ows),
but we believe that separatinghe two problemswill allow
simpler more e xible solutionsto each.

Verifying CW-Lite meansensuringthatnoun Itered in-
formation o ws exist from untrustedprocesseso trusted
ones. To do this, we must rst identify all possibleinter
processnformation o ws. We do soby usinga mandatory
access-contrdMA C) systemthatinterposesccesshecks
onall interprocesso ws; with a ne-grainedMAC, we can
make meaningfulstatementaboutwhich o wsareandare
notpossible.n this paperwe usethe SELinux[23] module
for Linux, a ne-grainedMAC systenfor Linux thatimple-
mentsRole-Based\ccessControlwith Type Enforcement.
SELinuxis now a standardpartof FedoraCoreLinux and
is beingintegratedinto mary otherLinux distributions.

Our secondobsenation led us to extendthe MAC sys-
tem, so developerswould not have to lter on trustedin-
puts. In orderto enforceleastprivilege for both trusted
(non- ltering) interfacesanduntrusted  Itering) interfaces
in oneprocessthe MAC mustdistinguishbetweerthe two
kinds of interfaces,allowing only trusted o ws to trusted
interfacesbut allowing additional,untrusted,inputsto the
others. By modifying SELinux to associatdwo security
contets, or subjecttypes with eachprocessnsteadof one,
we canallow only inputsfrom trustedprocesseby default,
while enablinga specialcontet, a®ltering subjecttype for
Itering interfacesthatallows necessarkinds of untrusted
inputsaswell. Thisseparatiomeducesheburdenonthede-
veloperrelative to Clark-Wilson by requiring Itering only
of untrustedinputs, which they mustdo in ary case. The
only requirementarethatdeveloperannotateltering inter
faceswith a simplemacroand put relevant permissionsn
the Itering subjecttype. To facilitatethis processye also
developeda tool that enablesdevelopersto identify which
inputsshouldbeannotateditering interfacespasednthe
extra permissionghey need. Thesesmall changedo the
developmentprocesandSELinuxarealsowhatenableau-
tomaticveri cation by administrator®n endsystems.

Now that we have isolatedthe trustedinterfacesinto a
separatesubjecttype, we needa way for administratorgo
detectillegal owsto it from untrustedsourcesij.e., verify
the CW-Lite propertyon their systems.In previous work,
we developedthe Gokyo tool [14, 15|, which can deter
mine information o ws from an SELinux policy by look-
ing atread-typeandwrite-typepermissionsthen ag illegal
oneswhensuppliedwith thesystem$ TCB (assumingther
kinds of processeareuntrusted).We leverageGokyo here
by having it ignore o ws to the ltering subjecttype for
thetargetapplication reportinginformation- ow violations
only for thebasesubjecttype.

3 CW-Lite

In this section,we statethe CW-Lite model more for-
mally. As we notedpreviously, CW-Lite is awealenedver
sion of the Clark-WIson [7] integrity model, but the focus
is on controllinginterprocesinformation o ws, ratherthan
formal veri cation of the programshemseles(whichis a
separateimportantproblem). In particular we do not dis-
cussthe application-speci ctaskof verifying the semantic
correctnes®f ltering interfacesin this paper Thatis, we
seekto provide assurancehat Itering codehasnot been
omitted, but not assurancef that codes semanticcorrect-
ness.

3.1 BasiclInformation-Flow Integrity

In basicinformation- ow integrity models,dependence
on low integrity datais de ned in terms of information
o ws. Suchmodelsrequirethatno low integrity informa-
tion o ws maybeinputto ahigh integrity subject.

We startwith a de nition of information o w basedon
two standardoperators,modify and observewhere: (1)
mod(s; 0) is the modify operatorwherea subject(e.g., a
proces®r user)with subjectabels writesto anobject(e.g.,
a le or soclet) with objectlabelo and(2) obgs; 0) is the
obsenre operatorwherea subjectof subjectlabel s reads
from anentity of objectlabelo. We useS to referto theset
of all subjects.

De nition 1 (Basicinformation o w) f low(s1;s2) spec-
i®esthatinformation owsfromsubjectsl to subjects2.

f low(sl;s2) := 90 : mod(sl; o) * obgs2;0)

Next, the operatorint (x) de nestheintegrity level of x
whereit may be eithera subjector an object. In informa-
tion o w integrity models,integrity levels arerelatedby a
lattice[8] whereint (x) > int (y) meanghaty maydepend
on x, but not vice versa.For our purposesthis meanghat
trustedprocessemay not depencdbn untrustednes.

De nition 2 (Biba integrity) Biba integrity [2] is pre-
servedfor a subjects if (1) all high integrity objectsmeet
integrity requirementsnitially and(2) all information ows
to s befromsubjectof equalor higherintegrity:

8si 2 S;flow(si;s)) (int(s)) int(s)):
Some information- ow basedintegrity models, such

as LOMAC [12], operatedifferently but have the same
information- ow integrity semanticasBiba.



A note on transitivity. We note that while information
o w is transitive in general,only intransitive information
o ws needto be examinedto detecta Biba integrity vio-

lation. SupposehatA andB areuntrustedandX andY

aretrusted. If we have a transitive information o w from

Al B! X! Y,onlythe owfromB toX isneededo

triggera Biba integrity violation, i.e., thereis alwayssome
o w that crossedoundarybetweenuntrustedand trusted.
It doesnot impact Biba integrity further that information
can ow from A to B. While we nd Bibatoo restrictve,
we wantto presere the needonly to check o ws indepen-
dently,

3.2 Clark-W ilson Integrity

The Clark-Wilson integrity model[7] providesa differ-
ent view of dependence.Security-criticalprocessesnay
acceptiow integrity information o ws (unconstaineddata
itemsor UDISs), but the programmusteitherdiscardor up-
gradeall thelow integrity datafrom all inputinterfaces.The
key to eliminating dependenc®n low integrity informa-
tion o wsis the presencef ®ltering interfacesthatimple-
mentthediscardingor upgradingof low integrity data.The
Clark-Wilson integrity model doesnot distinguishamong
programinterfaces, but treatsthe entire security-critical
programasa highly assurelack box. As aresult,all in-
terfacesmustbe ltering interfaces.

In theoriginal Clark-Wilsonmodel trustedprocesseare
known astransformatiorprocedues(TPs) typically oper
ateon CDIs (trustedinputs),but mayalsoacceptUDIs if it
is assuredo Iter all its inputs. Thus,our notion of trusted
applicationamapscloselyto Clark-Wilson's transformation
proceduresClark-Wilson alsode ned specialtrustedpro-
cessescalledintegrity veri®cation procedues (IVPs), that
checkthe integrity of CDIs by performingappropriaten-
tegrity checkson eachdataitem. Theseare usedto estab-
lish systemwidéntegrity atthestartof operationwe donot
speci cally considersuchprogramsn our model.

We now de ne information ow in termsof a connec-
tion betweensubjectlabels and their programinterfaces.
For this we needa more preciseobsoperator:obgs; | ; 0)
meanshatthe subjects readsan objectof type o oninter-
facel . An interfacefor asubjectis adistinctinputinforma-
tion channel,andis createdby, e.g.,a particularopen()
call in aprogram.

De nition 3 (Interface information ow) f low(s;;s;!)
speci®eghat information owsfromsubjects to subjects
throughaninterfacel in a programrunningassubjects.

flow(si;s;1) := mod(si;0) * obgs;!;0)

We alsode ne the predicatef il ter (s; 1) to meanthata
subjects lIters or sanitizesnputon aninterfacel .
We arenow readyto statethe Clark-Wilson property

De nition 4 (Clark-W ilson integrity) Clark-Wison in-
tegrity is preservedor a subjects if (1) all high integrity
objectsmeetintegrity requirementsnitially; (2) thebehav-
ior of the programsof subjectS are assuedto be correct;
and (3) all interfaces®lter (i.e., upgrade or discad) low
integrity information ows:

8si 2 S;flow(si;s;l)) filter(s;l):

While the Clark-Wilson modeldoesnotrequireseparate
multi-level secureprocessefor upgradingasdoesBiba, it
requiresa signi cant assuranceffort. An importantpoint
to noteis thatsincea Clark-Wilson applicationprogrammer
doesnot know the systems information o ws in adwance,
all interfacesmustbe assuredo be Itering interfaces. In
practice,often only a small numberof interfacesactually
needto capableof Itering in the contect of areal system.
Thissetcanbederivedfrom analyzingthe systems security
policy; thatis, by using systemknowledgein application
development(sincethe developercanshipa securitypolicy
with the application),we canreducethe Itering burdenon
the developer We usethis obsenrationin developing CW-
Lite.

3.3 CW-Lite

De nition 5(CW-Lite) CWtLite is preservedor a subject
s if: (1) all high integrity objectsmeetintegrity require-
mentsinitially; (2) all trustedcodeis identi®able as high
integrity (e.g., from its hashvalue as for NGSCBJ[11]);
and (3) all information owsare from subjectsof equalor
higherintegrity unlessthey are ®ltered:

flow(si;s;1) ™ : filter(s;l)!

(int(sj) int(s))

That is, CW-Lite requiresthat the applications infor-
mation o ws eitheradhereto classicalintegrity or thatun-
trusted(low-integrity) inputsarehandledoy a Itering inter
face. Note thatthis provides equivalentintegrity to Clark-
Wilson, sincethe only o ws not being Itered comefrom
trustedsources Recallthat CW-Lite alsodoesnot provide
for formal veri cation of ltering interfaces;it simply re-
quiresthe developerto mark themassuchso they canbe
handledcorrectlyby the MAC system.

4 Developing CW-Lite-Compliant Systems

In this section,we tacklethe CW-Lite tasksimplied by
the previous section. Recallthat the CW-Lite propertyis
onethatis veri ed for a particulartarget applicationrun-
ning on a particularsystem. Application developersmust
enableveri cation with smallchangeso theirprogramsand
securitypolicies, while the administratorgerformthe ac-
tual veri cation on their systems.(SeeFiguresl and?2 for



Choose a TCB

Identify filtering interfaces (one time for all apps)

(may use settraceonerror())

l A 4
Run Gokyo on app security
policy (from developer)

Add DO_FILTER() annotation
to filtering interfaces

v

Ad(d filtering subject type
to default security policy;
policy ships with application

Config

Done
Errors?

Figure 1. Application developer tasks re-
quired to enable CW-Lite veri cation. Fil-
tering interfaces are those that accept in-
puts from untrusted sources, and must
sanitiz e, or ®lter the input. An interface
is marked by a distinct call to open() ,
accept() ,or other call that enables data
input. The DQFILTER() annotation on
an interface tells the access-contr ol sys- CW-Lite for a particular trusted applica-
tem to grant additional permissions al- tion, she runs Gokyo on its security pol-
lowed by the ltering subject type to that icy. If no errors are reported, CW-Lite
interface . The default subject type, used integrity is veried. |If it reports an illegal

on all other input interfaces, only allows o ws, the offending permissions must be
inputs from the the system TCB. removed, or the TCB expanded to include

the sour ce of the illegal o ws.

Fix Errors: remove perms
or increase TCB

Figure 2. System Administrator tasks re-
quired to verify CW-Lite. The system ad-
ministrator decides on a system TCB ini-
tially. Then, when she wants to verify

Sinceapplicationdevelopersshouldbe sanitizingtheir un-
term TCB (trustedcomputingbase)to indicate the set of trustedinputsaryway, this represent®nly a smallamount
subjectghatmustbetrustedon the systemin orderto trust of additionalwork to enablesystem-lgel integrity veri ca-
thesetof tamgetapplicationge.g.,sshd , Apache bind). tion.

An applicationdevelopermust: A systemadministratomust:

o wchartsof thesetasks.) For our discussionwe usethe

Onetime only, choosea systemTCB. (A TCB may
be choserperapplicationfor a multilevel trustmodel,
but this is not necessarpr common.In this scenario,
eachtargetappwould be associatedvith only the set
of subjectonwhichit dependedndependenstf other
applications.)

1. Assumingsome TCB and applicationcon guration,
identify untrustedinputs to the programand imple-
ment ltering interfacesfor each. This may be done
usingthe processn Section4.4.

2. Annotatethoseinterfaceswith theDOFILTER() an-
notation. Theseannotationsare usedby the access

controlsystemasdescribedn Sectiond. 2. Runthe securitypolicy analysistool for thetargetap-

plicationasdescribedn Section4.3.

3. (Possibly in conjunction with a distribution main-
tainer:) Constructa default securitypolicy for the ap-
plication that hastwo subjecttypes: the default only
allows inputsfrom the TCB, andtheother for Itering
interfacesallows requiredtypesof untrustednputsas
well.

If nointegrity-violating permissionaredetectedthen
skip thenext step.

Classify eachintegrity-violating permissionfound by
thetool to decidehow to remove theillegal ow. See
Section4.5for detailson how to dorthis.



Notethatverifying the CW-Lite propertyis doneautomat-
ically using Gokyo; it is only resolutionof problemsthat
requiresmanualintervention. In addition,our approactal-
lows eachsysadminto decidewhich applicationstrust on
hersystem.Shecanevaluatetherisk of runningaparticular
applicationin termsof whatmustbetrustedin orderto run
it.

In theremaindenof thissectionwewill rst describehe
SELinux accesgontrol system,thenshov hov we modi-
ed SELinuxto support ltering interfacesand,therefore,
CW-Lite veri cation. We continueby addressinghedevel-
operandsysadmirtasksabove,includingperformingpolicy
analysisand nding lItering interfaces.

4.1 SELinux

The SELinux module [23] is a Linux Security Mod-
ule (LSM) [26] that provides ne-grained, comprehen-
sive MAC enforcement. It ships standardwith Fedora
Linux, amongothers,andit is quickly becomingstandard
to include attendantSELinux policies with applications.
SELinux implementsan extendedform of Type Enforce-
ment(TE) [4] with domaintransitionsthatenablesxpres-
sion of policiescovering over 30 differentkinds of objects
with about 10 operationseach. SELinux is comprehen-
sive becausét aimsto control all programs'accesseso
all security-releant systemobjects. In this paper we do
not examineverifying thatthe SELinux/LSMimplementa-
tion is a correctreferencemonitor Previous work veri ed
the LSM referencemonitorinterface[27], but verifying the
correctnes®f the SELinux implementationpropertiesre-
mains.

Key notionsin SELinux arethoseof subjecttypesand
objecttypes A process'security contet is determined
by its subjecttype, muchasthe securitycontet of an or-
dinary UNIX processis determinedby its effective UID.
Likewise,non-procesgbjectslike les areassociatedvith
an object type. Permissionsare attachedto a subject
typein policy les; if an Apacheprocesshasthe subject
type apache _t, andits con guration le hasobjecttype
apache _config _t,wemightsaysomethindike

allow apache_t
{stat read}

apache_config_t:file

to allow Apacheto callstat()  onor readfrom its con g-
uration le. SELinuxdoesnotincludea “deny” operation;
all permissionsredeniedby default.
Althoughthereareseveralaccessontrolconceptsn the
SELinuxpolicy modelbesidesllow permissiondy sub-
jectson objects,only one otheris relevantto information
ow. Therelabel operation enableasubjectto change

1A subjectneedsthe relabelfom and relabeltopermissiongo imple-
mentarelabel.

the objectlabelof anobject. This enablesnformation o w
from the old objectlabelto thenew one.

While it allows usgreatcontroland e xibility, such ne-
grained, comprehensi control resultsin very large and
complex accesscontrol policies. Frank Mayer describes
the SELinux policy modelasan “assembletdevel” policy.
In the August19, 2004 releasethe default build resultsin
a 500 KB compiledpolicy le. Thereareover 5,000per
missionassignmentallow) rulesin the policy itself (in the

le policy.conf). Notethatthis policy containgustthebase
subjectsthecompletepolicy, includingpoliciesfor all ship-
ping applicationsis abouttentimesgreatelin size.As are-
sult, understandinghe higherlevel propertieshata policy
implies,suchasinformation o w, cannotboedonemanually

4.2 Supporting ®ltering interfaces in the MAC
Policy

SELinux cannotdistinguishamonginput interfacesin a
single process.Someinterfacesmay only have to process
highintegrity data,suchastheinterfacethatreadsacon g-
uration le. Othershave to be ableto validateandupgrade
certaintypesof low-integrity datasuchas network input:
theseare ltering interfaces.ln orderto supportltering in-
terfaces(andthereforeto checkCW-Lite), we modi ed the
SELinux userspacelibrary and kernelmoduleto support
two subjecttypesper processnsteadof one. The default
subjectypeis usedfor ordinaryoperatiorandallowsinputs
only from subjectsn theapplications TCB; thisis enforced
by the Gokyo policy analysisn Sectior4.3. Thenew ®lter-
ing subjecttype with additional permissionsjs usedfor
interfaceswith theappropriateDQFILTER() sourcecode
annotation.

DO_FILTER(interface creation code) :=
use_filtering_subject_type();
interface creation code

use_default_subject_type();

The annotationsenes asa contractwith the programmer
who stipulateghatinput from the interfaceis Itered. Our
macro-like approachs deliberateto discourageunninga
large amountof codewith higherprivilege. Typically, only

a single open() -type call requiresthe permissions. An

exampleof therequiredchangego the programandthe se-
curity policy for ltering interfacess givenin Figure4.2.

Notethattheaccept() systemcallis still constrained
by the MAC policy for the Itering subjecttype. For exam-
ple,the ltering subjectypepermissiongor theapplication
might allow acceptingconnectiongrom onenetwork card,
but notanother



Before

SourceCode
conn = accept()
/I accept()
get _http _request _sanitized(conn)

Security Policy (default DENY)

fails 1

After

SourceCode

DQFILTER( conn = accept() )
accept()
get _http _request

succeeds
_sanitized(conn)

Security Policy (default DENY)

Apache:  ALLOWread httpd.conf Apache:  ALLOWTread httpd.conf
/I Problem: network 62 TCB! /I network officially 62TCB
Apache:  ALLOWaccept Apache-filter: ALLOW accept

Figure 3. Supporting Itering interfaces. Initiall y, the program above is not allowed to accept network
input, because the network is not in the TCB. In order to accept such input, the sour ce code must Iter

it and the programmer must supply an annotation indicating that the interface is Itered.
polic y must be modi ed to allow the network input only for the Itering

Then the
interface . The DQFILTER()

macr o tells the MAC system to use the ltering subject type permissions for the enclosed operations.

We annotate accept()

(whic h implies aread/write socket), rather than subsequent socket read/write

operations, because that is where the MAC system performs access checks. This is analogous to
how le access checks, including read/write permission checks, are performed once on open() , not

for every read() or write() call.

4.3 MAC Policy Analysis

Oncethetametapplications untrustednputshave been
isolatedinto its Itering subjecttypes,we needonly check
thatthereareno untrustednputsto theapplications default
subjecttypes.

Weemploy the Gokyo tool to computanformation o ws
from anSELinuxpolicy [14]. Gokyo representaccesgon-
trol policiesasgraphsvherethenodesarethe SELinuxsub-
ject typesand permissionsandthe edgesare assignments
of permissiongo subjecttypes. Basedon whetherthe per
missionallows a mod operationanobsoperationor both,
Gokyo computesll information o wsto s. Thatis, it com-
putesthe setof subjecttypes

F = £s°: mod(s® 0) » obgs;0); 0is anobjecttypey:

Gokyo alsocorrectlyhandleso ws implied by objectrela-
beling; seethe Appendixfor details.

Someof the non-taget subjectsmay be designatecas
trusted subjects and they form the system$s TCB. The
TCB includessubjectssuchasthosethatbootstrapghe sys-
tem (e.g., kernel and init), de ne the MAC policy (e.g.,
load policy), anddo administratione.g.,sysadm

Giventhesetof information o ws andthe TCB, theun-
trustedsubjectavith o wsto s aregivenby

U=F\ : TCB:

If this setis empty thenCW-Lite holdsfor thetargetappli-
cation. If not, Gokyo outputsthe setof permissionassign-
mentsP thatneedto be examined,.e.,thosethatallow the

offendingmod andobsoperations:
P=fp:flow(u;s);p) mod(u;0) _p) obgs;o0)g

wherep is a permissionassignmenty 2 U, ando is some
objecttype.

4.4 Finding ®ltering interfaces

Althoughwe modi ed SELinuxto supportmediationfor
Itering interfacesseparatelyfrom other interfaces(Sec-
tion 4.2, above), the developerstill needsto make annota-
tionsto tell SELinuxwhethera giveninterfaceperforms|-
teringor not. As partof this processthedeveloperneedso
determinewhich interfacesrequire Itering. Somemay be
obvious, but theremay be permissiondo accessauntrusted
datathatareusedin a subtleway. The developercan nd
theseby runningthe securitypolicy analysison the default
policy andanalyzingall integrity-violating permissiongor
theapplication.

The problemof determiningwherein a programa per
missionis usedis outsidethe scopeof SELinux's goals,
so we implementedour own mechanism. We de ned a
new operationin SELinuxcalledsettraceonerror us-
ing the sysfsinterface and made appropriatechangesto
both SELinux's userlibrary andits kernelmodule. When
settraceonerror(true) is called from userspace,
our modi ed SELinux kernel module signalsthe process
wheneer a violation of the SELinux policy is found. The
userlibrary catcheghe signalandtrapsthe processnto a



separatexterm delugger(gdb). If the procesdorks, addi-
tionalxtermwindows with detuggersonthechild processes
arelaunchedOncein thedehugger it is mucheasierusing
stacktracesand datainspection,to determinewhereand
why a permissionerror occurredand take appropriateac-
tion, eitherremoving the offendingoperatioror implement-
ing a ltering interface. If the permissionis never actually
neededthenit cansimply beremosedfrom thepolicy.

Some ltering interfacesmay not needto actually |-
ter the incoming data contents,since someinterfacesdo
notinterprettheincomingdata. For example,logrotateen-
ablesautomaticrotation of log les, but doesnot depend
on the datain the les. Likewise, the cp utility copies
les, but doesnot considertheir contents. In thesecases,
aDQFILTER() annotatioris still appropriateratherthan
allowing the programto acceptall inputs. This is because
(1) ltering basedon metainformation(like input length)
maystill beneededand(2) thekindsof inputsmayneedto
be restricted(for example,disalloning copiesfrom named
pipes). Naturally, if the programsemanticchangdaterto
includeinterpretatiorof theuntrusteddata,theprogrammer
shouldimplementadditional Itering code.

One may wonderwhy we usea dynamicapproachto
nding Itering interfaces.A simpleexampleis revealing:
considerthe interfacefd = open(filename) . In or-
der to decidestatically if Itering is required,we would
needto know the value of filename . This may be par
tially addressedith aprogramanalysisthoughof courseit
is undecidablendmay comefrom dynamicdata,sayfrom
the systems con guration. The mappingof lename to ob-
jecttype(whichis whatmatterdor integrity) is alsosystem
dependentandeachadministratormay keep les in differ-
entlocations.Our approachworkswell enoughin practice,
sincethe numberof ltering interfacesis usuallyrelatively
small; while it may have the coverageproblemof dynamic
analysis,it doesnot have the scalability and decidability
problemsof staticanalysis.

4.5 Handling illegal information ows

If asysadmirsinvocationof thepolicy analysistool de-
tectsillegal information o ws implied by a setof permis-
sions, one of a few actionsis required. Somesuch per
missionsaresimply unneedeéndmayberemoved. Some
information o ws may be generatedy programsthat are
untrusted but optionalto the system. An easyway to re-
move thisinformation o w is to excludethe offendingcode
and subjecttypesfrom the system. Somepermissionsare
neededby optional componentf the target app; the op-
tionsmaybe disabledandthe permissionsemoved. If the
permissionis usedby the core application,theneitherthe
sysadminmay be assuminga smallerTCB thanthe devel-
operor the developerhasnot addeda DOFILTER() an-

notation. The sysadmincaneithernot run the target appli-
cationor getthe developerto write andannotateadditional
Itering interfaces.

5 Example: CW-Lite Integrity Veri cation
5.1 Goal

So far, we have de ned CW-Lite and shawvn in gen-
eral how applicationscan be constructedo satisfyits re-
guirements We have several goalsin applying CW-Lite to
our primary exampleapplication,OpenSSHandto vsftpd.
First, we wantto seehow easyit is to build applicationgo
meetCW-Lite in practice. SinceOpenSSHs a very pop-
ular, comple, andsecurity-criticalprogramthat hasbeen
architectedo presere theintegrity of its privilegedcompo-
nents,verifying a usefulintegrity propertycanbe of value
to of millions of systemsandvalidatethe securityefforts of
its developers.vsftpdis a somevhat simplerexample,and
illustrative of acommoncase.Secondwe wantto seehow
closethe default SELinuxpolicy is to enablingsatisiction
of CW-Lite. Third, if eitherapplication(with the standard
shippingpolicy) doesnot initially meetCW-Lite integrity,
we wantto seewhy it failsandhow dif cult it is modify the
applicationor policy to enablesuccess.

5.2 Setup

Provos et al. decomposedhe sener-side daemonof
OpenSSHinto privileged and unprivileged componentsn
order to minimize the amountof codethat needsto run
with privilege. The privilegedcomponenexportsa narrov
interface to the unprivileged componentssuch that only
speci ¢ operationsin a speci ¢ order may be requested,
which reducesthe risk of the privileged componentbe-
ing compromisedby a hijacked unprivileged component.
Privilege-separatiohasbeenaddecasanoptionto themain
OpenSSHistribution.

The processgraphfor privilege-separate®@penSSHis
shavn in Figure4. One privileged componentlisten lis-
tens for new connectionsvia port 22 and forks a new
privileged component,priv, per connection. This priv
componenperformsthe privileged operationsgequiredby
OpenSSH:authenticationof the remoteuser creation of
pseudo-terminalsand transitionto a particular authenti-
cateduserid. The priv componentin turn spavns unpriv-
ilegedcomponentdo handlevarioustypesof userinterac-
tion. The netcomponents usedto performthe remotein-
teractionpartof the authenticatiorphasewhich hasin the
pastbeensubjectto compromisejit usesthe priv.compo-
nentasa privilegedsener to handlesecretdataoperations.
After successfuhuthenticationpriv spavnsashellor other
processequestedby theuserin thatusers securitycontext.
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Figure 4. Processstructure of privilege separatedOpenSSH. The listen process simply processes new
connection requests, forking a priv process to handle each one. The priv process forks a netprocess

to perform the network portion of user authentication,
operations necessary to complete authentication.

providing a narrow interface to privileg ed
After net completes its task, priv spawns the

authenticated user's requested process, in our example a bash shell.

vsftpd is the FTP sener included with FedoraCore
Linux. It too employs separatdrustedand untrustedpro-
cessesthoughits policy treatsboth the same. We do not
discussits analysisin asmuchdetail, but give a summary
of theanalysisandtheresults.

Fortesting,we usedOpenSSH.6andvsftpd2.1.3onan
Intel x86 platform with the Linux 2.6 kernelinstalled. We
useSELinux (seeSection4.1) asour MAC system,using
thestrict (nottargeted)policy con gurationfor FedoraCore
4.

5.3 Roadmapfor OpenSSH

The problem of verifying CW-Lite for privilege-
separate@@penSSHSs addressetly ensuringthatall infor-
mation o wsinto the privilegedcomponentglistenor priv)
either containonly high integrity dataor discard/upgrade
thedatavia declaredltering interfaces.

EnablingOpenSSHo satisfyCW-Lite requireswork by
theapplicationdeveloperto modify OpenSSHo nd where
ltering interfacesare necessarybuild acceptableltering
interfaces,and declarethe presenceof the lItering inter
facesto SELinux. Then,the administratorof the SELinux
systemneedsto con gure an SELinux policy thatenables
satishctionof CW-Lite. Recallthatthis policy will have a
basesetof permissiongsubjecttype)allowing only trusted
input for normal interfacesand additional subjecttype to
acceptrequirestypesof untrustedinput at the Itering in-
terfaces.

The rst stepis to usethe Gokyo policy analysistool
to identify the illegal information o ws to priv andlisten
The next taskis to determinewhetherthe remaininglow
integrity o ws canbe handledby Itering interfaces. We
useour tools (seeSection4.4) to nd the interfacesthat
acceptlow integrity datain the privilegedcomponentsnd

addtheDQFILTER() annotation.
5.4 Inter-process-low Analysis

Given the new SELinux policy for the OpenSSHcom-
ponentsandthe remainderof the SELinux examplepolicy
for therestof the systemwe arereadyto useGokyo to nd
low integrity information o ws to the privilegedOpenSSH
componentpriv andlistenandrevise the policy to remove
ary unnecessaryo ws. Gokyo computesthe information

o wsin the SELinux policy thatviolatethe policy analysis
constraintgiventhe setsof trustedsubjectsgxcludedsub-
jects,and lIter rules. A shortintroductionto Gokyo is in
Section4.3.

We de ne a TCB including the systembootstrapcom-
ponents,suchas bootloader kernel andinit, and compo-
nentsthatmodify the SELinuxpolicy itself (e.g.,chedkpol-
icy, load_policy, set®les etc.) or otherobjectsuponwhich
the systemintegrity dependge.g., administratve subjects
sysadmstaf, rpm, etc.).

Wethenrun Gokyo andidentify severalinformation o w
con icts shawvn in Table1. Thetableshavs eachinstance
wherethe target subjects(priv and/orlisten) have a read
permissiornon anobjectthatmaybe modi ed by untrusted
sourcesubjects(write-up subjecty;, someobjectsmay be
written to by mary write-up subjects.The problemthenis
to nd aresolutionthat preventsthe tamget subjectsfrom
being dependenbn the write-up subjects. For eachentry,
one of theseresolutionsis appliedin the following order
of precedencei(1) we can EXCLUDE the write-up sub-
ject from the systemif it is not requiredon the system(2)
we canidentify thatthe permissiordoesnot actuallyresult
in adatadependenec (FILTER_ NO_DEP),whichrequiresa
lightweight Itering interfacethat preventsonly metainfor
mationattackdik e buffer over ows; (3) wecanFILTERthe



Target
Subject

Permission
(object:class)

Source Subjects
(namesor count)

Resolution

Resolutiongequiringprimarily systemknowledge

priv, listen, ftpd devlog:sock priviog FILTER.NO_DEP

priv lastlog: le 6 FILTER.NO_DEP

priv, ftpd etcruntime: le xdm, hotplug EXCLUDE

listen initrc_var_run: le 7 (includesrlogind) EXCLUDE

listen, ftpd netconf: le dhcpc EXCLUDE

priv, ftpd wtmp: le 7 (includesrlogin) EXCLUDE
Resolutiongequiringapplicationknowledge

listen sshdlisten:tcp(accept() ) [network] FILTER

listen userpty:chrle 7 FILTER

priv sshdpriv:unix sshdnet FILTER

ftpd ftp_port.t:tcp (accept() ) [network] FILTER

listen sshdlisten:tcp(read() ) [network] REMOVE

priv xsener_port:tcp 165 REMOVE

priv, listen devtty:chr_le 200 REMOVE (Thisrow usedfor asamplewalkthrough.)

priv,listen port type:tcp [network] REMOVE

listen sshdlisten:unix unpriv_userdomain | REMOVE

listen sshdlistendevpts:chr le 5 REMOVE

priv sshdtmp: le (staf/sysadm/user)ssh REMOVE

priv sshdtmp:Ink (staf/sysadm/user)ssh REMOVE

priv sshdtmp:sock (staf/sysadm/user)ssh REMOVE

priv sshdtmp: fo (staf/sysadm/user)ssh REMOVE

priv systemchkpwd:fd 27 REMOVE

priv, listen unpriv_domain:fd 33 REMOVE

ftpd ftp_port.t:tcp (read() ) [network] REMOVE*

ftpd nfs_t/cifs_t: le 27 REMOVE*

ftpd userhome: le 4 REMOVE*

FILTER = The permissions necessarybut requiresa ltering interface.lt shouldbeputin the Itering subjecttype.
FILTER.NO_DEP = Necessarypermissionghatrequiresa Itering interface,but no semanticltering is neededsincetheinputis not
interpreted.The ltering subjecttypeis still neededo properlyhandlemetainformatiorand enforceleastprivilege for othertrusted

inputs.

EXCLUDE = Excludethe sourcesubjectfrom the SELinux policy, asit causesnsecure o ws; ary associateghrogramsmustnot be
runonthesystem.Thisis ajudgmentcall; sysadminsnayinsteaddecideto addthe sourcesubjectto the TCB.

REMOVE = Remawe the permissiorassignmenfrom thetargetsubjectbreakingtheinformation o w.

* = Thevsftpdpolicy did notfully re ect its processstructure;seeSection5.6 for details.

Walkthough for shadedrow:

“priv, listen” indicatesthattheillegal o ws wereinputsto both the priv andlisten componentof
OpenSSHTheobjectthatthey have permissiorto readfromis devtty:chr_le, thatis,aTTY from/dev/tty

. Two hundreduntrusted

subjectshave permissionto write to that object. Theillegal o ws arebroken by removing the readpermissionssincethey are not
necessarytheTTY is actuallyreadonly by the netcomponentwhich handlesemoteuserinput.

Table 1. Information o wsto our target subjects (priv and listen for OpenSSHand ftpd for vsftpd) that may

lead to integrity problems. The permissions
The top half of the table indicates conicts

leading to these o ws were identied by the Gokyo tool.
resolved based on system knowledge. The bottom half

required examining the behavior of the target application using the tools described in Section 4.4.
Each target subject was analyzed independentl! y.




useof thepermissiorvia a ltering interface;or (4) we can
REMOVE the permissionassignmenfrom the target sub-
jector thewrite-up subjectif notrequiredby the subject.

Thetablegroupsthe resolutionsnto two categories: (1)
resolutionsbasedon information ow only and (2) reso-
lutions basedon applicationcon guration andinformation
ow. Thedecisionbetweerremoval of permissionassign-
mentsand Itering generallyrequiresapplicationknowl-
edge; some permissionsare neededto supportoptional
componentsf theapplicationandsomeareneededor core
operation. An administratorwould needto decidewhich
optionswere requiredon her systemand trust the corre-
spondinginputs. 14 of the 20 con icts requiresomeun-
derstandin@f the need=f the OpenSSHapplication.

Next, we recognizethat the use of devlog and lastlog
doesnotresultin any form of dependencel hey manipulate
log datawhich is not interpreted,for exampleby rotating
log les.

Finally, we excludeafew write-upsubjectsrom thesys-
temif they causéllegal o wsto OpenSSHThisis ajudg-
ment call; a sysadminmay decideto trust thesesubjects
instead. If they aretrusted,thenthey mustimplementap-
propriate Itering interfaces. dhcpcis an exampleof this
as somevulnerabilitieshave beenfound for it. Dynamic
systemextensionvia hotplugis not necessaryn our ervi-
ronment,soour judgmentis to simplify administratiorand
excludeit. We also eliminate the untrustedsubjectsthat
write to thelogin recordsof wtmp suchasrlogind.

Only 3 of the 15 remainingread-typepermissionsare
actually neededin our OpenSSHcon guration: the per
missionsidenti ed by Provosetal for creatingthe pseudo-
terminal; initiating OpenSSHconnectiongby listen); and
processingusercommandsia the soclet from netto priv.
Weremovethel0unnecessargermissiorassignmentsiVe
notethatthe port_type:tcppermissiorwhich permitsaccess
to mostsystemssocletsis muchcoarsemgrainedthannec-
essary listen only needsaccesdo sshdlisten:tcpon port
22. We notethat the replicationof somepermissiongor
listen and priv was unnecessaryFor example,thereis no
needfor listento acceptrequestgrom net

Figurel shavs how challengingt canbeto getthe per
missionassignmentsorrectfor a given system.The hand-
constructedSELinux policy shippedwith FedoraCore 4
containedseveral permissionghat neededo be removed.
(Our hand-distrilntion of OpenSSHpermissionsto net
priv, andlisten did not impactthese.) Some,suchas for
sshdtmp, enableactionsthatwe do notwantin our con g-
uration(e.g.,useradministration) Others though,aresim-
ply mistakesthatenableinformation o ws thatcould com-
promisethe integrity of our privilegedcomponentsWhile
investicating the sourceof theseerrors,we found that, of-
ten,large blocksof permissiorassignmentsvere madeus-
ing SELinuxcorveniencemacroswhenonly a subsetvere

actually needed. SELinux policiesonly allow assignment
of permissionsnottheirremoval, sowe urgepolicy writers
to becarefulin their useof suchmacros.

5.5 OpenSSHFiltering Interfaces

We now describehow we identi ed which permission
assignmentto classifyasFILTER. First, the OpenSSHap-
plication developerneedsto nd where ltering interfaces
arenecessaryA ltering interfaceis necessaryherelow
integrity datamay be input. For OpenSSHthe interfaces
wherelistenrecevesconnectiorrequestgrom the network
andwherepriv recevescommandgrom netarethetwo ob-
viouscasesHowever, otherinterfacesmayalsorequire I-
teringin OpenSSHTo nd all Itering interfacesananaly-
sisof the SELinuxpolicy is necessaryo seeif low integrity
inputsmay be usedby otherOpenSSHnterfaces.

We usethe settraceonerror mechanisndescribed
in Section4.4 to testour con guration againstthe default
SELinuxpolicy to determindf otherinterfacesbesideshe
two above require Itering interfaces.We locatedone: the
userptypseudaerminalusedby priv to communicatevith
theusershellprocess.

Next, the applicationdevelopermustconstructeffective
Itering interfaces. It is the applicationdevelopers task
to build the Itering interfacesand prove effectivenessto
the community For OpenSSHthe constructionof a Iter -
ing interfacefor priv to readcommandgrom netis one of
themaintasksin the privilege-separatiodoneby Provoset
al [21]. Theinterfaceto acceptconnectionsn listen does
nothave ary specialltering perse,astheconnectioris not
interpretedby listen Also, the userptypseudaterminalin
priv is only usedto passdatato the remoteuserfrom the
shell processwith an encryptionstep;the contentsare not
examined.

Finally, once ltering interfacesarefound,they mustbe
declaredto SELinuxin orderto usethe low integrity per
missions.We usethe DOFILTER() annotatiorto declare
suchinterfacesasdescribedn Section4.2.

5.6 Verifying vsftpd

We appliedthe sameapproachto verifying vsftpd; the
resultsarein Table1l. Onedifferenceis thatthe SELinux
policy did not re ect the natureof the FTP daemonwhich
forks perconnectiorhelpermprocessesm amannenerysim-
ilar to OpenSSHInsteadtherewasonesubjecttypefor all
processes.The child processeslo drop Linux privileges
(versusthan SELinux ones),so they arestill largely con-

ned (if a permissionis deniedin either model, it is de-
nied to the process). The threestarredpermissionsn the
tablearethosethat shouldbelongto the unprivilegedchild
processe®nly, not to the trustedsener processwhich is



why we specifytheir dispositionvis-a-visthe trustedsub-
jecttypeas“REMOVE". Theinterfacebetweenthetwo is
a Itered domainsoclet. The additionalviolating permis-
sionswere eliminatedby excluding someof the sameex-
cludedsubjectsasfor OpenSSHIlike rlogind andxdm

6 RelatedWork
6.1 Integrity Models

Systemintegrity hasbeena dif cult problemfor secu-
rity researchersver the years.Most work on integrity has
focusedoninformation o w models supplementefly high
assurancgi.e., formal, validation of programcorrectness,
suchasCommonCriteriaEAL7 evaluation).

The Biba integrity model[2] is essentiallya dual of the
Bell-LaPadulasecreg model[1], whereinformation o ws
from low integrity subjectsto high integrity subjectsare
prohibited. Like Bell-LaPadula, high assurance&compo-
nentsare requiredto overcomerestrictions,but unlike the
casefor secrey, illegal (low-to-high)integrity information

0 wsarecommon(e.g.,userrequests).

Attemptsin subsequentodelshave not grappledwith
the fundamentalproblemthat low-to-high integrity o ws
arecommon. Dennings work on secureinformation ow
models[8] modelsinformation o ws betweensubjectsof
differentlabelsasa lattice, but modelsillegal o ws asary

o w thatviolatesthe lattice structure. The LOMAC (low

watermarkjntegrity modelalsopreventshighintegrity sub-
jectsfrom actingonlow integrity information o ws, in this
caseby downgradingthe level of a high integrity subject
uponreceiptof a low integrity information ow [12]. The
Clark-Wilson model acknavledgesthat interfacesare re-
quiredthat cansanitize(or discard)low integrity data,but
all interfacesmust be capableof sanitization(or discard)
and the basisfor trusting theseinterfacesis still high as-
surancg7]. We aresigni cantly in uenced by the Clark-
Wilson model's view of requirement®n interfacesof high
integrity processesthough. Lastly, the recentCaernaren
modelallows subjectdo spanmultiple integrity levelssuch
thata subject(i.e., processunningwith an integrity label
range)may be ableto readfrom lower integrity datawithin

its integrity rangesecurelywhile writing to higherintegrity

datawithin its integrity range[22]. Unfortunately the in-

tegrity rangesmustbejusti ed by assurancewheresignif-

icantly broadrangeswill still requirehigh assuranceEven
after 25 years,we cannotescapehe requirementor high
assuranceyhich placestoo high a burdenon too mary ap-
plicationsto be practical.

More recentwork by Li and Zdancavic [18] presenta
formal type systemthat capturesintraprogramlabeledin-
formation ow, with provisionsfor downgradingof data;
type-checkingmay be usedto ensureinformation- ow se-

curity. Onemayimagineapplyingtheir methodto interpro-
cess ow, which is controlled by a securitypolicy rather
than programsource. The DQFILTER() primitive we
presentmaybeseerasadowngradingoperatiorin thiscon-
text.

6.2 Static Analysis

Several access control policy analysis tools have
emeped,particularlyin the contet of SELinux. While the
early tools mainly supportedquery handling,recenttools,
suchas Gokyo [14], SLAT [13], and Apol [25], how sup-
port differentkinds of information o w analysis. For ex-
ample,SLAT enableveri cation of particularinformation
o w policies,and Gokyo identi es and enablesesolution
of illegal information o ws [16]. Understandingnforma-
tion o wsis key to achieving CW-Lite integrity.

Staticanalysishasalsobeenusedto separatérustedand
untrusteccodein otherways. The Privtranssysten5] uses
sourcecodeanalysido try to automateorivilegeseparation,
dividing a programinto trustedanduntrustedorocesses.

6.3 Whole-systemAnalysis

While thereis widespreacgreementhatwhole-system
analysisis desirabletherehave beenrelatively few efforts
thatactuallydo so on widely-usedoperatingsystems.Re-
cently Chaw etal. usedhardware-level simulationon avir-
tual machinein orderto performa dynamiccross-process
taint analysis[6]. By contrast,our work focuseson static
analysisto prove certainpropertiesaboutapplications'in-
formation o w ratherthaninfer themdynamically Thus,
we seeour approachascomplementaryo theirs.

7 Conclusionand Futur e Work

Maintaininginformation- ow integrity is anold andim-
portant problem, but as yet an unsolhed one in practice:
mostadministratorshave not veri ed that untrustedusers
cannotcompromisenputsto trustedprogramson their sys-
tems. In this paper we have developeda way to automati-
cally verify a meaningfulinformation- ow integrity prop-
erty with very small changesto existing trustedapplica-
tions. We call this propertyCW-Lite, sinceit hasthe same
interprocesslependengc semanticsasthe well-established
Clark-Wilson model, but doesnot addressClark-Wilson's
whole-programformal veri cation requirement. CW-Lite
requires Itering only for untrustednputinterfaces,asde-
terminedby the systems$ security policy, and just simple
annotationso existing applicationdo enabldeast-prvilege
enforcemenaindautomaticveri cation. Only con ict reso-
lution requiresmanualeffort by the sysadminWe modi ed
the SELinuxaccesgontrol systento enforceCW-Lite and



developedtoolsthatsupporttheimplementatiorof compat-
ible program. We veri ed the practicality of our tools by
analyzingprivilege-separate®penSSHandvsftpd, nding

and xing severalintegrity-violating con gurationerrorsin

the shippingSELinuxpolicy.

Themainfuturework is to extend CW-Lite to the entire
softwaretrustedcomputingbaseof the system.In addition,
a naturalextensionto our modelwould be a way to prove
staticallythat ltering interfaces'upgrade/discardperation
is semanticallycorrect, an application-speci ccheckthat
may be tractableif the typesof allowed ltering are re-
stricted.
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Appendix: Gokyo support for SELinux object
relabeling

Becausedhe SELinux policy modelalso permitsobject
relabeling,we mustconsiderinformation o ws causedy
modifying an object and relabelingit to anotherobject
type. Therelabels; obj; 0; 0% operationenablessubjects
to changeanobjectobj'slabelfrom oto o®. Sincerelabeling
doesnot changethe contentsof anobject,we do notreally
carewhodoegherelabeljustthatit canoccur Also, it does
not matterwhich speci ¢ objectcanberelabeledsinceall
objectsof thesameobjecttypeareequialentfrom aninfor-
mation o w perspectie. Thus,we usea re ned predicate
relabelo;09).

Next, we consideisuccessierelabelingoperation®; !
0, ! il 0. Thetransitve closureof therelabel oper
ationis de ned by relabelo;; 6;). Therelabelinformation

“owrule stateghat

mod(sz; 01) * relabelo;; o) » obgsi; ;o)
I flow(sy;si;|):

Gokyo accountdor information o ws dueto arbitraryrela-
beling.



