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Abstract

A critical problem facedby a Network Intrusion
Detection System (NIDS) is that of ambiguity.
The NIDS cannot always determinewhat traf�c
reachesagivenhostnorhow thathostwill interpret
the traf�c, andattackersmay exploit this ambigu-
ity to avoid detectionor causemisleadingalarms.
We presenta lightweight solution, Active Map-
ping, which eliminatesTCP/IP-basedambiguityin
aNIDS' analysiswith minimalruntimecost.Active
Mapping ef�ciently builds pro�les of the network
topology and the TCP/IP policies of hostson the
network; a NIDS may thenusethe hostpro�les to
disambiguatetheinterpretationof thenetwork traf-
�c on a per-hostbasis.Active Mappingavoids the
semanticandperformanceproblemsof traf�c nor-
malization, in which traf�c streamsaremodi�ed to
remove ambiguities. We have developeda proto-
type implementationof Active Mappingandmod-
i�ed a NIDS to usethe Active Mapping-generated
pro�le databasein our tests. We found wide vari-
ation acrossoperatingsystems' TCP/IPstackpoli-
cies in real-world tests(about7,500hosts), under-
scoringtheneedfor this sortof disambiguation.

1 Intr oduction

A Network Intrusion DetectionSystem(NIDS) pas-
sively monitorsnetwork traf�c onalink, lookingfor
suspiciousactivity asde�nedby its protocolanalyz-
ers(seeFigure1).

In orderto correctlyanalyzea streamof traf�c, the
NIDS must�rst determinewhich packetsreachthe
target hostit is monitoringandthen,for thosethat
do, interpretthem exactly as the target host does.
Theproblemis thusequivalentto NIDS beingable
to performacompleteandprecisesimulationof the
network and the host machines;in this paperwe
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Figure1: A diagramof a typicalsite'snetwork with
aNIDS

restrictour discussion to the NIDS' ability to sim-
ulate the network and transportlayers. The dom-
inant obstacleto achieving this goal is ambiguity:
thewidevarietyof network topologiesandTCP/IP-
stackpoliciesmakesit impossiblefor the NIDS to
know thecorrectinterpretationof traf�c withoutad-
ditional context.

Theresultis adivergencebetweenhow ahostinter-
pretsa sequenceof packetsandhow the NIDS be-
lievesthesequencehasbeeninterpreted.TheNIDS
canbetrickedinto believing thatnoattackoccurred
or maybeconfusedby a multitudeof possibilities,
someof which areattacksandsomeof which are
not. The evasionsarenot just theoreticallypossi-
ble: PtacekandNewsham[PN98] describea num-
ber of speci�c methodsfor exploiting this sort of
ambiguityat theTCP/IPlayer. Furthermore,toolk-
its have beendevelopedwhich automatetheir use
[So02,Mc98]. Thusit is of considerablepractical
concernthatwe �nd awayto resolveTCP/IP-based
ambiguities.

In thispaperweexploreanew approachto eliminat-
ing TCP/IPambiguity, calledActiveMapping. The



key idea is to acquiresuf�cient knowledgeabout
the intranet being monitored that the NIDS can
tell, uponobservingasequenceof packets,whether
thosepackets will arrive at their recipient,and, if
so, how the recipientwill interpret them. Active
Mappingdoesthisby building upapro�le database
of the key propertiesof the hostsbeingmonitored
and the topology that connectsthem. Pro�les are
constructedby sendingspeciallycraftedpacketsto
eachhost and interpretingthe responsesto deter-
minepathpropertiesandTCP/IPpolicies(seeSec-
tion 3 andtheAppendixfor details).

Previous work proposesto eliminateambiguity in
NIDS analysisby traf�c normalization[HKP01].
The normalizer, which sits in the forwarding path
before the NIDS, rewrites incoming traf�c into
well-formed streamsthat presumablyadmit only
oneinterpretationon all reasonableTCP/IPimple-
mentations. Thus the NIDS, with a single policy
set,canunambiguouslyanalyzethetraf�c for intru-
sion attemptson any of the hostsof the protected
network.

Thoughit succeedsin reducingambiguity, a nor-
malizer, like any active element,hasa numberof
drawbacks. One is performance: the normalizer
must be able to reconstructevery TCP streamin
real-time.Anotheris robustness:sincethenormal-
izeris in theforwardingpathof everypacket,it must
be extremely reliable even in the faceof resource
exhaustion; it also must be resistantto statehold-
ing andCPU attackson itself. Normalizationalso
potentiallychangesthe semanticsof a stream. As
detailedin [HKP01], thesechangescanbreaksome
mechanisms,like tracerouteandPathMTU discov-
ery.

By contrast,a NIDS armedwith a pro�le database
can resolve ambiguitiesin a traf�c streamit ob-
serves without having to intercept or modify the
stream, which hasmajor operationalandsemantic
advantages.Westressthatmakingcontextual infor-
mationavailableto theNIDS is theonly way to do
correctdisambiguationof astreamwithoutmodify-
ing it, soemploying somethinglikeActiveMapping
is essential.

Next, let usconsideranexampleevasion.Figure2

detailsan evasionbasedon uncertaintyabout the
numberof hopsbetweentheNIDS andatargethost.
If anattacker manipulatestheTTL �eld of packets
to confusetheNIDS, it cannotknow whichof many
possiblepacketsequenceswasactuallyreceivedand
acceptedby thehost.Ontheotherhand,if theNIDS
hasinformationaboutthenetwork pathto thehost,
then it can eliminatethe ambiguity. It is just this
information that Active Mappinggathersandsup-
plies to the NIDS. With it, the NIDS can ignore
packets that will not reachthe host, enablingcor-
rect analysis. It may be temptingto try to simul-
taneouslyanalyzeall possibleinterpretationsof the
packet stream;however, the spaceof possiblenet-
work topologiesandTCP/IPpoliciesis so large as
to make the problemintractable(seeFigure2 and
theAppendixfor examples).

We have implementeda prototypeof Active Map-
ping andrun it on a network of about7,500hosts.
Our tests showed that the increasedprecision in
analysisdoesnot comewith any signi�cant perfor-
mancecostat runtimefor theNIDS. The increased
memorycostwasminimal aswell. We presentre-
sultsto thiseffect in Section5.

Theorganizationof thispaperis asfollows. In Sec-
tion 2, we discussa modelof operationof themap-
per. In Section3, we discusstheabilitiesandlimi-
tationsof ActiveMapping,examiningselectedtests
in detail.Themapper's implementationis described
in Section4; theresultsof mappingreal-world net-
works andNIDS integration testsarepresentedin
Section5 along with a discussionof performance
and�ndings. We give anoverview of relatedwork
in Section6, includingthepotentiallysymbioticre-
lationshipbetweenActive Mappingandnormaliza-
tion, andconcludewith a summaryof our �ndings
in Section7. In theAppendix,we make aneffort to
cover thecompletespectrumof TCP/IPmappings.

2 Design

2.1 Assumptions

In order to perform mappingef�ciently , we make
certainassumptionsaboutthenatureof thenetwork
beingmonitored:
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Figure2: Evading a NIDS by manipulating the TTL field [HKP01]. The NIDS is 15 hopsfrom the
sender, but the receiver is 20 hopsfrom the sender. Packetswith an initial TTL greaterthan15 but less
than20 will beseenby theNIDS but will bedroppedbeforereachingthereceiver. Sincetheretransmitted
segmentsareinconsistent,theNIDS doesnot know thecorrectinterpretation.

• Network topologyis relatively stable.We dis-
cusshow often mappingmay be performed
(based on the prototype mapper's perfor-
mance)in Sections5.2and5.5.

• The attacker is outsidethe network; if there
is collusion with a user on the inside, there
is little any systemcan do. Malicious insid-
ersworking aloneareassumedto beunableto
changeor drop particular packets. This lat-
ter assumptionis more likely to be true for
switchednetworks.

• Thereis a �re wall thatcanbeusedfor simple
packet-level �ltering, especiallyaddress-based
ingressandegress�ltering to preventspoo�ng.
Also, we assumethe NIDS' tap is inside the
�re wall.

• Hosts' TCP/IP stacks behave consistently
within ordinaryparameters:that is, if they ex-
hibit unusualbehavior, it will be at boundary
cases.We do not, for example,run every TCP
mappingtestat every possiblesequencenum-
ber.

2.2 Design Goals

Wehavebeenguidedby anumberof designprinci-
plesin constructingoursystem:

• Comparable runtime performance. Theuse
of Active Mappingpro�les shouldnot appre-
ciably slow down the NIDS nor signi�cantly
increaseits memoryrequirements.

• Mapping should be lightweight. The band-
width consumedby mappingpackets should
besmallenoughnot to disruptordinarytraf�c
on thenetwork nordisrupttheoperationof the
hostbeingmapped. The processof mapping
shouldalsobecompletedin a modestamount
of wall-clock time.

• Avoid harming the hosts. While no inten-
tionally maliciouspacketsaresent,bugs in a
host's TCP/IP implementationmight be trig-
geredby the(unusual)mappingpackets.Each
testshouldbecheckedagainstknown vulnera-
bilities beforebeingdeployed.
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Figure3: Interaction between the NIDS and the Mapper. The Active Mappingsystemsendsspecially
craftedpacketsto eachhostto determinethehopcount,PathMTU, andTCP/IPstackpolicies.Theresults
arecombinedinto a pro�le. TheNIDS usesthepro�les to correctlyinterpreteachpacket going to oneof
thehosts.

2.3 Architecture

Our overall strategy is as follows: independentof
the NIDS, an Active Mappingmachinescanseach
hostontheinternalnetwork,building for eachhosta
pro�le of thenetwork pathandTCP/IPstackprop-
erties. Thesepro�les arestoredin a database.At
runtimea NIDS canusethedatabaseto resolve po-
tentialambiguities(seeFigure3). For example,the
NIDS canusethehostpro�les to decidewhetherto
acceptor discardSYN datain TCPpackets,depend-
ing on thehostfor which thepacket is destined.We
notethatalthoughourmethodallowsmany ambigu-
ities to beresolved,sometimesthevery presenceof
ambiguitymaybeindicativeof noteworthy behavior
(anattackattempt,for example).Thusa NIDS may
wantto retaintheability to notify theadministrator
of suspiciousbehavior, evenwhenthe implications
of thatbehavior areclear.

Our mappingtool is intendedto be run on a ma-
chinewhosenetwork point is topologicallyequiva-
lent to thelink theNIDS is watching(seeFigure3).
Typically this is betweenthe�re wall andany inter-
nal routers. It is importantthat themapperbeable
to sendpacketson this link, sincethe mappingre-
sultsshouldre�ect the pathof actualpacketsfrom
thepoint of view of theNIDS. In orderto keepthe
NIDS from interpretingmappingtraf�c as attacks
on internalhosts,theNIDS shouldbecon�guredto

ignoretraf�c to andfrom themappingmachine.

The mapperbegins mappinga hostby performing
service discovery and hop count and Path MTU
(PMTU) determination. It initiates TCP connec-
tionsto asetof TCPservicesandsendsICMP echo
packets to determinewhich servicesareavailable.
Subsequenttestingis abstractedwithin the mapper
touseservicesthatareavailable.Forexample,some
testsrequiredeterminingwhethersomeparticular
TCP data is acceptedby the receiver. To do so,
we canuseany servicefor which we cantell by its
responsewhetherit received the speci�c data. To
date,we have developedconcreteimplementations
of SSHandHTTP beneaththis abstraction.Other
testsrequiresimplerabstractinterfaces.PMTU de-
termination,for example,is donewith ICMP echoif
available,or any TCPservicefailing that. Thehop
countandPMTU of thepathto eachhostaredeter-
minednext (Section3.2). Oncethesebasicproper-
tieshave beenestablished,we conducta varietyof
IP andTCPtests(Section3.2), generatingthehost
pro�les. Eachtestis repeatedmultiple timesto con-
�rm theresultandaccountfor timeoutsandlateor
duplicatedpackets. To reducecorrelatedfailures,
weneverrunmorethanoneinstanceof a(host,test)
pair at thesametime.



3 ActiveMapping in Practice

To thoroughly analyze the applicability of Ac-
tive Mapping to resolving possible ambiguities,
we follow the “header-walking” techniqueusedin
[HKP01]. We feel this is a good place to start,
sincetheauthorsof thatpaperusedasystematicap-
proachto enumeratepossibleambiguitiesin TCP/IP
streams.Weexamineeachambiguityto seeif it can
beresolvedvia ActiveMapping,or, if it is verysim-
ple, if it canbe handledby stateless�re wall rules.
Thuswe provide a reasonablycompletepictureof
the ability of Active Mappingto eliminateTCP/IP
ambiguity.

A summaryof theActive Mappingapproachto ev-
ery normalizationin [HKP01] is in the Appendix.
To date, we have implementeda selectedsubset
of thesemappings,spanninga numberof different
typesof ambiguities.We discussthemin detail in
Section3.2. (Many of the mappingsomitted are
straightforward additionsgiven the typeswe have
alreadyimplemented.)

Active Mappinghassomeadditionalconcernsbe-
yondthosefor normalization(mostlyregardingtim-
ing, sincenormalizedtraf�c is generallynotsubject
to timeouts).We discusstheseandothercasesthat
are not easily tackledusing our approachin Sec-
tion 3.3. A discussionof somepracticalconcerns
suchasNATsandDHCPfollows in Section3.5.

3.1 Firewall Filters

Certaincasesshouldbehandledby statelesspacket
�ltering at the�re wall:

• Verifying IP headerchecksums

• Ingressandegress�ltering, i.e., acceptingex-
ternal and internal sourceaddressesonly on
thoserespective interfaces

• Blocking packetsto broadcastaddressesor to
reservedprivateaddressspaces

• RejectingpacketswhoseIP headerlength�eld
is toosmallor too large

In short,the�re wall shouldrejectpacketsthatcould
not be part of legitimate traf�c or that areso mal-
formedasto beuselessto anendhost.

3.2 Selected Mappings

For a completelist of normalizationsand the Ac-
tive Mappingapproachto each,pleaseseethe Ap-
pendix.

Hop Count. Knowing the numberof hopsto an
endhostallows usto resisttheevasionin Figure2.
Theeasiestwayto determinehopcountis to usethe
tracerouteutility. However, its strategy of sending
threepacketsper hop, increasingthe searchradius
one hop at a time, startingwith one hop, is quite
time-consuming.To speedthis up, we insteaduse
a known serviceon thesystemandsenda packet to
it that is expectedto elicit a response.Most hosts
will set the initial TTL valueto 2N or 2N − 1 for
5 ≤ N ≤ 8. Thusfrom theresponsewecanmakea
good �rst guessof the numberof hopsG by sub-
tracting the TTL in the responsepacket from the
next highestvalueof 2N + 1. This guesscouldbe
wrongif therouting is asymmetricor thehosthap-
pensto useadifferentinitial value.Oursearchstrat-
egy is thereforeto testtherangeG− 4 to G, thenif
thatfails to yield a result,performabinarysearch.

PMTU. Knowing thePathMTU—the Maximum
TransmissionUnit over thepathto thehost—isim-
portantbecausepacketsgreaterthanthis sizewith
the DF (Don't Fragment)bit setarediscarded.To
determineit, we sendpackets of varioussizesto
known serviceson thehostswith theDF bit setand
watchfor responses.1 As with hop countdetermi-
nation, we optimize for the commoncase. Since
many internalnetworksrun on Ethernet,which has
an MTU sizeof 1500bytes,we testthis �rst, then
do a binarysearchon [0, 1500],sincethemapper's
MTU will generallybelimited by its local Ethernet
interfaceto 1500.

TCP RST Acceptance. RFC 793 [Po81c]speci-
�es thata TCPRSTpacket is to beacceptedif and

1In principle, we could also watch for ICMP Needs Frag-
mentation responses, some of which indicate the limiting MTU
size at the router generating the response. But it is simpler for
us to directly assess PMTU end-to-end.



only if it is within the receiver's window. A non-
compliantTCP could createproblemsfor a NIDS,
which would not know if the connectionhadbeen
terminatedor not.

• Repeatthe following stepswith the offset O

setequalto 0 (in sequence),1 (in thewindow),
andW+smallconstant(outsidethewindow).

• Senda TCP SYN packet at sequencenumber
S.

• Receive a SYN/ACK packet, includinga win-
dow sizeW .

• Sendan ACK packet to establishthe connec-
tion.

• SendRSTpacketatS + O.

• SendFIN packet in sequence,i.e.,atS.

• Receive oneof: ACK of FIN packet → RST
not accepted;RST or nothing2 → RST ac-
cepted.

Overlapping and Inconsistent IP Fragments.
RFC 791 [Po81a]states,“In the casethat two or
morefragmentscontainthe samedataeither iden-
tically or througha partialoverlap,this [suggested]
procedurewill usethemorerecentlyarrivedcopy in
thedatabuffer anddatagramdelivered.” It doesnot
talk about inconsistentor overlapping fragments.
Furthermore,employing the suggestedpolicy has
securityimplications:�re wallsandotherpacket �l-
tersmustreassemblepacketsbeforemakingany de-
cisionsaboutthem,sinceat any point, a new frag-
mentcanoverwritedatafrom anold one.It is there-
forenosurprisethattherearemany differentimple-
mentationsin use.

We perform fragment reassemblytesting using
ICMP echopackets; in principle the test could be
performedwith TCP packets as well. We send

2Note that although a RST should be generated in response
to the FIN if the initial RST was accepted, some hosts have
firewalling software that will not respond to packets not sent to
open connections (so as to leak as little information as possi-
ble). Thus we equate receiving no response (within 5 seconds)
to an acceptance of the RST we sent.

a sequenceof fragments,each one containing a
multiple-of-eightbyte payload(sincethe IP offset
�eld is in thoseunits). The diagrambelow shows
eachof the six fragments,numberedby the order
in which they weresent;theirpayloadsconsistedof
that numberreplicateda multiple-of-eightnumber
of times. For example,the third fragmentwassent
at anIP offsetof 6 (correspondingto the48thoctet
in theoverall packet) andhada 24-bytepayloadof
the repeatingcharacter̀ 3'. Eachfragmentbut the
lasthadtheMF (MoreFragments)bit set.Thefrag-
ments'offsetsandthehost'spossibleinterpretations
aregiven below, alongwith the namesof the poli-
ciesto which they correspond:3

012345 678911 --> higher IP Offse t

111 22333 (Fragmen ts 1,2,3)
4444 555666 (Fragmen ts 4,5,6)

111442 333666 BSD policy
144422 555666 BSD-righ t polic y
111442 555666 Linux polic y
111422 333666 First polic y
144442 555666 Last/RFC 791 policy

The following is a descriptionof the policies we
haveobservedsofar:

BSD. This policy left-trims an incomingfragment
to existingfragmentswith aloweror equaloff-
set,discardingit if it is overlappedentirelyby
existing fragments. All remainingoctetsare
accepted;overlappingfragmentswith agreater
offset are discardedor trimmed accordingly.
This policy is documentedmorethoroughlyin
Wright andStevens[WS95],pp. 293-296.

BSD-right. This policy is similar to BSD, except
fragmentsare right-trimmed (new fragments
take precedenceover thosewith a lower or
equaloffset).

Linux. TheLinux policy is almostthesameasthe
BSD policy, except that incoming fragments
are trimmed only to existing fragmentswith

3One unfortunate problem is that for the ICMP checksum
to be correct, we must calculate it assuming a particular re-
assembly policy! Thus we must send all the fragments (with a
different checksum) once for each policy.



a strictly lower offset; that is, existing frag-
mentswith thesameoffsetwill beoverwritten,
at leastin part.

First. Always acceptthe �rst value received for
eachoffset in thepacket.

Last/RFC791. Alwaystake thelastvaluereceived
for eachoffsetin thepacket.4

Other. Threeotherpossiblepoliciesaretestedfor,
but nonehaveyetbeenobservedin practice.

Overlapping and Inconsistent TCP segments.
This problemis similar to that of IP fragmentre-
assembly. RFC793[Po81c] statesthat an imple-
mentationshould trim segments“to contain only
new data”, which implies a “First” policy. The
principle for testingis likewise similar to evaluat-
ing fragmentreassemblyambiguities,andwecould
dothemappingusingany TCPservicefor whichwe
canconductanapplication-level dialog. Ideally we
would usethe TCP Echoservice,but this is rarely
supported;we usedSSHandHTTP in testing. We
discussit hereasimplementedfor SSH.

Upon connecting,an SSH server sendsa version
stringof theform
SSH-<major>.< minor>-< comments>\r \n
[Yl02] . The client is expectedto senda similar
string of its own; if the string is well-formed,
the server respondswith additional parameters
for negotiation. If not well-formed, the server
closesthe connection,optionally sendingan error
message.

Our testmakesthe well-formednessof the version
stringdependentonthereassemblypolicy. By send-
ing differentcombinationsof segments,we cande-
ducethepolicy from thevariedresponses. For each
of thefollowing two tests,somehostswill reassem-
ble thefollowing legal versionstring
SSH-2. 0-blah \r \n5

andsomewill reassemblean illegal versionstring,
4In testing, some Cisco routers (which employed the Last

policy) sent back a response with several additional trailing
NUL characters.

5Actually, the version string the mapper sends to the server
is the same as the one the server initially sends to the mapper.
This prevents “protocol mismatch” errors.

uponwhich they will endtheconnection.Thuswe
cantell by the successor failure of the connection
whethera legal stringwasreassembledor not.

The �rst test sendsthe following threesegments.
Only policies that do not left-trim (or indiscrimi-
natelytrim) to earlierdatawill fail.

012346 789012 TCP Seq. Offse t
SH- (First segment )

X2.0-bl ah\r\n (Secon d segment)
S (Third segment )

Note that the initial `S' is sent last to prevent re-
assemblyuntil it is sent.

The secondsendsfour segments;this test tries to
furtherdiscriminateamongpoliciesthat succeeded
on the �rst test. Policies which never discard
already-receiveddatawill fail this test.

012346 789012 TCP Seq. Offse t
SH (First segment )

+ (Secon d segment)
X-2.0-bl ah\r\n (Third segment )

S (Fourt h segment)

Here thereare threeobserved policies, character-
ized by the success(connection)of the (�rst, sec-
ond) test. They are the sameas for IP fragments:
BSD (yes, yes), �rst (yes, no), and last (no, no).
Thefourthpossibility(no,yes),hasnotyetbeende-
tectedin our testing.Observedresultsby operating
systemmaybefoundin Section5.

3.3 Difficult or Intractable Cases

Thesuccessof ActiveMappingdependsuponhosts'
behaving in a consistentandpredictableway. This
is generallyagoodassumption,sincemostprotocol
stacksaredeterministicandobey relatively simple
rulesfor ambiguityresolution.Thereare,however,
at least threesourcesof nondeterminismthat can
makeit dif�cult to performprecisesimulationin the
NIDS, even with Active Mapping: user-controlled
parametersin the TCP stack,new semantics,and
non-deterministicpacketdrops.

Application-level Parameters. Userscanchange
certainparametersthataffect theTCP/IPstack.One
example, as noted in [HKP01], is the use of the



TCP “urgent” pointer, which markssomepart of
the sequencespaceas containing important data
thatshouldbeprocessedwithout delay. Depending
on theimplementationanduser-setparameters,this
datamay be deliveredvia a signalor inline to the
userprocess.Thereis nowayfor theNIDS to deter-
mineunambiguouslythereconstructedbytestream
asseenby theapplicationwithouthelpfromthehost
or hardcodingof the application's interpretationof
urgentdata.

New semantics. A NIDS mustunderstandthein-
tendedsemanticsof a streamif it is to interpretit
correctly. Unknown TCPoptions,for example,can
be ignoredif the target hostdoesnot indicatesup-
port for them.ThebesttheNIDS cando in general
is to beupdatedregularly with supportfor new op-
tionsashostson theinternalnetwork supportthem.
If partial normalization(seeSection6.1) is avail-
able,unsupportedoptionscanbe�ltered out.

Nondeterministic Packet Drops. Perhaps the
mostcommonreasonfor packet dropsis a full in-
coming packet buffer at an internal routeror end-
host.Thusif routersinternalto a sitebecomesatu-
rated,or if a particularhostis facingvery high traf-
�c volumes,packetsmaybedropped.If anattacker
cancausepackets to be droppedin a very precise
way duringmapping,thatcouldaffect mappingre-
sults;lesspreciseinterferenceis likely to becaught
asaninconsistency betweenmultiple runs.

Droppingmayalsobedoneby routersto meetQual-
ity of Serviceguarantees.Mechanismslike Diff-
serv [B+99] that implementQoS but whoseexact
workingsaresite-speci�carehardto predict,since
externaland internal traf�c may be mingled,each
contributing to packet dropsfor the other. A mit-
igating factor is that suchQoSpolicies tend to be
implementedeitherat the boundaryrouters(which
�lter beforetheNIDS) or atanexternalaggregation
point.

The NIDS mustalsoknow whena hostwill time-
out an IP fragmentor TCP segment. Without this
knowledge,anattackercanlaterretransmitthefrag-
mentor segmentwith differentdata:theNIDS can-
notknow whichwasaccepted,evenwith knowledge
aboutwhich would be acceptedif the �rst did not

timeout. ThoughActiveMappingcantry to deduce
thetimeoutvalue,theneedfor precisionin thetime-
outdeterminationmakesthisdif�cult.

3.4 Dealing with Timeouts and Packet Drops

TheNIDS cannotbenoti�ed of every routeror end
hostpacket drop. The hostbeingmonitoreddoes,
however, give someimplicit drop information, in
the form of acknowledgmentsandresponsesto re-
questsor lackthereof.Whencombinedwith tempo-
ral causality, thiscanallow partialreconstructionof
thehost's state.

If we seeanacknowledgmentof a TCPsegmentor
a responseto a UDP or ICMP request,we caninfer
thattherequestmusthavebeenacceptedusingonly
packetsthatprecededtheresponse.Furthermore,if
noresponseis sentwhenoneis expected,wecanin-
fer thatpacketshavebeendropped.If theNIDS can
sendpacketsin realtime, it cansenda “keep-alive”
TCPpacket,onethatisoutof sequence.Thisshould
elicit anACK thatshowsthecurrentsequencenum-
ber.

TheNIDS canalsowatchfor ICMP messagesindi-
cating timeouts(“FragmentReassemblyTime Ex-
ceeded,” per [Po81b]). Not all hostssendtheseno-
ti�cations, and they might leak information to an
attacker. A compromisemightbeto con�gure hosts
whenpossibleto generateinformative ICMP mes-
sagesthat are �ltered by the �re wall (but are still
seenby theNIDS).

3.5 Practical Considerations

Thereareadditionalconcernsthatarisein mapping
realnetworks.Our initial prototypedoesnothandle
all thesecasesandtherearelikely to beothers.We
discusspossibleapproachesto commonreal-world
scenariosbelow. We point out thatActive Mapping
doesnot requirea completepro�le for eachhostto
beuseful:atbest,many ambiguitiesareeliminated;
at worst, thedefault behavior is thatof theoriginal
NIDS. ThusActive Mappingmaybeincrementally
deployedevenwhile somepracticalhurdlesarebe-
ing surmounted.



NAT So far our discussionof mappinghas as-
sumedthateachIP addresscorrespondedto exactly
one machine(and a single set of policies). If a
NAT [EF94] is runninginsidethemonitoredsite(so
that the NIDS doesnot seethe privateaddresses),
however, we needadditionalstrategies. To handle
serversbehinda NAT, we could mapeachport as
thoughit belongedto a separatemachine,checking
for all relevantpolicieson eachport. It is harderto
dealwith clientsbehinda NAT, thoughthis is only
relevant in thecaseof outsideserversattackingin-
ternalclientsin aclientOS-speci�cway.

It can be dif�cult to detectwhen a NAT is being
used,thoughrecentwork by Bellovin [Be02] sug-
geststhat it is possiblein somecases. If not all
NAT IPs are not known to systemadministrators,
themappercouldmapmultipleportsindependently
or samplethemfor differences,which would indi-
cateaNAT'spresence.

DHCP The Dynamic Host Con�guration Proto-
col (DHCP) [Dr97] dynamically assignsIP ad-
dressesto clients. A DHCP server leasesout ad-
dresseswhenclientsrequestthem;leasesexpirepe-
riodically. Dealingwith DHCPrequiressomeinte-
gration: themappercouldbetriggereduponseeing
DHCPrequests(if thebroadcastdoesnotmake it to
the mappingmachine,the DHCP server canbe set
up to notify it). Thepro�le databasecould include
MAC addresses, so the mapperwould know when
it alreadyhasapro�le for agivenmachine(perhaps
gatheredpreviouslyunderadifferentIP address).If
integrationwith a DHCPserver is not possible,de-
terminingMAC addressesmight benontrivial; it is
anareafor futurework.

TCP Wrappers (Host-Based Access Control)
SomehostsuseTCPWrappers to restrictaccessto
servicesto a setof hostsdeterminedby an Access
ControlList. If theActive Mappingmachineis not
grantedaccess,sometestsrequiringmeaningfulin-
teractionwith a particularTCPservicewill fail. A
simple solution is to allow a designatedmapping
machineaccessto relevantservices.

4 Prototype Implementation

We implementedActive Mapping in about 2,000
lines of Perl and have ported it to the Linux and
FreeBSDoperatingsystems. It requiresa TCP/IP
�re wall capability, the libpcap packet captureli-
brary[MLJ94],andraw socketsupport.Usingthese
featuresgenerallyrequiressuperuseraccess.

ICMP andTCPpacketsaresentdirectly usingraw
sockets.A Pcap�lter is setup to captureresponses.
Our user-level TCPimplementationfollows a strat-
egy similar to thatof Tbit [PF01],a TCPbehavior-
inferencetool. Like Tbit, we �re wall off high-
numberedTCP ports for useas ephemeralsource
ports(to prevent the kernelfrom respondingto in-
comingtraf�c to thoseportsby sendingRSTs).Un-
like Tbit, which dynamicallyinstalls and removes
�re wall �lters, we requirethe userto allocateand
�re wall off a rangeof portsin advance;this reduces
the amountof system-dependentcodein the map-
perat theexpenseof transparency. Our TCPimple-
mentationis rudimentary;currentlyweperformnei-
ther reassemblynor implementcongestioncontrol,
for example. Nonetheless,it hasproved adequate
thus far for the short-lived connectionsneededfor
mapping,especiallysinceserverstendto sendback
well-formedrepliesto ouroftenmalformedqueries.

The mapperconductstestsin parallelwith respect
to machinesbeingmappedandwith respectto each
individual test. The degreeof parallelismis deter-
minedby thenumberof availableTCPsourceports,
thesizeof thepacket buffers,and(duein particular
to ourunoptimizedimplementation)theCPUspeed.

Eachtestis repeatedacon�gurablenumberof times
(three, in testing)and all the resultsare recorded.
Thisis importanttoaccountfor droppedpacketsand
timeouts.

Currently, we have implementednetwork topology
and servicediscovery as well as the speci�c tests
describedin Section3.2.

We modi�ed theBro NIDS to useActive Mapping
pro�les to properly interprettraf�c. [Pa98].6 The

6We note that this integration may be done with any NIDS
which does TCP/IP stream reconstruction, since it will include



integrationwasstraightforward;afew hundredlines
of C++ codewereneeded.Theperformanceimpact
of the modi�cations is discussedin the following
section.

5 Experiments and Results

5.1 Observed Active Mapping Profiles

We rantheprototypeActive Mapperat a largesite.
Theexactnumberof active hostsduringour scanis
not known, but wasestimatedbasedon otherscans
to bearound7,500.We obtainednontrivial, consis-
tentdata(identicalresultsoverthreetrialsfor some-
thing other than the hostname)for just over 4,800
hosts.Many of theIPsfor which we did not obtain
resultsarein DHCP blocks(hostsmay not always
be present);in addition, many usersemploy host-
based�re walls which would prevent our scanning.
We arecurrentlyworking on gettingmoreprecise
datahere(wenotethat�re wallsarelikely to prevent
the attacksthe NIDS is looking for in any case!).
It is signi�cant that we obtainedresultsfor virtu-
ally every machinefor which OSdatawereknown;
presumablymostothermachinesaremoretransient
or are�re walled enoughto stopOS detection.We
presentActive Mappingpro�les by operatingsys-
tem in Figure 4. Sometestsdid not yield results
due to services'being protectedwith TCP Wrap-
pers. We expect this limitation can be overcome
in practiceby addingthe mappingmachineto the
hosts'ACLsasneeded.

The amountof observed diversity in policy is re-
markable,given that we only ran � ve tests. While
hostswith a givenoperatingsystemversionexhib-
itedthesamepolicies,it is interestingnotehow poli-
cieschangedfor differentversionsof thesameop-
eratingsystem. Linux in particularseemsto have
undergoneanumberof policy changes,evenduring
minor revisionsof thekernel.We alsonotethat in-
dividual userscanalterpoliciesby installing“hard-
ening”or otherpatches.It is preciselythisdiversity
(borneoutby ourexperiments)thatunderscoresthe
needto disambiguatetraf�c destinedfor eachhost
basedits particularobservedpolicy.7

all the necessary decision points.
7We note that a first-order approximation might be obtained

For 173 hosts,we were unableto get resultsthat
wereconsistent(de�ned asgettingidenticalresults
for threetrials). This is lesssurprising, perhaps,in
light of the fact thatall but 29 of themwerefound
to beprinters,routers,or scanners(many of there-
maininghadunknown operatingsystems).Of the
173,all but 36 gave consistentresultswhena result
was obtained,but had a trial which did not com-
plete. This couldbedueto congestion.In all, only
10 machineswhich werenot known to be special-
purposedevicesyieldedresultswith con�icting an-
swers.

5.2 Mapping Time

The timesmeasuredaredependenton the policies
found: sincemany tests' resultsaredeterminedby
thepresenceor absenceof a responsefrom thehost
within a certaintime, somepoliciesgeneratemore
timeoutsthanothers.Most timeoutsareon the or-
der of 5–10 seconds;we found this interval to be
suf�cient to accountfor delaysat the hostsand in
thenetwork.

Mapping a single host requiresapproximately37
seconds.This minimum is dueto the fact eachof
themappingtestsis repeatedthreetimes,anda sin-
gle testrequirestwo roundsof communication.

Wall-clock time risessublinearlythrough64 hosts,
thoughfor more than64 hosts,timesare likely to
scale linearly since the mapperimplementsrate-
limiting to avoid packet-buffer over�ows (a prob-
lem we were able to alleviate in part by using
larger-than-normalpacket capturebuffers). Map-
ping101hoststook532seconds,or 5.3secondsper
host;for 64hosts,thetimewas5.7secondsperhost
andfor 16hosts,it took10.1secondsperhost.

Our prototype implementation's inef�ciency re-
sultedin usertimeincreasesat therateof somewhat
lessthan two secondsper hostbeingmapped.As
a result, parallelismwas limited, allowing steady-
stateratesof about5 secondsperactive hoston the
full-site mappingwith thousandsof hosts. We ex-

by using known OS version information with a lookup table; it
may even make sense to run Active Mapping and then infer the
OS from its results. We plan to investigate this relationship in
the future.



OS IP Frag TCP Seg RST in wnd RST outside wnd

AIX 2 BSD BSD Yes No
AIX 4.38.9.3 BSD BSD Yes No

CiscoIOS Last BSD Yes No
FreeBSD BSD BSD Yes No

HPJetDirect(printer) BSD-right BSD Yes No
HP-UX B.10.20 BSD BSD Yes No
HP-UX 11.00 First BSD Yes Yes
IRIX 4.0.5F BSD No result Yes No

IRIX 6.2 BSD No result Yes No
IRIX 6.3 BSD BSD Yes No

IRIX64 6.4 BSD BSD Yes No
Linux 2.2.10 linux No result No No

Linux 2.2.14-5.0 linux BSD Yes No
Linux 2.2.16-3 linux BSD No No

Linux 2.2.19-6.2.10smp linux BSD No No
Linux 2.4.7-10 linux BSD Yes No

Linux 2.4.9-31SGIXFS 1.0.2smp linux BSD Yes No
Linux 2.4(RedHat7.1-7.3) linux BSD Yes No
MacOS(versionunknown) First BSD Yes Yes

netappunknown No result No result No No
netappunknown No result No result Yes No

NCD Thin Clients(noservicesexported) BSD No result No result No result
OpenBSD(versionunknown) linux BSD Yes No
OpenBSD(versionunknown) linux BSD No No

OpenVMS7.1 BSD BSD Yes No
OS/2(versionunknown) BSD No result Yes Yes
OS/2(versionunknown) No result No result No No

OSF1V3.0 BSD BSD Yes No
OSF1V3.2 BSD No result Yes No

OSF1V4.0,5.0,5.1 BSD BSD Yes No
SunOS4.1.4 BSD BSD Yes No

SunOS5.5.1,5.6,5.7,5.8 First Last Yes No
TektronixPhaserPrinter(unknown model) Last No result No No
TektronixPhaserPrinter(unknown model) First BSD Yes Yes

Tru64Unix V5.0A,V5.1 BSD BSD Yes No
Vax/VMS BSD BSD Yes No

Windows (95/98/NT4/W2K/XP) First BSD Yes No

Figure4: Selected Observed Active Mapping Profiles. Active Mappingpro�les observed,by operating
systemof the host. Testsreportedcorrespondto thosedescribedin section3.2. Operatingsystemdata
werenot availablefor all mappinghosts,so theabove tableis not completewith respectto our testset; in
somecases,versionnumberswerenot known. Someentrieswith identicalresultsacrossmany versionsof
anOS have beensummarizedin oneline; somevery similar OS versionswith identicalresultshave been
omittedfor brevity. A valueof “No Result” is duemostly to theuseof TCPWrappers;in somecasesthe
mappedhostdid notsupporttheservicerequiredto performmapping.SinceeverymachineacceptedaRST
in sequence,resultsfor thattestarenotgiven.



pectthatthis �gure couldbeimprovedconsiderably
with a betterimplementation.Thepacket-handling
speedsof a decentNIDS are at leastan order of
magnitudebetter.

5.3 Mapping Traffic

We measuredbidirectional network traf�c gener-
atedduring mapping. During a scanof a subnet
with 101 live hosts,we recordedstatistics(taken
over threetrials) relatingto thenumberof bytesand
packetsgeneratedby scanning,bothto andfrom the
mapper. The resultsare in Figure5. ICMP pack-
etsweredueto ICMP servicediscovery, PMTU and
hop count determination,and someIP mappings.
TCP packets were due to TCP servicediscovery,
PMTU andhop countdetermination(if ICMP was
not supported),andTCPmappings.

Total Per host
Total bytes 1.9MB± 49KB 19KB
Total packets 32,893± 345 326
ICMP packets 21,763± 2 215
TCPpackets 10,588± 7 105
Packets/sec. 3.3± 0.0
Bytes/sec. 191± 5

Figure5: Traffic generated by mapping 101 hosts
on a single subnet. Threetrialswereconducted.

5.4 NIDS Integration Tests

We modi�ed the Bro NIDS by addingsupportfor
disambiguationbasedon Active Mappingpro�les;
we stressthat the choiceof NIDS was for conve-
niencesince our techniqueswould apply equally
to any TCP/IP-analyzingNIDS. Our goalsin test-
ing weretwofold: �rst, to ensurethatusingActive
Mappingwould indeedresult in correctinterpreta-
tion of network traf�c; second,to check that us-
ing ActiveMappingwouldnot incurany signi�cant
runtimecost. Accordingly, we ran two setof tests:
�rst, asynthetictestwith ambiguoustraf�c; second,
a comparisonof the original andActive Mapping-
modi�ed NIDS on real-world traces. (We expect
thatresultswouldbesubstantiallythesamewith any
otherNIDS integration.)

5.4.1 Synthetic Tests

In orderto testthecorrectnessof themodi�ed NIDS
(its ability to disambiguatetraf�c correctly, wegen-
eratedHTTP attacktraf�c to 8 hostswith evasion
measuresaddedusingfragr oute [So02]to mod-
i�ed traf�c to 2 hosts.Fragrou te automatically
transformedthe requeststreamto includeoverlap-
ping and inconsistentIP fragmentsand TCP seg-
ments.The inconsistency favoredoneof two poli-
cies(in our parlance,a “�rst” policy anda “BSD”
policy); the datanot expectedto be acceptedwere
chosenrandomly. For the two machinesreceiving
modi�ed traf�c, we usedActive Mapping pro�les
which would allow the traf�c to be properly inter-
preted.

We found that the unmodi�ed NIDS believed the
HTTPrequestto be:
GET /msadc Tpo6EGKEY./../ ..%bTMmzy
QaL/sy stem32/ fipGNdDg ++dir+c : \
ratherthan:
GET /msadc /../../ ../../. ./../win nt
/syste m32/cmd.exe?/c+ dir+c: \
whichwastheactualrequestURL. It is clearthatthe
unmodi�edNIDS,whichhadnowayto properlyre-
solvetheambiguousoverlaps,chosethewrongdata
tousein reassembly. Themodi�ed NIDSperformed
reassemblycorrectly.

To measurethe impact of Active Mapping on the
NIDS' performancein the presenceof a relatively
high proportionof ambiguoustraf�c, we usedtwo
tracesof 500connectionsto the8 hosts.In the�rst,
wherenoneof the connectionswere modi�ed by
fragro ute , timeswereessentiallyidenticalover
threetrials. In thesecond,whereconnectionsto two
of themachinesweremodi�ed by fragro ute , the
Active Mapping-enabledNIDS wasactuallyabout
15% faster, sinceit wasableto discardmoredata.
In practiceweexpectthiseffect to besmall,sinceit
is only relevantwhenthereareoverlappingIP frag-
mentsor TCP segments(or the like); suchoccur-
rencesareuncommon.



5.4.2 Real-world Tests

To geta pictureof performanceimpacton a larger,
more realistic dataset, we used two real-world
traces.The�rst wasof awidevarietyof non-HTTP
traf�c (mostly just SYN/FIN/RSTpackets,thedata
�ltered out)gatheredbyaone-hourcaptureatabusy
site(100.2MB data,1.2M packets,273K connec-
tions).Thesecondwasof two hoursof HTTPtraf�c
(with full data)atanothersite(137MB, 197K pack-
ets,6,379connections).In both cases,the results
werethesame:with Active Mappingon, execution
time wasessentiallyidentical(with AM, it wasless
than1% faster). Memoryusagewasapproximately
200K higherwith AM (speci�c pro�les wereused
for about4800hosts;a default onefor the rest), a
smallfractionof the68MB usedoverall.

We are currently working on deploying an Active
Mapping-enabledNIDS operationallyto get more
dataon the impactof usingAM pro�les on perfor-
manceandprecision.

5.5 Conclusions and Recommendations

The test resultssuggestthat mappingcan be per-
formedquite frequently. A full classC subnetcan
bescannedin about20 minutes,sodaily scansdur-
ing off-peak times are certainly feasible. Impor-
tantly, with a steady-staterate of about5 seconds
per host (using our unoptimizedprototype), it is
feasibleto completelyremapevenlargesites—say,
thousandsof hosts—ona weekly basisduring off-
peakhours. Certaintestswhoseresultswe expect
not to changeoften (e.g., thoserelatedto network
topology) can be performedless frequently. The
mapping-inducedtraf�c of about19 KB per host
mappedis quite low andits impactduringoff-peak
hoursis likely to benegligible.

Remappingcanalsobe triggeredby any inconsis-
tency betweenthe storedpolicy and an observed
one. For example, if a host sends an ICMP
NeedsFragmentationmessagefor a packet smaller
than the stored PMTU, then the host should be
remapped. External information, e.g., OS �nger-
print results,can be usedto detectchangesin the
statusof amachineaswell.

On-the-�y mapping—mapping when the �rst
packet to a host is seen—isprobably not possi-
ble, becausemany teststake several seconds. In
any case,hostpolicy changesaremostlikely to be
triggeredby infrequentoperatingsystemupgrades.
More frequentchangesto the policy databaseare
thoseinitiatedby DHCP. As we have noted,we can
storepoliciesby MAC addressandsimply update
a tablewhentheNIDS seesa DHCPrequest(or is
informedof anew leaseby theDHCPserver itself).
For new hosts—say, a laptopattachedfor the �rst
time to thenetwork—mappingcanbeperformedin
underoneminute(mappinga singlehost takeson
theorderof 30seconds).Thisperiodof uncertainty
is unlikely to be problematic,since it is rare that
DHCPclientsexport public services.

Runtimeperformancein the NIDS was not nega-
tively affectedby the additionof Active Mapping-
baseddisambiguation.In fact, sinceusing Active
Mapping resultsallows the NIDS to discardaddi-
tional packets,performancein somecaseswasac-
tually improved. The additionalmemoryfootprint
wasapproximately100 bytesper host. We expect
with all mappingsimplementedit would be on the
orderof a few hundredbytes.

The modi�ed NIDS was also capableof correctly
interpretingtraf�c in awaythattheoriginalonewas
not,detectingpreciseattacksthattheoriginal could
only hint at throughwarningsaboutinconsistentre-
transmission. We stressthat no amountof carein
thedesignof theoriginalcouldhavechangedits be-
havior in this respect:sincehosts'behavior varies,
any single policy employed by the NIDS will in-
evitably fail for hoststhatemploy adifferentone.

6 RelatedWork

6.1 Normalization

As previouslydiscussed,traf�c normalizationseeks
to eliminatenetwork traf�c ambiguitiesby altering
the traf�c stream[HKP01]. The normalizerlies in
the forwarding path of packets into a site. It re-
assemblesIP fragmentsandTCPstreamsandstate-
fully modi�es or �lters out nonconformingtraf�c
beforesendingpacketson to the internalnetwork.



Its ef�cacy in improving theprecisionof theNIDS
relies on its output being interpretedin the same
way by all thehostson thenetwork. It largely suc-
ceedsatachieving thisgoal;thepaperalsodiscusses
someexceptions.

Therearedisadvantagesto normalization,however.
A normalizerperformsthesamesortsof tasksasa
�re wall, but is doingmorework: it dealswith TCP
streamsrather than just individual packets. Two
mainconcernsarisingfrom thiscomplexity areper-
formanceand robustness. Sincethe normalizeris
in the forwarding path, it must be able to process
every packet as it arrives, even in the presenceof
stateholdingattacksonitself. Further, it mustbeex-
tremelyreliable;if it is not, theentiresitemaylose
Internetconnectivity. An additionalconcernis that
thenormalizerchangesthesemanticsof thestreams
it rewrites. Thiscanblockusefultraf�c, causeunin-
tendedproblemswith newer protocols,or decrease
ef�ciency.

It appearsthat Active Mapping can replacemany
of the normalizations(seethe Appendix for a full
list). Still, thereare casesin which someamount
of normalizationcanconfersigni�cant bene�ts: its
ability to remove �ags andoptionscanbe usedto
eliminateany uncertaintyasto their use.

Accordingly, it maysometimeswork bestto usein-
formedpartial normalization, that is, to performa
limited setof normalizationsthateliminateambigu-
itiesthatActiveMappingcannot.If thehostpro�les
indicatethatcertainkindsof noncompliantpackets
arenever acceptedby any host,or if administrators
wantanadditionallayerof safety, suchpacketsmay
be�ltered outat the�re wall.

6.2 Mapping Tools

ActiveMapping'stacticof sendingspeciallycrafted
packets and interpreting responsesto infer host
propertieshasbeenemployedin avarietyof tools.

Themostcommonpurposefor suchtoolsis to deter-
minetheoperatingsystemof ahost.Nmap[Fyo01]
usesport scanscombinedwith IP andTCPoptions
in responsesto guessa host's operatingsystem.
Queso[Sa98] takes a similar tack, sendingTCP

packetswith illegal �ag combinations.By matching
initial TTL values,advertisedTCP windows, ini-
tial sequencenumbers,nonconformingresponsesto
packetssentto closedports,andsoforth, thesetools
candetecta largenumberof operatingsystemver-
sions.

Neither provides us with enoughpreciseinforma-
tion on the long list of policy choicesandparam-
eterswe need.Sincedoing OS detectiontakesap-
proximatelyaslongasActiveMapping,thereseems
little advantageto doing OS detectioninsteadfor
this purpose;however, knowing thehostOScanbe
veryusefulin eliminatingfalsepositives(i.e.,could
a particularattackactuallysucceed?).We notethat,
especiallyin light of thefactthatoperatingsystems
maybeuser-modi�ed, theactuallyobservedbehav-
ior is theonly relevant thing for correctinterpreta-
tion: theOSversionis atbestaproxy for this infor-
mation.

The Ntop NIDS hasbeensupplementedwith net-
work informationinferredfrom passive monitoring
[DS00]; this information appearsto be limited to
guessingthe hop count and �guring out which IP
addressescorrespondto routers.

Tbit [PF01]triesto learntheTCPbehavior of HTTP
servers in regards to congestioncontrol. It only
sendslegitimateTCP packets,relying on TCP op-
tions, advertisedwindows, andtiming information
to deducethe server's TCP con�guration (or bugs
therein). We useits schemefor implementingour
user-level TCP.

7 Summary

Ambiguity in theinterpretationof network traf�c is
acritical dif�culty for Network IntrusionDetection.
This ambiguitytakesmany forms.Sometypesmay
be resolved by careful constructionof the NIDS.
Othertypesarefundamentallymoredif�cult to re-
solve, andrequireadditionalinformationaboutthe
network andthehostsbeingmonitored.In this pa-
per, we have presentedActiveMapping, a method
of eliminating network- and transport-layerambi-
guitiesby informing theNIDS of relevantnetwork
andhostTCP/IPstackpolicies. We stressthat the



ambiguitiesthat Active Mapping seeksto address
arereadilyexploitable;systemshavebeendesigned
for doingjust that[So02,Mc98].

Active Mapping runs separatelyfrom the NIDS
(typically during off-peak hours) and works by
sendingspeciallycraftedpackets to eachhostand
inferring policy from the responsesit receives (or
lack thereof). It does not require any real-time
manipulationof the incomingtraf�c streamby the
NIDS. In our testswith a NIDS modi�ed to use
Active Mapping-generatedpro�les, we found that
therewas essentiallyno cost in termsof speedor
memoryuseto get the increasedprecisionin anal-
ysis; we expect this will hold true for any NIDS.
In addition, we have shown that Active Mapping
itself is ef�cient in termsof time, network band-
width consumed,andoutputsize.Preliminarymap-
ping resultsshow considerablevariation in policy
amonghosts'TCP/IPstacks,underscoringtheneed
for the precisesimulationthat Active Mappingen-
ables. Our plans for future work include explor-
ing usingpassive monitoringto determinewhento
remapa host,aswell asanimplementationof map-
ping of DHCPclients,andimplementationof more
of themappingsdescribedin theAppendix.

Finally, we note that the problem of ambiguous
traf�c is not con�ned to the network andtransport
layers. It also occursat the application layer—
for example,exactly how will a particularURL be
interpreted?—anddealingwith all possibleambigu-
ities appearsessentiallyintractable. Active Map-
ping pro�les might be able to help lower false
positives by allowing the NIDS to consideronly
platform-relevantattacks,but analysisof thispoten-
tial bene�t is beyond thescopeof this paper. Thus
we do not claim to have “solved” the NIDS eva-
sionproblem.However, we believe thatthegeneral
problemof ambiguity resolutionis bestaddressed
in a systematic,layeredfashion,andActive Map-
pingrepresentsasteptowardeliminatingambiguity
at thebottomlayers.
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Appendix: Full List of ActiveMappings

In [HKP01], the authorsadopteda “header-walking” technique—inspectionof eachTCP and IP header
�eld—in an attemptto enumerateall ambiguities(which would thenbe resolved usinga normalizer). In
our analysisof Active Mappingasan approachto the sameproblem,we borrow that work's list of nor-
malizations,noting for eachhow it �ts into the Active Mapping framework. The idea is to try to get a
completepictureof how Active Mappingcan(or can't) eliminatepossibleTCP/IPambiguitiesby looking
at each,thenstatingwhat sort of mappingtechniquewould work. The readeris referredto [HKP01] for
morethoroughexplanationsof someof thenormalizations.Wenotethatwehavenot implementedall of the
mappingssuggestedbelow; nonetheless,mostarestraightforwardgiventheonesthatwehave implemented
andtested.

TheDispositioncolumnin thetablesbelow will usuallycontainoneof threemainapproaches,sometimes
coupledwith ashortexplanation:

Drop. Thestateless�re wall shouldbecon�guredto dropthispacket.

Map. Wecansendchosenprobepacketsto thehostto determineits policy. Themostcommoncase,“Map
for drop,” indicatesthatthepacketshouldbesentto ahost—usuallyaspartof anopenconnection—to
seewhetherit is droppedor acknowledged.

Ignore. Wedonotneedto performany mappingfor this test.

Thereis a tradeoff betweenacceptingmalformedpacketsthat might be usefulandallowing in malicious
traf�c. For somenormalizations,achoiceshouldbemadeaboutwhethertheanomalyin questionmight (or
empiricallydoes)arisein normaltraf�c. If it is decidedthattheanomalouspacketwouldnotarisenormally,
it maybedroppedby a �re wall or apartialnormalizerrunningin front of theNIDS.

IP Normalizations

# IP Field NormalizationPerformed Disposition

1 Version Non-IPv4packetsdropped. Drop if NIDS is not IPv6-aware,elseIgnore.
2 Header

Len
Drop if hdr len toosmall. Drop.

3 Header
Len

Drop if hdr len too large. Drop.

4 Diffserv Clear�eld. Ignoreif internalroutersdon't support;addDiffserv
policy to NIDS otherwise

5 ECT Clear�eld. Map for drop.
6 Total Len Drop if tot len > link layer

len.
Drop.

7 Total Len Trim if tot len < link layer
len.

Ignore.

8 IP Identi-
�er

EncryptID. Ignore.

9 Protocol Enforcespeci�c protocols. IgnoreunlesstheNIDS is awareof any otherproto-
col.

– Protocol Pass packet to
TCP,UDP,ICMP handlers.

N/A (doneby NIDS)



# IP Field NormalizationPerformed Disposition
10 Fragoffset Reassemble fragmented

packets.
Map (see§ 3.2).

11 Fragoffset Drop if offset+ len> 64KB. Map to seeif data> 64k is acceptedor trimmedoff,
but don't triggerknown bugs.

12 DF ClearDF. MapPMTU (see§ 3.2).
13 DF Drop if DF setandoffset> 0. Map for drop. One plausibleinterpretationis: do

not further fragmentthis packet. SomeSolarisma-
chinesgeneratethesepackets;it is not disallowedby
RFC791[Po81a].

14 Zero�ag Clear. Firewall shouldclear if possible;otherwiseMap to
seeif packetswith zero�ag setaredropped.

15 Srcaddr Drop if classD or E. Drop.
16 Srcaddr Drop if MSByte=127or 0. Drop.
17 Srcaddr Drop if 255.255.255.255. Drop.
18 Dstaddr Drop if classE. Drop.
19 Dstaddr Drop if MSByte=127or 0. Drop.
20 Dstaddr Drop if 255.255.255.255. Drop.
21 TTL Raise TTL to con�gured

value.
Map (see§ 3.2).

22 Checksum Verify, dropif incorrect. Dropor optionallyMap for drop.
23 IP options Remove IP options. Map for drop (esp. sourceroute/recordroute); add

supportfor IP optionsto packetprocessingonNIDS.
Optionallyhaverouteror partialnormalizerclearun-
supportedoptions(packetsalreadytaking slow path
on router).

24 IP options Zeropaddingbytes. Ignore.Optionallyhave routerclearpaddingbytes.

UDP Normalizations

# UDPField NormalizationPerformed Disposition

1 Length Drop if doesn't matchlength
asindicatedby IP totallength.

Map: assumeminimum of UDP or IP lengthtaken.
Also mapfor drop.Optionallydropif routersupports
it.

2 Checksum Verify, dropif incorrect. Mapfor drop.OptionallyjustDrop if routersupports
it.

TCP Normalizations

# TCPField NormalizationPerformed Disposition

1 SeqNum Enforce data consistency in
retransmittedsegments.

Map (see§ 3.2).

2 SeqNum Trim datato window. Map: sendout-of-window segment,thensegmentsin
reverseto startof window to preventstreamreassem-
bly until all segmentshave been received; check
ACK sequencepoint.



# TCPField NormalizationPerformed Disposition
3 SeqNum Cold-start:trim to keep-alive. If NIDS cansendpackets,sendkeep-alive (incorrect

ACK designedto elicit thecurrentsequencepoint in
an ACK from the internalhost). OtherwiseIgnore:
this is acold-startproblem.

4 Ack Num Drop ACK above sequence
hole.

Map to seeif theACK is accepted.

5 SYN Removedataif SYN=1. Map for drop;if not,seeif datais ACKed.
6 SYN If SYN=1& RST=1,drop. Map to seeif RSTacceptedduringopenconnection;

Map to seeif SYN acceptedif no connectionestab-
lished.

7 SYN If SYN=1 & FIN=1, clear
FIN.

Seeif FIN is ACKed;thesendercouldplausiblysay,
“I want to initiate a connection,but have nothingto
send,” makingtheconnectionhalf-openright away.

8 SYN If SYN=0 & ACK=0 &
RST=0,drop.

Map for dropor optionallyDrop.

9 RST Removedataif RST=1. Ignore: thereareno known exploits. Optionallyuse
normalizerto removedata.

10 RST MakeRSTreliable. If possible,haveNIDS send-keepalive to ensurethat
RSTwasaccepted(reliableRST).

11 RST Drop if not in window. Map (seeSection3.2)
12 FIN If FIN=1 & ACK=0, drop. Map for drop.
13 PUSH If PUSH=1& ACK=0, drop. Map for drop.
14 Header

Len
Drop if lessthan5. Map for drop.

15 Header
Len

Drop if beyondendof packet. Map for drop.

16 Reserved Clear. Ignoreor optionallyMap for drop.
17 ECE,CWR Optionallyclear. Ignore.
18 ECE,CWR Clearif notnegotiated. Ignore.
19 Window Remove window with-

drawals.
Map for drop.

20 Checksum Verify, dropif incorrect. Map for drop.
21 URG,urgent Zerourgentif URG notset. Ignore. Optionally use app-level host information

(e.g.,particularHTTPserver)to interpreturgentdata.
22 URG,urgent Zero if urgent > end of

packet.
As above. Note that it is legal for theurgentpointer
to pointbeyondof thepacket containingit.

23 URG If URG=1& ACK=0, drop. Map for drop.
24 MSS

option
If SYN=0,removeoption. Map to seeif theoptionactuallychangestheMSSin

this case.
25 MSS

option
Cache option, trim data to
MSS.

TheNIDS shoulddo thecaching.

26 WSoption If SYN=0,removeoption. Ignore: Window scalingpresentsa cold-startprob-
lem; if desired,partialnormalizationcanremove the
option or elsethe NIDS can try to infer its success
from subsequentACKs.



# TCPField NormalizationPerformed Disposition
27 SACK Normalizations27-31regard-

ing SACK
Ignore:SACKsareadvisory, soshouldnotaffect the
semanticstheNIDS uses.

32 T/TCPopts Remove if NIDS doesn't sup-
port.

Map for drop.

33 T/TCPopts Remove if underattack. N/A
34 TSoption Removefrom non-SYNif not

negotiatedin SYN.
Map for drop.

35 TSoption If packet fails PAWS test,
drop.

Map for drop.

36 TSoption If echoedtimestampwasn't
previouslysent,drop.

Map for drop.

37 MD5
option

If MD5 used in SYN, drop
non-SYNpacketswithout it.

Map for drop when option not set in SYN. If not
dropped,dosamethingin NIDS asin normalizer, but
this causesacold-startproblem.

38 otheropts Removeoptions Ignore: optionally remove with a partialnormalizer.
(SeeSection3.3).

ICMP Normalizations

# ICMP Type NormalizationPerformed Disposition

1 EchorequestDrop if destinationis a multi-
castor broadcastaddress.

OptionallyDrop.

2 EchorequestOptionally drop if ping
checksumincorrect.

OptionallyDrop.

3 EchorequestZero“code” �eld. Map for drop.
4 Echoreply Optionally drop if ping

checksumincorrect.
Optionallydrop.

5 Echoreply Drop if nomatchingrequest. Ignore.
6 Echoreply Zero“code” �eld. Map for drop.
7 Source

quench
Optionally drop to prevent
DoS.

OptionallyDrop.

8 Destination
Unreach-
able

Unscramble embedded
scrambledIP identi�er.

Ignore: IP identi�ers not scrambledwithout normal-
izer.

9 other Drop. OptionallyDropdependingonNIDS policy.


