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Abstract

A critical problemfacedby a Network Intrusion
Detection System (NIDS) is that of ambiguity
The NIDS cannot always determinewhat trafc
reachesgivenhostnorhow thathostwill interpret
the traf ¢, andattaclers may exploit this ambigu-
ity to avoid detectionor causemisleadingalarms.
We presenta lightweight solution, Active Map-
ping, which eliminatesTCP/IP-basedmbiguityin
aNIDS' analysiswith minimal runtimecost.Active
Mapping ef ciently builds pro les of the network
topology and the TCP/IP policies of hostson the
network; a NIDS may thenusethe hostpro les to
disambiguateheinterpretatiorof the network traf-
¢ onaperhostbasis. Active Mappingavoids the
semanticand performanceproblemsof traf ¢ nor-
malization in which traf ¢ streamsaremodi ed to
remove ambiguities. We have developeda proto-
type implementationof Active Mappingandmod-
i ed aNIDS to usethe Active Mapping-generated
pro le databasén our tests. We found wide vari-
ation acrossoperatingsystems TCP/IP stackpoli-
ciesin real-world tests(about7,500hosts) under
scoringthe needfor this sortof disambiguation.

1 Intr oduction

A Network Intruson DetectionSystem(NIDS) pas-
sively monitorsnetwork traf c onalink, lookingfor
suspiciousactivity asde ned by its protocolanalyz-
ers(seeFigurel).

In orderto correctlyanalyzea streamof traf ¢, the
NIDS must rst determinewhich pacletsreachthe
target hostit is monitoringandthen, for thosethat
do, interpretthem exactly asthe target hostdoes.
The problemis thusequialentto NIDS beingable
to performa completeandprecisesimulationof the
network and the host machines;in this paperwe
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Figurel: A diagramof atypical site's network with
aNIDS

restrictour discus#on to the NIDS' ability to sim-
ulate the network and transportlayers. The dom-
inant obstacleto achiering this goal is ambiguity
thewide variety of network topologiesand TCP/IP-
stackpoliciesmakesit impossiblefor the NIDS to
know thecorrectinterpretatiorof traf ¢ withoutad-
ditional context.

Theresultis adivergencebetweerhow a hostinter
pretsa sequencef paclketsandhow the NIDS be-
lievesthesequencdashbeeninterpreted TheNIDS
canbetrickedinto believing thatno attackoccurred
or may be confusedby a multitude of possibilities,
someof which are attacksand someof which are
not. The evasionsare not just theoreticallypossi-
ble: Ptacekand Newsham[PN98] describea num-
ber of speci ¢ methodsfor exploiting this sort of
ambiguityatthe TCP/IPlayer Furthermoretoolk-
its have beendevelopedwhich automatetheir use
[S002,Mc98]. Thusit is of considerablgractical
concernthatwe nd awayto resohe TCP/IP-based
ambiguities.

In this papemwe exploreanew approacho eliminat-
ing TCP/IPambiguity called Active Mapping The



key ideais to acquiresufcient knowledge about
the intranet being monitored that the NIDS can
tell, uponobservinga sequencef paclets,whether
thosepacletswill arrive at their recipient,and, if
so, how the recipientwill interpretthem. Active
Mappingdoesthis by building up apro le database
of the key propertiesof the hostsbeing monitored
andthe topology that connectshem. Pro les are
constructedy sendingspeciallycraftedpacletsto
eachhost and interpretingthe responsego deter
mine pathpropertiesand TCP/IP policies(seeSec-
tion 3 andthe Appendixfor details).

Previous work proposedo eliminateambiguity in

NIDS analysisby trafc normalization[HKPO1].

The normalizer which sits in the forwarding path
before the NIDS, rewrites incoming trafc into

well-formed streamsthat presumablyadmit only

oneinterpretationon all reasonabld CP/IPimple-

mentations. Thusthe NIDS, with a single policy

set,canunambiguoushanalyzethetrafc for intru-

sion attemptson ary of the hostsof the protected
network.

Thoughit succeedsn reducingambiguity a nor

malizer, like ary active element,hasa numberof

drawvbacks. One is performance:the normalizer
must be able to reconstructevery TCP streamin

real-time. Anotheris robustnesssincethe normal-
izerisin theforwardingpathof every paclet, it must
be extremely reliable even in the face of resource
exhaustion;it also must be resistantto statehold-
ing and CPU attackson itself. Normalizationalso
potentially changegshe semanticsof a stream. As

detailedin [HKPO1], thesechangesanbreaksome
mechanismdjk e traceiouteandPathMTU discov-

ery.

By contrast,a NIDS armedwith a pro le database
can resole ambiguitiesin a trafc streamit ob-
senes without having to intercept or modify the
stream which hasmajor operationaland semantic
adwantagesWe stresghatmakingcontetual infor-
mationavailableto the NIDS is the only way to do
correctdisambiguatiorof a streanmwithout modify-
ing it, soemploying somethindik e Active Mapping
is essential.

Next, let us consideran exampleevasion. Figure 2

details an evasionbasedon uncertaintyaboutthe
numberof hopsbetweertheNIDS andatargethost.
If anattacler manipulategshe TTL eld of paclets
to confuseheNIDS, it cannotknow which of mary
possiblepacletsequencewasactuallyrecevedand
acceptedby thehost.Ontheotherhand,if theNIDS
hasinformationaboutthe network pathto the host,
thenit can eliminatethe ambiguity It is just this
information that Active Mapping gathersand sup-
plies to the NIDS. With it, the NIDS can ignore
pacletsthat will not reachthe host, enablingcor
rect analysis. It may be temptingto try to simul-
taneouslyanalyzeall possibleinterpretation®f the
paclet stream;however, the spaceof possiblenet-
work topologiesand TCP/IP policiesis solarge as
to make the problemintractable(seeFigure 2 and
the Appendixfor examples).

We have implementeda prototypeof Active Map-
ping andrun it on a network of about7,500hosts.
Our tests shaved that the increasedprecisionin
analysisdoesnot comewith ary signi cant perfor
mancecostat runtimefor the NIDS. Theincreased
memorycostwasminimal aswell. We presentre-
sultsto this effectin Section5.

Theorganizationof this papers asfollows. In Sec-
tion 2, we discussa modelof operationof the map-
per In Section3, we discusghe abilities andlimi-
tationsof Active Mapping,examiningselectedests
in detail. Themappersimplementations described
in Section4; the resultsof mappingreal-world net-
works and NIDS integration testsare presentedn
Section5 along with a discussionof performance
and ndings. We give anoverview of relatedwork
in Section6, includingthe potentiallysymbioticre-
lationshipbetweenrActive Mappingandnormaliza-
tion, andconcludewith a summaryof our ndings
in Section?. In the Appendix,we make aneffort to
coverthecompletespectrunmof TCP/IPmappings.

2 Design

2.1 Assumptions

In orderto perform mappingefciently, we make
certainassumptionaboutthe natureof the network
beingmonitored:
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Figure 2: Evading a NIDS by manipulating the TTL field [HKPO1]. The NIDS is 15 hopsfrom the
senderbut the recever is 20 hopsfrom the sender Packetswith aninitial TTL greaterthan 15 but less
than20 will beseenby the NIDS but will be droppedbeforereachingtherecever. Sincetheretransmitted
segmentsareinconsistentthe NIDS doesnot know the correctinterpretation.

e Network topologyis relatively stable.We dis- 2.2 Design Goals
cusshow often mapping may be performed
(based on the prototype mappers perfor  \we have beenguidedby anumberof designprinci-
mance)n Sections5.2and5.5. plesin constructingour system:

e The attacler is outsidethe network; if there

is collusion with a user on the inside, there e Comparable runtime performance. Theuse
is little any systemcando. Malicious insid- of Active Mappingpro les shouldnot appre-
ersworking aloneareassumedo be unableto ciably slow down the NIDS nor signi cantly
changeor drop particular paclets. This lat- increasdts memoryrequirements.
ter assumptionis more likely to be true for
switchednetworks. e Mapping should be lightweight. The band-
width consumedby mappingpaclets should
e Thereis a rewall thatcanbe usedfor simple be smallenoughnot to disruptordinarytraf c
paclet-level Iltering, especiallyaddress-based onthenetwork nor disruptthe operationof the
ingressandegressltering to preventspoo ng. hostbeing mapped. The processof mapping
Also, we assumethe NIDS' tap is inside the shouldalsobe completedn a modestamount
re wall. of wall-clocktime.

e Hosts' TCP/IP stacks behae consistently ~ ® Avoid harming the hosts. While no inten-

within ordinaryparametersthatis, if they ex- tionally maliciouspaclets are sent,bugsin a
hibit unusualbehaior, it will be at boundary hosts TCP/IP implementationmight be trig-
casesWe do not, for example,run every TCP geredby the (unusual)mappingpaclets. Each
mappingtestat every possiblesequenceium- testshouldbe checledagainstknown vulnera-

ber bilities beforebeingdeployed.
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Figure3: Interaction between the NIDS and the Mapper. The Active Mappingsystemsendsspecially
craftedpacletsto eachhostto determinethe hop count,PathMTU, andTCP/IPstackpolicies. Theresults
arecombinedinto a pro le. The NIDS usesthe pro les to correctlyinterpreteachpaclket goingto oneof

thehosts.

2.3 Architecture

Our overall stratgy is asfollows: independenbf
the NIDS, an Active Mapping machinescanseach
hostontheinternalnetwork, building for eachhosta
pro le of the network pathand TCP/IPstackprop-
erties. Thesepro les are storedin a database At
runtimea NIDS canusethe databas¢o resole po-
tentialambiguities(seeFigure 3). For example,the
NIDS canusethehostpro les to decidewhetherto
accepbordiscardSYN datain TCPpaclets,depend-
ing onthehostfor whichthe pacletis destined We
notethatalthoughour methodallows mary ambigu-
itiesto beresohed,sometimeshe very presencef
ambiguitymaybeindicative of notewvorthy behavior
(anattackattempt for example). ThusaNIDS may
wantto retainthe ability to notify the administrator
of suspiciousbehaior, evenwhentheimplications
of thatbehaior areclear

Our mappingtool is intendedto be run on a ma-
chinewhosenetwork pointis topologicallyequiva-
lentto thelink the NIDS is watching(seeFigure3).
Typically thisis betweerthe re wall andary inter
nal routers. It is importantthatthe mapperbe able
to sendpacletson this link, sincethe mappingre-
sultsshouldre ect the pathof actualpacletsfrom
the point of view of the NIDS. In orderto keepthe
NIDS from interpretingmappingtrafc as attacks
oninternalhosts the NIDS shouldbecon guredto

ignoretrafc to andfrom the mappingmachine.

The mapperbegins mappinga hostby performing
service discovery and hop count and Path MTU
(PMTU) determination. It initiates TCP connec-
tionsto asetof TCPservicesandsenddCMP echo
pacletsto determinewhich servicesare available.
Subsequentestingis abstractedvithin the mapper
touseserviceghatareavailable.For example some
testsrequire determiningwhethersome particular
TCP datais acceptedby the recever. To do so,
we canuseary servicefor which we cantell by its
responsevhetherit receved the speci ¢ data. To
date,we have developedconcreteémplementations
of SSHandHTTP beneaththis abstraction.Other
testsrequiresimplerabstracinterfaces.PMTU de-
termination for example,is donewith ICMP echoif
available,or ary TCP servicefailing that. The hop
countandPMTU of the pathto eachhostaredeter
minednext (Section3.2). Oncethesebasicproper
ties have beenestablishedye conducta variety of
IP and TCPtests(Section3.2), generatinghe host
pro les. Eachtestis repeatednultiple timesto con-
rm theresultandaccountfor timeoutsandlate or
duplicatedpaclets. To reducecorrelatedfailures,
we neverrun morethanoneinstanceof a (host,test)
pair atthe sametime.



3 Active Mapping in Practice

To thoroughly analyze the applicability of Ac-

tive Mapping to resolving possible ambiguities,
we follow the “headerwalking” techniqueusedin

[HKPO1]. We feel this is a good placeto start,
sincetheauthorsof thatpaperuseda systemati@ap-
proachto enumeratg@ossibleambiguitiesn TCP/IP
streamsWe examineeachambiguityto seeif it can
beresolhedvia Active Mapping,or, if it is very sim-
ple, if it canbe handledby statelessre wall rules.
Thuswe provide a reasonablycompletepicture of

the ability of Active Mappingto eliminate TCP/IP
ambiguity

A summaryof the Active Mappingapproacto ev-
ery normalizationin [HKPO1] is in the Appendix.
To date, we have implementeda selectedsubset
of thesemappings,spanninga numberof different
typesof ambiguities. We discussthemin detail in
Section3.2. (Many of the mappingsomitted are
straightforvard additionsgiven the typeswe have
alreadyimplemented.)

Active Mapping hassomeadditionalconcernsbe-
yondthosefor normalizationmostlyregardingtim-
ing, sincenormalizedraf ¢ is generallynot subject
to timeouts). We discusgheseandothercaseghat
are not easily tackled using our approachin Sec-
tion 3.3. A discussionof somepracticalconcerns
suchasNATs andDHCPfollowsin Section3.5.

3.1 Firewall Filters

Certaincasesshouldbe handledby statelespaclet
Itering atthe rewall:

e Verifying IP headerchecksums

¢ Ingressandegressltering, i.e., acceptingex-
ternal and internal sourceaddresse®nly on
thoserespectie interfaces

e Blocking pacletsto broadcastddressesr to
resened privateaddresspaces

¢ RejectingpacletswhoselP headettength eld
is too smallor too large

In short,the re wall shouldrejectpacletsthatcould
not be part of legitimatetrafc or thatare so mal-
formedasto beuselesto anendhost.

3.2 Selected Mappings

For a completelist of normalizationsand the Ac-
tive Mappingapproacho each,pleaseseethe Ap-
pendix.

Hop Count. Knowing the numberof hopsto an
endhostallows usto resistthe evasionin Figure2.

Theeasiestvay to determinénopcountis to usethe
traceoute utility. However, its strategy of sending
threepaclets per hop, increasingthe searchradius
one hop at a time, startingwith one hop, is quite
time-consuming.To speedthis up, we insteaduse
aknown serviceon the systemandsenda paclet to

it thatis expectedto elicit a response.Most hosts
will settheinitial TTL valueto 2V or 2V — 1 for

5 < N < 8. Thusfrom theresponseve canmake a
good rst guessof the numberof hopsG by sub-
tractingthe TTL in the responsepaclet from the
next highestvalueof 2V + 1. This guesscould be
wrongif theroutingis asymmetricor the hosthap-
pensto useadifferentinitial value.Oursearctlstrat-
egy is thereforeto testtherangeG — 4 to G, thenif

thatfailsto yield aresult,performabinarysearch.

PMTU. Knowing the Path MTU—the Maximum
TransmisionUnit over the pathto the host—isim-

portantbecausegaclets greaterthanthis size with

the DF (Don't Fragment)bit setarediscarded.To

determineit, we sendpaclets of various sizesto

known serviceson the hostswith the DF bit setand
watchfor response$ As with hop countdetermi-
nation, we optimize for the commoncase. Since
mary internalnetworks run on Ethernetwhich has
an MTU sizeof 1500bytes,we testthis rst, then
doabinarysearchon [0, 1500],sincethe mappers

MTU will generallybelimited by its local Ethernet
interfaceto 1500.

TCP RST Acceptance. RFC 793[Po81c]speci-
es thata TCP RST pacletis to be acceptedf and

In principle, we could also watch for ICMP Needs Frag-
mentation responses, some of which indicate the limiting MTU
size at the router generating the response. But it is simpler for
us to directly assess PMTU end-to-end.




only if it is within the recever's window. A non-
compliantTCP could createproblemsfor a NIDS,
which would not know if the connectionhad been
terminatecdor not.

e Repeatthe following stepswith the offset O
setequalto O (in sequence)l (in thewindow),
andW +smallconstan{outsidethe window).

e Senda TCP SYN paclet at sequenceaumber
S.

e Receve a SYN/ACK paclet, includingawin-
dow sizeWV.

e Sendan ACK paclet to establishthe connec-
tion.

e SendRSTpacletats + O.
e SendFIN pacletin sequence,e.,ats.

e Receve oneof: ACK of FIN paclet — RST
not accepted;RST or nothingg — RST ac-
cepted.

Overlapping and Inconsistent IP Fragments.
RFC 791 [Po81la]states,“In the casethat two or
more fragmentscontainthe samedataeitheriden-
tically or througha partial overlap,this [suggested]
procedureawill usethemorerecentlyarrivedcopy in
thedatabuffer anddatagrandelivered: It doesnot
talk aboutinconsistentor overlapping fragments.
Furthermore,emplgying the suggestedolicy has
securityimplications: re walls andotherpaclet I-
tersmustreassemblpacletsbeforemakingary de-
cisionsaboutthem, sinceat ary point, a new frag-
mentcanoverwritedatafrom anold one.lt is there-
fore nosurprisethattherearemary differentimple-
mentationsn use.

We perform fragment reassemblytesting using
ICMP echopaclets; in principle the test could be
performedwith TCP paclets as well. We send

2Note that although a RST should be generated in response
to the FIN if the initial RST was accepted, some hosts have
firewalling software that will not respond to packets not sent to
open connections (so as to leak as little information as possi-
ble). Thus we equate receiving no response (within 5 seconds)
to an acceptance of the RST we sent.

a sequenceof fragments,eachone containinga
multiple-of-eightbyte payload(sincethe IP offset
eld is in thoseunits). The diagrambelov showvs
eachof the six fragments,numberedby the order
in whichthey weresent;their payloadsconsistef
that numberreplicateda multiple-of-eightnumber
of times. For example,the third fragmentwassent
atan|P offsetof 6 (correpondingto the 48thoctet
in the overall paclet) andhada 24-bytepayloadof
therepeatingcharacter 3'. Eachfragmentbut the
lasthadthe MF (More Fragmentspit set. Thefrag-
ments'offsetsandthehost's possiblenterpretations
aregiven below, alongwith the namesof the poli-
ciesto whichthey correspond:

012345678911 -->

higher IP Offse t
111 22333

4444 555666

(Fragmen ts 1,2,3)
(Fragmen ts 4,5,6)

111442 333666
144422 555666
111442 555666

BSD policy
BSD-righ t polic y
Linux polic y
111422 333666 First polic y
144442 555666 Last/RFC 791 policy

The following is a descriptionof the policies we
have obseredsofar:

BSD. This policy left-trims anincoming fragment
to existing fragmentswith alower or equaloff-
set,discardingit if it is overlappedentirely by
existing fragments. All remainingoctetsare
acceptedoverlappingfragmentswith agreater
offset are discardedor trimmed accordingly
This policy is documentednorethoroughlyin
Wright andSterens[WS95], pp. 293-296.

BSD-right. This policy is similar to BSD, except
fragmentsare right-trimmed (newv fragments
take precedenceover thosewith a lower or
equaloffset).

Linux. TheLinux policy is almostthe sameasthe
BSD policy, exceptthat incoming fragments
are trimmed only to existing fragmentswith

30ne unfortunate problem is that for the ICMP checksum
to be correct, we must calculate it assuming a particular re-
assembly policy! Thus we must send all the fragments (with a
different checksum) once for each policy.



a strictly lower offset; that is, existing frag-
mentswith the sameoffsetwill beoverwritten,
atleastin part.

First. Always acceptthe rst value receved for
eachoffsetin the paclet.

Last/RFC791. Alwaystake thelastvaluereceved
for eachoffsetin the paclet?

Other. Threeotherpossiblepoliciesaretestedfor,
but nonehave yet beenobsenedin practice.

Overlapping and Inconsistent TCP segments.
This problemis similar to that of IP fragmentre-
assembly RFC793[Po81c] statesthat an imple-
mentationshould trim segments“to contain only
new data”, which implies a “First” policy. The
principle for testingis likewise similar to evaluat-
ing fragmentreassemblyambiguitiesandwe could
dothemappingusingary TCPservicefor whichwe
canconductan application-leel dialog. Ideally we
would usethe TCP Echoservice,but this is rarely
supportedwe usedSSHandHTTP in testing. We
discusst hereasimplementedor SSH.

Upon connecting,an SSH sener sendsa version
stringof theform

SSH-<mgjor>.< minor>-< comments>\r \n
[YI02] . The client is expectedto senda similar
string of its own; if the string is well-formed,
the sener respondswith additional parameters
for negotiation. If not well-formed, the sener
closesthe connection,optionally sendingan error
message.

Our testmakesthe well-formednes®f the version
stringdependenbnthereassemblypolicy. By send-
ing differentcombinationf sggmentswe cande-
ducethepolicy from thevariedresponses-or each
of thefollowing two tests somehostswill reassem-
ble thefollowing legal versionstring

SSH-2. 0-blah \r\n®

andsomewill reassemblanillegal versionstring,

“In testing, some Cisco routers (which employed the Last
policy) sent back a response with several additional trailing
NUL characters.

SActually, the version string the mapper sends to the server
is the same as the one the server initially sends to the mapper.
This prevents “protocol mismatch” errors.

uponwhich they will endthe connection.Thuswe
cantell by the succes®r failure of the connection
whetheralegal stringwasreassembledr not.

The rst test sendsthe following three segments.
Only policies that do not left-trim (or indiscrimi-
natelytrim) to earlierdatawill fail.

012346 789012 TCP Seq. Offse t

SH- (First segment )
X2.0-bl ah\r\n (Secon d segment)
S (Third  segment )

Note that the initial "S' is sentlast to prevent re-
assemblyntil it is sent.

The secondsendsfour segments;this testtries to
further discriminateamongpoliciesthat succeeded
on the rst test. Policies which never discard
already-receied datawill fail thistest.

012346 789012 TCP Seq. Offse t
SH (First segment )
+ (Secon d segment)

X-2.0-bl  ah\r\n (Third  segment )

S (Fourt h segment)

Here there are three obsened policies, character
ized by the succesgconnection)of the (rst, sec-
ond) test. They arethe sameasfor IP fragments:
BSD (yes, yes), rst (yes, no), and last (no, no).
Thefourth possibility(no, yes),hasnotyetbeende-
tectedin ourtesting. Obsenredresultsby operating
systemmaybefoundin Section5.

3.3 Difficult or Intractable Cases

Thesuccessf Active Mappingdependsiponhosts'
behaing in a consistentaind predictableway. This
is generallyagoodassumptionsincemostprotocol
stacksare deterministicand obey relatively simple
rulesfor ambiguityresolution. Thereare,however,
at leastthree sourcesof nondeterminisnthat can
makeit dif cult to performprecisesimulationin the
NIDS, evenwith Active Mapping: usercontrolled
parametersn the TCP stack, new semanticsand
non-deterministipacletdrops.

Application-level Parameters. Userscanchange
certainparameterghataffectthe TCP/IPstack.One
example, as noted in [HKPO1], is the use of the



TCP “urgent” pointer which marks some part of

the sequencespaceas containing important data
thatshouldbe processedvithout delay Depending
ontheimplementatiorandusersetparametershis

datamay be deliveredvia a signalor inline to the
userprocessThereis nowayfor theNIDS to deter

mine unambiguouslythe reconstructedbyte stream
asseerby theapplicationwithouthelpfromthehost
or hardcodingof the applications interpretationof

urgentdata.

New semantics. A NIDS mustunderstandhein-

tendedsemanticsf a streamif it is to interpretit

correctly Unknown TCP options,for example,can
be ignoredif the tamget hostdoesnot indicatesup-
portfor them. Thebestthe NIDS cando in general
is to be updatedregularly with supportfor new op-
tionsashostsontheinternalnetwork supportthem.
If partial normalization(see Section6.1) is avail-

able,unsupporteaptionscanbe Itered out.

Nondeterministic Packet Drops. Perhapsthe
mostcommonreasonfor paclet dropsis a full in-

coming paclet buffer at an internal router or end-
host. Thusif routersinternalto a site becomesatu-
rated,or if a particularhostis facingvery high traf-

¢ volumes pacletsmaybedropped.f anattacler
can causepacletsto be droppedin a very precise
way during mapping,that could affect mappingre-

sults;lesspreciseinterferencas likely to be caught
asaninconsisteng betweermultiple runs.

Droppingmayalsobedoneby routersto meetQual-
ity of Serviceguarantees.Mechanismdike Diff-
serv[B+99] thatimplementQoS but whoseexact
workingsaresite-speci carehardto predict,since
externalandinternaltraf ¢ may be mingled, each
contributing to paclet dropsfor the other A mit-
igating factoris that suchQoS policiestendto be
implementeckitherat the boundaryrouters(which
Iter beforetheNIDS) or atanexternalaggreation

point.

The NIDS mustalsoknow whena hostwill time-
out an IP fragmentor TCP seggment. Without this
knowledge,anattacler canlaterretransmithefrag-
mentor sggmentwith differentdata:theNIDS can-
notknow whichwasacceptedevenwith knowledge
aboutwhich would be acceptedf the rst did not

time out. ThoughActive Mappingcantry to deduce
thetimeoutvalue,theneedfor precisionin thetime-
outdeterminatiormalkesthis dif cult.

3.4 Dealing with Timeouts and Packet Drops

TheNIDS cannotbenoti ed of every routeror end
host paclet drop. The hostbeing monitoreddoes,
however, give someimplicit drop information, in

the form of acknavledgmentsandresponseso re-
questor lackthereof. Whencombinedwith tempo-
ral causality this canallow partialreconstructiorof

thehosts state.

If we seeanacknavledgmentof a TCP segmentor
aresponseo a UDP or ICMP requestwe caninfer
thattherequesimusthave beenacceptedisingonly
pacletsthatprecededheresponseFurthermoreif

noresponsés sentwhenoneis expectedwe canin-

fer thatpacletshave beendropped If theNIDS can
sendpacletsin realtime, it cansenda “k eep-alve”

TCPpaclet,onethatis outof sequenceThisshould
elicit anACK thatshavsthecurrentsequencaum-
ber.

TheNIDS canalsowatchfor ICMP messagemdi-

catingtimeouts(“FragmentReassemblylime Ex-
ceeded, per[Po81H). Not all hostssendtheseno-
ti cations, andthey might leak informationto an
attacler. A compromisanightbeto con gure hosts
when possibleto generaténformative ICMP mes-
sagesthat are Itered by the rewall (but are still

seerby theNIDS).

3.5 Practical Considerations

Thereareadditionalconcernghatarisein mapping
realnetworks. Ourinitial prototypedoesnothandle
all thesecasesandtherearelikely to be others.We

discusspossibleapproacheso commonreal-world

scenariopelov. We point out that Active Mapping
doesnot requirea completepro le for eachhostto

be useful:atbest,mary ambiguitiesareeliminated,;
atworst, the default behaior is that of the original

NIDS. ThusActive Mappingmay beincrementally
deployed evenwhile somepracticalhurdlesarebe-
ing surmounted.



NAT So far our discussionof mappinghas as-
sumedthateachlP addressorrespondetb exactly
one machine(and a single set of policies). If a
NAT [EF94]is runninginsidethemonitoredsite (so
thatthe NIDS doesnot seethe private addressgs
however, we needadditionalstratejies. To handle
senersbehinda NAT, we could map eachport as
thoughit belongedo a separatenachine checking
for all relevantpolicieson eachport. It is harderto
dealwith clientsbehinda NAT, thoughthis is only
relevantin the caseof outsidesenersattackingin-
ternalclientsin aclient OS-speci cway.

It canbe dif cult to detectwhena NAT is being
used,thoughrecentwork by Bellovin [Be02] sug-
geststhat it is possiblein somecases. If not all
NAT IPs are not known to systemadministrators,
themappercould mapmultiple portsindependently
or samplethemfor differenceswhich would indi-
catea NAT's presence.

DHCP The Dynamic Host Con guration Proto-
col (DHCP) [Dr97] dynamically assignsIP ad-
dressedo clients. A DHCP sener leasesout ad-
dressesvhenclientsrequesthem;leasesxpire pe-
riodically. Dealingwith DHCP requiressomeinte-
gration: the mappercouldbetriggereduponseeing
DHCPrequestgif thebroadcastoesnotmaleit to
the mappingmachine the DHCP sener canbe set
up to notify it). Thepro le databaseouldinclude
MAC addressesso the mapperwould know when
it alreadyhasa pro le for agivenmachingperhaps
gatheredoreviously undera differentlP address)If
integrationwith a DHCP sener is not possible de-
terminingMAC addressemight be nontriial; it is
anareafor futurework.

TCP Wrappers (Host-Based Access Control)

Somehostsuse TCP Wrappes to restrictaccesso

servicesto a setof hostsdeterminecby an Access
ControlList. If the Active Mappingmachineis not
grantedaccesssometestsrequiringmeaningfulin-

teractionwith a particularTCP servicewill fail. A

simple solutionis to allow a designatednapping
machineaccesgo relevantservices.

4 Prototype Implementation

We implementedActive Mappingin about2,000
lines of Perl and have portedit to the Linux and
FreeBSDoperatingsystems. It requiresa TCP/IP
rewall capability the libpcap paclet captureli-
brary[MLJ94], andraw socletsupport.Usingthese
featureggenerallyrequiressuperuseaccess.

ICMP and TCP pacletsare sentdirectly usingraw
soclets.A Pcap lter is setupto captureresponses.
Our userlevel TCPimplementatiorfollows a strat-
egy similar to thatof Thit [PF01],a TCP behaior-
inferencetool. Like Thit, we rewall off high-
numberedT CP ports for useas ephemerakource
ports (to preventthe kernelfrom respondingo in-
comingtrafc tothoseportsby sendingRSTs).Un-
like Thit, which dynamicallyinstalls and removes
rewall Iters, we requirethe userto allocateand
re wall off arangeof portsin advancethisreduces
the amountof system-dependemdein the map-
peratthe expenseof transpareng Our TCPimple-
mentations rudimentarycurrentlywe performnei-
therreassemblynor implementcongestiorcontrol,
for example. Nonethelessit hasproved adequate
thusfar for the short-lved connectionsneededor
mappingespeciallysincesenerstendto sendback
well-formedrepliesto our oftenmalformedqueries.

The mapperconductstestsin parallelwith respect
to machineeingmappedandwith respecto each
individual test. The degreeof parallelismis deter

minedby thenumberof availableTCPsourceports,
thesizeof the paclet buffers, and(duein particular
to ourunoptimizedmplementationjhe CPUspeed.

Eachtestis repeated con gurablenumberof times
(three,in testing)andall the resultsare recorded.
Thisisimportantto accounfor droppedpaclketsand
timeouts.

Currently we have implementechetwork topology
and servicediscovery as well asthe speci ¢ tests
describedn Section3.2.

We modi ed the Bro NIDS to useActive Mapping
pro les to properlyinterprettrafc. [Pa94. The

SWe note that this integration may be done with any NIDS
which does TCP/IP stream reconstruction, since it will include



integrationwasstraightfoward;afew hundredines
of C++ codewereneededTheperformancémpact
of the modi cations is discussedn the following
section.

5 Experiments and Results

5.1 Observed Active Mapping Profiles

We ranthe prototypeActive Mapperat a large site.
Theexactnumberof active hostsduringour scanis
not known, but wasestimatedasedon otherscans
to bearound7,500. We obtainednontriial, consis-
tentdata(identicalresultsoverthreetrials for some-
thing otherthanthe hostnameor just over 4,800
hosts.Many of the IPsfor which we did not obtain
resultsarein DHCP blocks (hostsmay not always
be present);in addition, mary usersemploy host-
based re walls which would prevent our scanning.
We are currently working on gettingmore precise
datahere(we notethat re wallsarelik ely to prevent
the attacksthe NIDS is looking for in ary case!).
It is signi cant that we obtainedresultsfor virtu-
ally every machinefor which OS datawereknown;
presumablymostothermachinesaremoretransient
or are re walled enoughto stop OS detection. We
presentActive Mapping pro les by operatingsys-
temin Figure4. Sometestsdid not yield results
dueto services'being protectedwith TCP Wrap-
pers. We expectthis limitation can be overcome
in practiceby addingthe mappingmachineto the
hosts'ACLs asneeded.

The amountof obsered diversity in policy is re-
markable giventhatwe only ran ve tests. While
hostswith a given operatingsystemversionexhib-
itedthesamepolicies, it is interestinghotehow poli-
cieschangedor differentversionsof the sameop-
eratingsystem. Linux in particularseemsto have
undegonea numberof policy changesevenduring
minor revisionsof the kernel. We alsonotethatin-
dividual userscanalterpoliciesby installing“hard-
ening” or otherpatcheslt is preciselythis diversity
(borneout by our experimentsthatunderscorethe
needto disambiguatdraf c destinedfor eachhost
basedts particularobseredpolicy.’

all the necessary decision points.
"We note that a first-order approximation might be obtained

For 173 hosts,we were unableto get resultsthat
wereconsisten{de ned asgettingidenticalresults
for threetrials). Thisis lesssurprisng, perhapsin

light of the factthatall but 29 of themwerefound
to be printers,routers,or scannergmary of there-
maining had unknowvn operatingsystems). Of the
173,all but 36 gave consistentesultswhenaresult
was obtained,but had a trial which did not com-
plete. This could be dueto congestion.n all, only

10 machineswhich were not known to be special-
purposedevicesyieldedresultswith con icting an-
swers.

5.2 Mapping Time

The times measuredare dependenbn the policies
found: sincemary tests'resultsare determinedoy
the presencer absencef aresponsdrom the host
within a certaintime, somepoliciesgeneratanore
timeoutsthanothers. Most timeoutsare on the or-
der of 5-10secondswe found this interval to be
sufcient to accountfor delaysat the hostsandin
thenetwork.

Mapping a single host requiresapproximately37
seconds.This minimum s dueto the fact eachof
themappingtestsis repeatedhreetimes,andasin-
gle testrequirestwo roundsof communication.

Wall-clock time risessublinearlythrough64 hosts,
thoughfor morethan 64 hosts,timesarelikely to
scalelinearly since the mapperimplementsrate-
limiting to avoid paclet-buffer over ows (a prob-
lem we were able to alleviate in part by using
largerthan-normalpaclket capturebuffers) Map-
ping 101 hoststook 532secondsor 5.3 secondper
host;for 64 hosts thetimewas5.7 secondperhost
andfor 16 hosts,it took 10.1secondgperhost.

Our prototype implementatiors inefciency re-
sultedin usertimeincreasesttherateof somevhat
lessthantwo secondger hostbeing mapped. As
a result, parallelismwas limited, allowing steady-
stateratesof about5 secondgeractive hoston the
full-site mappingwith thousand®f hosts. We ex-

by using known OS version information with a lookup table; it
may even make sense to run Active Mapping and then infer the
OS from its results. We plan to investigate this relationship in
the future.



oS | IPFrag | TCP Seg | RST inwnd | RST outside wnd |
AIX 2 BSD BSD Yes No
AIX 4.38.9.3 BSD BSD Yes No
CiscolOS Last BSD Yes No
FreeBSD BSD BSD Yes No
HP JetDirect(printer) BSD-right BSD Yes No
HP-UX B.10.20 BSD BSD Yes No
HP-UX 11.00 First BSD Yes Yes
IRIX 4.0.5F BSD No result Yes No
IRIX 6.2 BSD No result Yes No
IRIX 6.3 BSD BSD Yes No
IRIX64 6.4 BSD BSD Yes No
Linux 2.2.10 linux No result No No
Linux 2.2.14-5.0 linux BSD Yes No
Linux 2.2.16-3 linux BSD No No
Linux 2.2.19-6.2.10smp linux BSD No No
Linux 2.4.7-10 linux BSD Yes No
Linux 2.4.9-31SGIXFS_1.0.2smp linux BSD Yes No
Linux 2.4 (RedHat7.1-7.3) linux BSD Yes No
MacOS(versionunknownn) First BSD Yes Yes
netappunknovn Noresult | Noresult No No
netappunknavn Noresult | No result Yes No

NCD Thin Clients(no servicesxported) BSD Noresult| Noresult No result

OpenBSD(versionunknownn) linux BSD Yes No
OpenBSD(versionunknownn) linux BSD No No
OpenvVMS7.1 BSD BSD Yes No
OS/2(versionunknavn) BSD No result Yes Yes
OS/2(versionunknavn) Noresult | Noresult No No
OSF1Vv3.0 BSD BSD Yes No
OSF1v3.2 BSD No result Yes No
OSF1v4.0,5.0,5.1 BSD BSD Yes No
SunO$4.1.4 BSD BSD Yes No
Sun0$5.5.1,5.6,5.7,5.8 First Last Yes No
Tektronix PhasePrinter(unknovn model) Last No result No No
Tektronix PhasePrinter(unknovn model) First BSD Yes Yes
Tru64Unix V5.0A,V5.1 BSD BSD Yes No
Vax/VMS BSD BSD Yes No
Windows (95/98/NT4/W2K/XP) First BSD Yes No

Figure4: Selected Observed Active Mapping Profiles. Active Mappingpro les obsened, by operating
systemof the host. Testsreportedcorrespondo thosedescribedn section3.2. Operatingsystemdata
werenot availablefor all mappinghosts,sothe abore tableis not completewith respecto our testset;in

somecasesyersionnumbersverenot known. Someentrieswith identicalresultsacrossmary versionsof

an OS have beensummarizedn oneline; somevery similar OS versionswith identicalresultshave been
omittedfor brevity. A valueof “No Result”is duemostlyto the useof TCP Wrappers;in somecaseghe
mappedhostdid notsupportthe servicerequiredto performmapping.Sinceevery machineacceptedh RST
in sequenceresultsfor thattestarenotgiven.



pectthatthis gure couldbeimprovedconsiderably
with a betterimplementation.The paclet-handling
speedsof a decentNIDS are at leastan order of
magnitudebetter

5.3 Mapping Traffic

We measuredbidirectional network trafc gener

ated during mapping. During a scanof a subnet
with 101 live hosts,we recordedstatistics(taken

overthreetrials) relatingto thenumberof bytesand
pacletsgeneratedby scanningbothto andfrom the
mapper Theresultsarein Figure5. ICMP pack-
etsweredueto ICMP servicediscovery, PMTU and
hop count determination,and somelP mappings.
TCP paclets were due to TCP servicediscovery,

PMTU andhop countdetermination(if ICMP was
notsupported)and TCP mappings.

Total Per host
Total bytes 1.9MB + 49KB 19KB
Total paclets 32,893+ 345 326
ICMP paclets 21,763+ 2 215
TCPpaclets 10,588+ 7 105
Paclets/sec. 3.3+ 0.0
Bytes/sec. 191+5

Figure5: Traffic generated by mapping 101 hosts
on a single subnet. Threetrials wereconducted.

5.4 NIDS Integration Tests

We modi ed the Bro NIDS by addingsupportfor

disambiguatiorbasedon Active Mappingpro les;

we stressthat the choiceof NIDS was for corve-
niencesince our technigueswould apply equally
to ary TCP/IP-analyzingNIDS. Our goalsin test-
ing weretwofold: rst, to ensurethatusingActive

Mappingwould indeedresultin correctinterpreta-
tion of network trafc; second,to checkthat us-
ing Active Mappingwould notincur ary signi cant

runtimecost. Accordingly, we rantwo setof tests:
rst, asynthetictestwith ambiguoudrafc; second,
a comparisorof the original and Active Mapping-
modi ed NIDS on real-world traces. (We expect
thatresultswould besubstantiallfthesamewith ary

otherNIDS integration.)

5.4.1 Synthetic Tests

In ordertotestthecorrectnessf themodi ed NIDS

(its ability to disambiguatéraf c correctly we gen-
eratedHTTP attacktrafc to 8 hostswith evasion
measureaddedusingfragr oute [So02]to mod-
ied trafc to 2 hosts. Fragrou te automatically
transformedhe requeststreamto include overlap-
ping and inconsistentlP fragmentsand TCP say-

ments. The inconsisteng favored one of two poli-

cies(in our parlancea “rst” policy anda “BSD”

policy); the datanot expectedto be acceptedvere
chosenrandomly For the two machinesreceving

modi ed trafc, we usedActive Mapping pro les

which would allow the trafc to be properlyinter

preted.

We found that the unmodi ed NIDS believed the
HTTP requesto be:

GET /msadc Tpo6EGKEY./../ ..%bTMmzy
QaL/sy stem32/ fipGNdDg ++dir+c : \
ratherthan:

GET /msadc /../../ AR J..win nt
Isyste  m32/cmd.exe?/c+ dir+c: |\
whichwastheactualrequestJRL. It is clearthatthe
unmodi edNIDS, whichhadnowayto properlyre-
solve theambiguousverlaps chosehewrongdata
tousein reassemblyThemodi ed NIDS performed
reassemblyorrectly

To measurethe impact of Active Mapping on the
NIDS' performancean the presenceof a relatvely
high proportionof ambiguoudrafc, we usedtwo
tracesof 500connectiongo the 8 hosts.In the rst,
where none of the connectionswere modi ed by
fragro ute , timeswereessentiallyidenticalover
threetrials. In thesecondywhereconnectionso two
of themachinesveremodi ed by fragro ute , the
Active Mapping-enabledNIDS was actually about
15% fastey sinceit wasableto discardmore data.
In practicewe expectthis effectto be small, sinceit
is only relevantwhenthereareoverlappinglP frag-
mentsor TCP segments(or the like); suchoccur
rencesareuncommon.



5.4.2 Real-world Tests

To geta pictureof performancémpacton a larger,
more realistic dataset, we used two real-world
traces.The rst wasof awide varietyof non-HTTP
trafc (mostlyjust SYN/FIN/RST paclets,thedata
Itered out) gatheredyy aone-hourcaptureatabusy
site (100.2MB data,1.2 M paclets,273K connec-
tions). Thesecondvasof two hoursof HTTPtrafc
(with full data)atanotheisite(137MB, 197K pack-
ets, 6,379 connections).In both casesthe results
werethe same:with Active Mappingon, execution
time wasessentiallyidentical(with AM, it wasless
than1% faster) Memory usagewvasapproximately
200K higherwith AM (speci ¢ pro les wereused
for about4800 hosts;a default onefor therest) a
smallfractionof the 68MB usedoverall.

We are currently working on deplgying an Active
Mapping-enabledNIDS operationallyto get more
dataon the impactof usingAM pro les on perfor
manceandprecision.

5.5 Conclusions and Recommendations

The testresultssuggesthat mappingcan be per
formed quite frequently A full classC subnetcan
be scannedn about20 minutes,sodaily scansdur-
ing off-peak times are certainly feasible. Impor-
tantly, with a steady-stateate of about5 seconds
per host (using our unoptimizedprototype),it is
feasibleto completelyremapevenlarge sites—say
thousand®f hosts—ona weekly basisduring off-
peakhours. Certaintestswhoseresultswe expect
not to changeoften (e.g., thoserelatedto network
topology) can be performedlessfrequently The
mapping-inducedrafc of about19 KB per host
mappeds quite low andits impactduring off-peak
hoursis likely to be nggligible.

Remappingcanalso be triggeredby ary inconsis-
teng/ betweenthe storedpolicy and an obsered
one. For example, if a host sendsan ICMP
NeedsFragmentationmessagdor a paclet smaller
than the stored PMTU, then the host should be
remapped. Externalinformation, e.g., OS nger-
print results,can be usedto detectchangesn the
statusof amachineaswell.

On-the-y mapping—mapping when the rst
paclet to a hostis seen—isprobably not possi-
ble, becausemary teststake sereral seconds. In
ary case hostpolicy changesaremostlikely to be
triggeredby infrequentoperatingsystemupgrades.
More frequentchangego the policy databaseare
thoseinitiatedby DHCPR. As we have noted,we can
storepoliciesby MAC addressand simply update
atablewhenthe NIDS seesa DHCP request(or is
informedof anew leaseby the DHCP seneritself).
For new hosts—saya laptop attachedor the rst
time to the network—mappingcanbe performedn
underone minute (mappinga single hosttakes on
the orderof 30 seconds)This periodof uncertainty
is unlikely to be problematic,sinceit is rare that
DHCP clientsexport public services.

Runtime performancein the NIDS was not nega-
tively affectedby the addition of Active Mapping-
baseddisambiguation.In fact, sinceusing Active
Mapping resultsallows the NIDS to discardaddi-
tional paclets, performancen somecasesvasac-
tually improved. The additionalmemoryfootprint
was approximatelyl00 bytesper host. We expect
with all mappingsmplementedt would be on the
orderof afew hundredbytes.

The modi ed NIDS was also capableof correctly
interpretingtraf ¢ in awaythattheoriginalonewas
not, detectingpreciseattacksthatthe original could
only hint atthroughwarningsaboutinconsistente-
transmis®n. We stressthat no amountof carein
thedesignof theoriginal couldhave changedts be-
havior in this respect:sincehosts'behaior varies,
ary single policy employed by the NIDS will in-
evitably fail for hoststhatemploy a differentone.

6 RelatedWork

6.1 Normalization

As previously discussedyaf c normalizationseeks
to eliminatenetwork traf c ambiguitiesby altering
thetrafc stream[HKPO1]. The normalizerliesin
the forwarding path of pacletsinto a site. It re-
assemblef fragmentsand TCP streamsandstate-
fully modies or lters out nonconformingtrafc
beforesendingpaclets on to the internal network.



Its ef cacy in improving the precisionof the NIDS
relies on its output being interpretedin the same
way by all the hostson the network. It largely suc-
ceedsatachieving thisgoal;thepaperalsodiscuses
someexceptions.

Therearedisadwantagego normalization however.
A normalizerperformsthe samesortsof tasksasa
re wall, but is doing morework: it dealswith TCP
streamsrather than just individual paclets. Two
mainconcernaarisingfrom this compleity areper
formanceand robustness Sincethe normalizeris
in the forwarding path, it mustbe ableto process
every paclet asit arrives, even in the presenceof
stateholdingattacksonitself. Further it mustbeex-
tremelyreliable;if it is not, the entiresite maylose
Internetconnecwity. An additionalconcernis that
thenormalizerchangeshe semantic®f thestreams
it rewrites Thiscanblockusefultraf ¢, causainin-
tendedproblemswith newer protocols,or decrease
efciency.

It appearghat Active Mapping can replacemary
of the normalizations(seethe Appendixfor a full

list). Still, thereare casesn which someamount
of normalizationcanconfersigni cant bene ts: its
ability to remove ags andoptionscanbe usedto
eliminateary uncertaintyasto their use.

Accordingly, it maysometimesvork bestto usein-
formedpartial normalization thatis, to performa
limited setof normalizationghateliminateambigu-
itiesthatActive Mappingcannot.If thehostpro les
indicatethat certainkinds of noncomplianfpaclets
arenever acceptedy ary host,or if administrators
wantanadditionallayerof safety suchpacletsmay
be Itered outatthe re wall.

6.2 Mapping Tools

Active Mapping'stacticof sendingspeciallycrafted
paclets and interpreting responsego infer host
propertieshasbeenemployedin avariety of tools.

Themostcommonpurposdor suchtoolsisto deter
minethe operatingsystemof a host. Nmap[Fyo01]
usesport scanscombinedwith IP and TCP options
in responsego guessa hosts operatingsystem.
Queso[Sa98] takes a similar tack, sendingTCP

pacletswith illegal ag combinationsBy matching
initial TTL values, adwertised TCP windows, ini-

tial sequenc@umbersnonconformingesponse
pacletssentto closedports,andsoforth, thesetools
candetecta large numberof operatingsystemver

sions.

Neither provides us with enoughpreciseinforma-
tion on the long list of policy choicesand param-
eterswe need. Sincedoing OS detectiontakesap-
proximatelyaslongasActive Mapping,thereseems
little advantageto doing OS detectioninsteadfor
this purposejowever, knowing the hostOS canbe
very usefulin eliminatingfalsepositives(i.e., could
aparticularattackactuallysucceed?)We notethat,
especiallyin light of thefactthatoperatingsystems
maybeusermodi ed, theactuallyobservedehav-
ior is the only relevantthing for correctinterpreta-
tion: the OSversionis at besta proxy for thisinfor-
mation.

The Ntop NIDS hasbeensupplementedvith net-
work informationinferredfrom passie monitoring
[DSO00]; this information appeargo be limited to
guessingthe hop countand guring out which IP
addressesorrespondo routers.

Thit[PFO1]triesto learnthe TCPbehaior of HTTP
senersin regardsto congestioncontrol. It only
senddlegitimate TCP paclets, relying on TCP op-
tions, adwertisedwindows, andtiming information
to deducethe sener's TCP con guration (or bugs
therein). We useits schemefor implementingour
userlevel TCR

7 Summary

Ambiguity in theinterpretatiorof network traf ¢ is
acritical dif culty for Network IntrusionDetection.
This ambiguitytakesmary forms. Sometypesmay
be resolhed by careful constructionof the NIDS.
Othertypesarefundamentallymoredif cult to re-
solve, andrequireadditionalinformationaboutthe
network andthe hostsbeingmonitored. In this pa-
per, we have presentedActive Mapping a method
of eliminating network- and transport-layerambi-
guitiesby informing the NIDS of relevant network
and host TCP/IP stackpolicies. We stressthatthe



ambiguitiesthat Active Mapping seeksto address
arereadily exploitable;systemdave beendesigned
for doingjustthat[So02,Mc98].

Active Mapping runs separatelyfrom the NIDS
(typically during off-peak hours) and works by
sendingspecially craftedpacletsto eachhostand
inferring policy from the responsedét receves (or
lack thereof). It doesnot require ary real-time
manipulationof the incomingtrafc streamby the
NIDS. In our testswith a NIDS modi ed to use
Active Mapping-generategro les, we found that
therewas essentiallyno costin termsof speedor
memoryuseto getthe increasedrecisionin anal-
ysis; we expectthis will hold true for ary NIDS.
In addition, we have shavn that Active Mapping
itself is efcient in termsof time, network band-
width consumedandoutputsize. Preliminarymap-
ping resultsshov considerablevariationin policy
amonghosts' TCP/IPstacksunderscoringhe need
for the precisesimulationthat Active Mappingen-
ables. Our plansfor future work include explor-
ing usingpassve monitoringto determinewhento
remapa host,aswell asanimplementatiorof map-
ping of DHCP clients,andimplementatiorof more
of themappingdescribedn the Appendix.

Finally, we note that the problem of ambiguous
trafc is not con ned to the network andtransport
layers. It also occursat the applicationlayer—
for example,exactly how will a particularURL be
interpreted?—andealingwith all possibleambigu-
ities appearsessentiallyintractable. Active Map-
ping pro les might be able to help lower false
positives by allowing the NIDS to consideronly
platform-relerantattacks put analysisof this poten-
tial bene t is beyond the scopeof this paper Thus
we do not claim to have “solved” the NIDS eva-
sionproblem.However, we believe thatthe general
problemof ambiguity resolutionis bestaddressed
in a systematicJayeredfashion,and Active Map-
ping representa steptowardeliminatingambiguity
atthe bottomlayers.
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Appendix: Full List of Active Mappings

In [HKPO1], the authorsadopteda “headerwalking” technique—inspectionf eachTCP and IP header
eld—in an attemptto enumerateall ambiguities(which would thenbe resolhed usinga normalizer). In

our analysisof Active Mappingasan approachto the sameproblem,we borrov thatwork's list of nor

malizations,noting for eachhow it ts into the Active Mapping framevork. Theideais to try to geta

completepicture of how Active Mappingcan(or cant) eliminatepossibleTCP/IPambiguitiesby looking

at each,thenstatingwhat sort of mappingtechniquewould work. The readeris referredto [HKPO1] for

morethoroughexplanationsof someof thenormalizationsWe notethatwe have notimplementedall of the

mappingssuggestetbelon; nonethelessnostarestraightfowardgiventhe onesthatwe have implemented
andtested.

The Dispositioncolumnin the tablesbelown will usually containone of threemain approachessometimes
coupledwith ashortexplanation:
Drop. Thestatelessre wall shouldbecon guredto dropthis paclet.

Map. We cansendchosemrobepacletsto the hostto determindts policy. The mostcommoncase,'Map
for drop; indicateghatthe paclet shouldbe sentto a host—usuallyaspartof anopenconnection—to
seewhetherit is droppedor acknavledged.

Ignore. We do notneedto performary mappingfor thistest.
Thereis a tradeof betweenacceptingmalformedpacletsthat might be usefulandallowing in malicious
traf c. For somenormalizationsa choiceshouldbe madeaboutwhethertheanomalyin questionmight (or

empiricallydoes)arisein normaltraf c. If it is decidedhattheanomaloupaclketwould notarisenormally;
it maybedroppedby a re wall or a partialnormalizerrunningin front of the NIDS.

IP Normalizations

| #|IPField | NormalizationPerformed | Disposition
1| Version Non-IPv4pacletsdropped. | Dropif NIDS is notIPv6-avare,elselgnore.
2 | Header Dropif hdrlentoo small. Drop.
Len
3 | Header Dropif hdrlentoolarge. Drop.
Len
4 | Diffserv Clear eld. Ignoreif internalroutersdon't support;addDiffsewv
policy to NIDS otherwise
5| ECT Clear eld. Map for drop.
6 | TotalLen Drop if totlen > link layer | Drop.
len.
7 | TotalLen Trim if totlen < link layer | Ignore.
len.
8 | IP Identi- | EncryptID. Ignore.
er
9 | Protocol Enforcespeci c protocols. Ignoreunlessthe NIDS is aware of ary otherproto-
col.
— | Protocol Pass paclet to | N/A (doneby NIDS)
TCRUDRICMP handlers.




# | IP Field NormalizationPerformed Disposition

10 | Fragoffset | Reassemble  fragmented| Map (see§ 3.2).

paclets.

11 | Fragoffset | Dropif offset+len> 64KB. | Mapto seeif data> 64kis acceptedr trimmedoff,
but don't triggerknown bugs.

12 | DF ClearDF. Map PMTU (see§ 3.2).

13 | DF Dropif DF setandoffset > 0. | Map for drop. One plausibleinterpretationis: do
not further fragmentthis paclet. SomeSolarisma-
chinesgeneratéhesepaclets;it is notdisallaved by
RFC791]P0813.

14 | Zero ag Clear Firewall shouldclearif possible;otherwiseMap to
seeif pacletswith zero ag setaredropped.

15 | Srcaddr Dropif classD or E. Drop.

16 | Srcaddr Dropif MSByte=127or 0. Drop.

17 | Srcaddr Dropif 255.255.255.255. Drop.

18 | Dstaddr Dropif classE. Drop.

19 | Dstaddr Dropif MSByte=127or 0. Drop.

20 | Dstaddr Dropif 255.255.255.255. Drop.

21| TTL Raise TTL to congured | Map(see§ 3.2).

value.

22 | Checksum | Verify, dropif incorrect. Drop or optionally Map for drop.

23 | IP options | Remore IP options. Map for drop (esp. sourceroute/recordroute); add
supportfor IP optionsto paclet processingpn NIDS.
Optionallyhave routeror partialnormalizerclearun-
supportedoptions(paclets alreadytaking slow path
onrouter).

24 | IP options | Zeropaddingbytes. Ignore.Optionally have routerclearpaddingbytes.

UDP Normalizations

| # | UDPField | NormalizationPerformed | Disposition \
1 | Length Drop if doesnt matchlength | Map: assumeaminimum of UDP or IP lengthtaken.
asindicatedby IP totallength. | Also mapfor drop. Optionallydropif routersupports
it.
2 | Checksum | Verify, dropif incorrect. Map for drop. Optionallyjust Dropif routersupports
it.

TCP Normalizations

\ # \ TCPField \ NormalizationPerformed

| Disposition

1| SegNum Enforce data consisteng in
retransmittecsegments.
2 | SegNum Trim datato window.

Map (see§ 3.2).

Map: sendout-of-windav segment,thensegmentsin
reverseto startof window to preventstreanreassem-
bly until all sgmentshave beenreceved; check
ACK sequencgoint.




# | TCPField | NormalizationPerformed Disposition

3 | SegNum Cold-start:trim to keep-alve. | If NIDS cansendpaclets,sendkeep-alve (incorrect
ACK designedo elicit the currentsequencgointin
an ACK from the internalhost). Otherwiselgnore:
thisis a cold-startproblem.

4 | Ack Num Drop ACK abore sequence Mapto seeif the ACK is accepted.

hole.

5| SYN Remae dataif SYN=1. Map for drop;if not, seeif datais ACKed.

6 | SYN If SYN=1& RST=1,drop. Mapto seeif RSTacceptediuringopenconnection;
Map to seeif SYN acceptedf no connectionestab-
lished.

7 | SYN If SYN=1 & FIN=1, clear| Seeif FIN is ACKed;thesendercouldplausiblysay

FIN. “l wantto initiate a connection put have nothingto
send; makingthe connectiorhalf-openright awvay.

8 | SYN If SYN=0 & ACK=0 & | Mapfor droporoptionallyDrop.

RST=0,drop.

9 | RST Remore dataif RST=1. Ignore: thereareno known exploits. Optionally use

normalizerto remove data.
10 | RST Make RSTreliable. If possiblehave NIDS send-leepalive to ensurghat
RSTwasacceptedreliableRST).
11 | RST Dropif notin window. Map (seeSection3.2)
12 | FIN If FIN=1& ACK=0, drop. Map for drop.
13 | PUSH If PUSH=1& ACK=0,drop. | Mapfor drop.
14 | Header Dropif lessthan5. Map for drop.
Len
15 | Header Dropif beyondendof paclet. | Map for drop.
Len
16 | Resered Clear Ignoreor optionally Map for drop.
17 | ECE,CWR | Optionallyclear Ignore.
18 | ECE,CWR | Clearif notnegotiated. Ignore.
19 | Window Remwe windov  with- | Mapfor drop.
drawals.
20 | Checksum | Verify, dropif incorrect. Map for drop.
21 | URG,ugent| Zerourgentif URG notset. Ignore. Optionally use app-lesel host information
(e.g.,particularHTTP sener)to interpreturgentdata.
22 | URG,ugent| Zero if urgent > end of | As abore. Notethatit is legal for the urgentpointer
paclet. to pointbeyondof the paclet containingit.
23 | URG If URG=1& ACK=0,drop. | Mapfor drop.
24 | MSS If SYN=0,remove option. Map to seeif the optionactuallychangesheMSSin
option thiscase.
25 | MSS Cache option, trim data to | TheNIDS shoulddothe caching.
option MSS.
26 | WSoption | If SYN=0,remove option. Ignore: Window scalingpresentsa cold-startprob-

lem; if desiredpartialnormalizationcanremove the
option or elsethe NIDS cantry to infer its success
from subsequerACKs.




# | TCPField | NormalizationPerformed Disposition

27 | SACK Normalization®27-31regard- | Ignore: SACKs areadvisory soshouldnot affectthe
ing SACK semanticsheNIDS uses.

32 | T/ITCPopts | Remweif NIDS doesnt sup- | Map for drop.
port.

33 | T/TCPopts | Remweif underattack. N/A

34 | TSoption | Remwefromnon-SYNif not | Map for drop.
negotiatedin SYN.

35| TSoption | If paclket fails PAWS test, | Mapfor drop.
drop.

36 | TSoption | If echoedtimestampwasnt | Map for drop.
previously sent,drop.

37 | MD5 If MD5 usedin SYN, drop | Map for drop when option not setin SYN. If not

option non-SYNpacletswithoutit. | droppeddosamehingin NIDS asin normalizer but
this causes cold-startproblem.
38 | otheropts | Remore options Ignore: optionally remove with a partial normalizer

(SeeSection3.3).

ICMP Normalizations

| # | ICMP Type | NormalizationPerformed |

Disposition

1 | EchorequestDropif destinatioris amulti- | Optionally Drop.
castor broadcasaddress.
2 | EchorequestOptionally drop if ping | OptionallyDrop.
checksunincorrect.
3 | EchorequestZero“code” eld. Map for drop.
4 | Echoreply | Optionally drop if ping | Optionallydrop.
checksumnincorrect.
5 | Echoreply | Dropif nomatchingrequest. | Ignore.
6 | Echoreply | Zero“code” eld. Map for drop.
7 | Source Optionally drop to prevent | Optionally Drop.
guench DoS.
8 | Destination| Unscramble embedded Ignore: IP identi ers not scrambledvithout normal-
Unreach- | scrambledP identi er. izer.
able
9 | other Drop. Optionally Drop dependingon NIDS policy.




